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AUDIT AND RISK COMMITTEE MINUTES

26 FEBRUARY 2025

MINUTES OF CITY OF VINCENT
AUDIT AND RISK COMMITTEE
HELD AT THE E-MEETING AND ADMINISTRATION AND CIVIC CENTRE
244 VINCENT STREET, LEEDERVILLE
ON WEDNESDAY, 26 FEBRUARY 2025 AT 4.15PM

PRESENT: Mr George Araj
Mr Conley Manifis
Mr Baptiste Isambert
Cr Alex Castle
Cr Jonathan Hallett
Mayor Alison Xamon

IN ATTENDANCE: David MacLennan
Rhys Taylor

Joslin Colli

Emma Simmons
Peter Ferguson

Main Bhuiyan
Carrie Miller
Prue Reddingius

Cait McGowan

David Kilgren

Independent External Member (Chair)
Independent External Member
Independent External Member

North Ward

South Ward (from 4.12pm)

Presiding Member

Chief Executive Officer

Executive Director Community &
Business Services

Executive Manager Corporate Strategy &
Governance (from 4.09pm)

Chief Audit Executive

Executive Manager Information &
Communication Technology

Manager Financial Services

Corporate Strategy & Governance Officer
Manager Public Health & Built
Environment (Item 5.4 only)

OAG, Director Financial Audit (Item 6.1

only)
Office of the Auditor General (Item 6.1

only)

1 INTRODUCTION AND WELCOME

The Presiding Member, George Araj, declared the meeting open at 4.09pm and read the following
Acknowledgement of Country statement:

AThe City of Vincent would |ike to acknowledge the Tra
Noongar nation and pay our respects to Elders past, pr
2 APOLOGIES / MEMBERS ON APPROVED LEAVE OF ABSENCE

Cr Ron Alexander

3 DECLARATIONS OF INTEREST

Conley Manifis declared an impartiality interest. The extent of his interest is that his company is contracted
by the Office of the Auditor General to complete external audits.

Page 3



AUDIT AND RISK COMMITTEE MINUTES 26 FEBRUARY 2025

4 CONFIRMATION OF MINUTES

COMMITTEE DECISION

Moved: Mr Manifis, Seconded: Mr Isambert
That the minutes of the Audit and Risk Committee held on 7 November 2024 be confirmed.
CARRIED (5-0)
For: Mr Araj, Mr Manifis, Mr Isambert, Cr Castle and Mayor Xamon
Against: Nil
(Cr Alexander was an apology for the Meeting.)

(Cr Hallett was absent from the Council Chamber and did not vote.)

As the Office of the Auditor General representatives were in attendance, the Presiding Member decided that
this item would be moved to the first item of business for consideration.

At 4.12pm, Cr Jonathan Hallett arrived at the meeting during the OAG presentation.
6 GENERAL BUSINESS
6.2 OAG ENTRANCE MEETING 2024/25 AUDIT

Cait McGowan from the OAG presented the Audit Plan Summary for the City, highlighting no significant
changes in processes, a reduction in on-site hours, and a focus on procurement and asset valuation.

6.1 OAG ENTRANCE MEETING 2024/25 AUDIT
Attachments: 1. Planning Summary - 30 June 2025 - Confidential
RECOMMENDATION:

That the Audit Committee recommends to Council that it NOTES the audit planning summary for
the 2024/2025 financial year.

COMMITTEE DECISION ITEM 6.1

Moved: Mayor Xamon Seconded: Cr Castle,
That the recommendation be adopted.
CARRIED (6-0)
For: Mr Araj, Mr Manifis, Mr Isambert, Cr Castle, Cr Hallett and Mayor Xamon
Against: Nil

(Cr Alexander was an apology for the Meeting.)

At 4.21pm Cait McGowan and David Kilgren left the meeting and did not return.
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At 4.22pm, the Manager Public Health & Built Environment arrived at the meeting prior to general business.
5 BUSINESS ARISING
As the Manager Public Health & Built Environment was in attendance to speak to Iltem 5.4, the Presiding

Member decided that this item would be moved to the second item of business for consideration.

5.4 INTERNAL AUDIT REPORT (Y3 AUDIT 1) - SWIMMING POOL BARRIER INSPECTIONS
Attachments: 1. Swimming Pool Barrier Inspections Audit - Final - Confidential
RECOMMENDATION:

That the Audit Committee recommends to Council that it:
1. RECEIVES the Swimming Pool Barrier Inspections Audit at Attachment 1;
2. NOTES the key findings of the review, as detailed in this report; and

3. NOTES that the findings and management actions arising from the review will be added to
WKH &LW\TV $XGLW /RJ

COMMITTEE DECISION ITEM 5.4

Moved: Mayor Xamon, Seconded: Mr Manifis
That the recommendation be adopted.
CARRIED (6-0)
For: Mr Araj, Mr Manifis, Mr Isambert, Cr Castle, Cr Hallett and Mayor Xamon
Against: Nil

(Cr Alexander was an apology for the Meeting.)
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51 OAG REPORTS ISSUED FOR LOCAL GOVERNMENT ENTITIES

Attachments: 1. Local Government IT Disaster Recovery Planning _q
2 Local Government Management of Purchasing Cards g &
3. Local Government Physical Security of Server Assets g T
4, Staff Exit Controls at Large Local Government Entities g T
5 Better Practice Guide Supplier Master Files g

RECOMMENDATION:
That the Audit Committee RECEIVES:

1. The reports from the Office of the Auditor General for the Local Government sector issued from
May 2024 to June 2024; and

2. The Better Practice Guide: Supplier Master Files report from the Office of the Auditor General for
all State and local government entities.

COMMITTEE DECISION ITEM 5.1

Moved: Mayor Xamon, Seconded: Cr Hallett
That the recommendation be adopted.
CARRIED (6-0)
For: Mr Araj, Mr Manifis, Mr Isambert, Cr Castle, Cr Hallett and Mayor Xamon
Against: Nil

(Cr Alexander was an apology for the Meeting.)

Item 5.1- Attachment 1 Page 6


AC_20250226_MIN_10741_AT_ExternalAttachments/AC_20250226_MIN_10741_AT_Attachment_34221_1.PDF
AC_20250226_MIN_10741_AT_ExternalAttachments/AC_20250226_MIN_10741_AT_Attachment_34221_2.PDF
AC_20250226_MIN_10741_AT_ExternalAttachments/AC_20250226_MIN_10741_AT_Attachment_34221_3.PDF
AC_20250226_MIN_10741_AT_ExternalAttachments/AC_20250226_MIN_10741_AT_Attachment_34221_4.PDF
AC_20250226_MIN_10741_AT_ExternalAttachments/AC_20250226_MIN_10741_AT_Attachment_34221_5.PDF

AUDIT AND RISK COMMITTEE MINUTES 26 FEBRUARY 2025

OAG

Office of the Audltor General

lllllllllllllllllllll

Report 17: 2023-24 | 31 May 2024
PERFORMANCE AUDIT

Local Government IT
Disaster Recovery Planning
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Office of the Auditor General
for Western Australia

Audit team:

Aloha Morrissey

Paul Tilbrook

Adam Dias

Lyndsay Fairclough

Information Systems Audit team

National Relay Service TTY: 133 677
(to assist people with hearing and voice impairment)

We can deliver this report in an alternative format for
those with visual impairment.

© 2024 Office of the Auditor General Western Australia.
All rights reserved. If acknowledged, this material may be
reproduced in whole or in part.

ISSN: 2200-1913 (print)
ISSN: 2200-1921 (online)

The Office of the Auditor General acknowledges the traditional custodians throughout
Western Australia and their continuing connection to the land, waters and community. We
pay our respects to all members of the Aboriginal communities and their cultures, and to
Elders both past and present.

Image credit: shutterstock.com/Panya_photo
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WESTERN AUSTRALIAN AUDITOR GENERAL'S REPORT

Local Government IT Disaster Recovery
Planning

Report 17: 2023-24
31 May 2024
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THE PRESIDENT THE SPEAKER
LEGISLATIVE COUNCIL LEGISLATIVE ASSEMBLY

LOCAL GOVERNMENT IT DISASTER RECOVERY PLANNING

This report has been prepared for submission to Parliament under the provisions of sections
24 and 25 of the Auditor General Act 2006.

Performance audits are an integral part of my Office’s overall program of audit and
assurance for Parliament. They seek to provide Parliament and the people of WA with
assessments of the effectiveness and efficiency of public sector programs and activities, and
identify opportunities for improved performance.

This audit assessed whether six non-metropolitan local government entities of varying sizes
effectively plan and test their ability to recover their information technology systems following
a disaster.

| wish to acknowledge the entities' staff for their cooperation with this audit.

Dy

Caroline Spencer
Auditor General
31 May 2024
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Auditor General’s overview

Local government entities, like other public sector organisations, rely
heavily on information technology (IT) systems to operate and deliver a
vast range of services to their communities. This makes it increasingly
important for all entities, regardless of their size, to have planned their
response to disruptions such as cyber attacks and natural disasters.

My Office’s previous information systems audits have consistently found
issues with local government disaster recovery planning®. This audit was
an opportunity to delve a little deeper into entities’ preparedness. Encouragingly, all the
entities we audited were aware of the importance of disaster recovery planning to recover
their IT systems and most had developed plans. However, none were fully prepared.

Further, as all the entities we audited relied on third party vendors to manage and recover
their IT systems, it is important that vendor service agreements clearly define what is to be
delivered.

| encourage entities to use the better practice principles we have included in this report to
improve disaster recovery planning across the local government sector. Timely recovery of IT
systems after a disaster can reduce financial and reputational losses, and minimise delays in
delivering services to the public.

' Office of the Auditor General, Local Government 2022-23 — Information Systems Audit Results, OAG, 27 May 2024, accessed
28 May 2024.

Local Government IT Disaster Recovery Planning | 5
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Executive summary

Introduction

This audit assessed whether six non-metropolitan local government entities of varying sizes
effectively plan and test their ability to recover their information technology (IT) systems
following a disaster.

We have anonymised findings throughout this report to not compromise the security and
continuity of systems and information at the entities. Detailed findings were provided to each
entity.

Background

There are 147 local government entities in WA who provide key services and facilities to their
communities. This may include waste management, road repair or broader services such as
administration of marinas, cemeteries, airports, medical centres and retirement homes. All
entities depend to some degree on functioning IT systems. These systems can be disrupted
by disasters such as damage to equipment, cyber attacks, fire or flood. Any such disruption
may impact an entity’s ability to provide its services.

Entities can best prepare themselves to deal with the impact of a disaster on their systems
through the process of IT disaster recovery planning. Good planning should consider several
elements, including how and when the plan should be activated, who is responsible, and a
clear description of recovery procedures (Appendix 1). These steps are typically captured in
a disaster recovery plan (DRP). DRPs generally focus on major disruptions and are not
concerned with minor issues such as system glitches or brief losses of communications that
occur as part of normal day-to-day operations.

Conclusion

None of the audited entities were ready to recover their IT systems following a disaster as
they had not effectively planned or tested their DRPs. All acknowledged the importance of
disaster recovery planning and most had developed DRPs. However, only one DRP was
adequate and none had tested if their plans would work. Appropriate planning and testing
help reduce the likelihood of prolonged system outages that can disrupt business operations,
the delivery of services to the community, and be costly to fix.

All the audited entities used third party vendors to manage and recover their IT systems.
However, none had adequate service agreements in place. The agreements did not clearly
define entities’ recovery expectations or vendors' obligations to prepare and test plans. In
one case, the entity did not have a formal arrangement in place and relied on a verbal
understanding. Clear and appropriate service agreements help ensure vendors understand
an entity’s needs and will prepare for and respond to a disaster as expected.

6 | Western Australian Auditor General
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Findings

Entities did not appropriately document how they plan to
recover their IT systems

Most entities did not fully document how they will respond to a disaster. Five entities
developed DRPs, but only one of these included enough information to be effective. The
others were missing key elements, such as:

. roles and responsibilities
. when and how to activate the plan
° recovery objectives aligned to entity needs

o which business systems are most important, the associated IT systems and the order in
which they need to be restored

. detailed recovery steps.

One entity did not document how it planned to recover its IT systems at all. Entities were
aware of the need to recover their IT systems and all had developed high-level business
continuity plans which included a requirement to recover IT systems. However, these plans
did not have enough detailed information to help manage IT disasters and fully recover key
systems. Disasters are inherently disruptive, stressful and unusual situations. If entities do
not have a clear, documented plan, they may not be able to respond effectively and restore
systems to provide needed services to the community.

Entities did not know if their plans would work as expected

The five entities with DRPs did not test if these plans would successfully recover IT systems
and information to meet business needs. As part of day-to-day operations, all had restored
individual data files from their backups. However, they had not tested if full IT systems
recovery was possible or if recovered data was consistent across applications. Without
periodic testing of system recovery, entities cannot be confident their recovery plans and the
steps they contain are achievable, up-to-date and effective.

Entities did not determine the nature and frequency of the testing they needed. For example,
testing can range from desktop exercises to the recovery of full systems and may include
part or all of the DRP (Figure 1). As testing comes at a cost, can be disruptive to entity
operations and can lead to accidental outages, entities need to determine the combination of
levels of testing most appropriate for their business.

Local Government IT Disaster Recovery Planning | 7
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Scope

Outcome

(o] —
o {o Ny
oY /) LEs
Desktop review Partial recovery test Full recovery test
5 . ~ e
Desktop walk-through of: Component Integrated _
+ when to activate DRP Tests of Tests of ielzf::,:g rar;d
. responsiiliies individual multiple, related sssie":sgﬁ;n
+ recovery procedures alpplicalions or a?plications and sacondary
+ communication plan lnfrastructure mfrastructure location.
devices. devices.
Y, \
3 8 |
- b Full understanding
Staff are familiar The multiple systems of how well the
with the DRP recoverability of can be recovered DRP functions and
and procedural lhe components with consistent any weaknesses
gaps identified. is understood. data across identified.
applications.
J J

C—

Source: OAG based on ISO/IEC 27031:20112

Figure 1: Levels of disaster recovery testing

Service agreements with IT vendors were not adequate

Entities’ agreements with IT vendors were not detailed enough to deal with disasters. All the
entities relied on IT vendors to participate in disaster recovery planning and testing and to
respond in case of disasters. Five had service agreements in place but these were missing
all or some of the following:

a clear description of the disaster recovery service required

where the disaster recovery services are to be provided

a description of the hardware required and delivery timeframes

a clear requirement for the vendor to participate in disaster recovery planning
how vendors are involved in testing (nature and frequency)

timeframes for recovering from a disaster

processes for monitoring, tracking and evaluating vendor performance

recourse if expectations are not met.

2 International Organization for Standardization and the International Electrotechnical Commission, ISO/JEC 27031:2011
Information technology — Security techniques — Guidelines for information and communication technology readiness for
business continuity, 1ISO, 2011.

8 | Western Australian Auditor General
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One entity only had a verbal understanding with its IT vendor. In response to the audit, the
entity started developing a written agreement. If entities do not have clear and detailed
agreements with their vendors, there may be misunderstandings about the service to be
supplied. This could impact entities’ ability to prepare for a disaster and prolong the
restoration of IT systems after an event.

Case study 1: Inadequate service agreement could delay recovery

One entity had a single physical server running its IT systems. If a disaster damages this
server, the entity’s DRP requires the IT vendor to provide a replacement within 48 hours.
However, the agreement with the vendor did not include the 48-hour timeframe nor outline
hardware specifications for the replacement.

If the hardware requirements are not clearly stated, the vendor may not be able to deliver
appropriate equipment in the required timeframe. This may prolong the entity’s reliance on
manual processes and increase the time needed to enter the backlog of information after
restoration.

Local Government IT Disaster Recovery Planning | 9
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Recommendations
The six audited local government entities should:

1.  assess their recovery requirements and appropriately document detailed disaster
recovery plans. Consideration should be given to key elements as outlined in
Appendix 1

2. periodically test their recovery plans, to verify that key IT systems and information can
be restored in line with entity expectations

3. review and update their IT vendor service agreements to include obligations for disaster
recovery planning, testing and response. Any recourse if services are not met should
also be documented.

In accordance with section 7.12A of the Local Government Act 1995, the six audited local
government entities should prepare a report on any matters identified as significant to them
for submission to the Minister for Local Government within three months of this report being
tabled in Parliament, and within 14 days of submission publish it on their website.

Response from the audited local government entities

Audited entities generally accepted the recommendations and confirmed that where
relevant, they have amended plans and procedures or will improve practices for effective
disaster recovery planning.

10 | Western Australian Auditor General
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Audit focus and scope

This audit assessed whether six non-metropolitan local government entities of varying sizes
across WA had effective plans to manage IT disruptions.

Our criteria were:

. Are plans aligned to current business needs?

. Are plans tested to verify effectiveness and continuous improvements?

We visited each entity and:

. reviewed their policies and procedures for disaster recovery planning and testing
. examined other relevant documents and records

. conducted interviews with key staff.

This was an independent performance audit, conducted under section 18 of the Auditor
General Act 2006, in accordance with Australian Standard on Assurance Engagements
ASAE 3500 Performance Engagements. We complied with the independence and other
ethical requirements related to assurance engagements. Performance audits focus primarily
on the effective management including compliance with legislative and other requirements of
entity programs and activities. The approximate cost of undertaking the audit and reporting
was $230,000.

Local Government IT Disaster Recovery Planning | 11
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Appendix 1: Better practice principles — key
elements of IT disaster recovery plans

The table below shows key elements of a disaster recovery plan to help guide an effective

plan. These elements are not exhaustive and entities should assess their own needs as part

of their preparation.

Key elements

Purpose and scope

Description
The purpose and scope of the plan should be defined and agreed with
senior management. It should include:

« details and location of the main technology supporting the business

e anoverview of the organisation and people that manage the
technology

« the security classification of systems

« the relationship of this plan to other business continuity, incident
response and cyber security response plans.

Roles and
responsibilities

Cleary define the positions, teams and IT vendors with responsibilities for
governance, incident escalation and IT disaster recovery. These should
have the appropriate skills and knowledge, or contractual arrangements in
place.

Decision-making and spending authorities should also be clearly
documented.

Contact details

Contact details for all key external and internal stakeholders.

Plan activation

Clearly document the circumstances and timeframes that cause the plan to
be invoked.

Recovery Entities should assess the risks and effects a disaster will have to key IT
objectives systems. Plans should reflect the current business needs of the entity and
outline:
« critical business functions and their supporting IT systems. These
should be listed in order of importance
e recovery time objectives (RTO) - the timeframes in which the IT
systems are to be recovered
e recovery point objectives (RPO) - the amount of data which can be
lost, measured in time.
Recovery A description of, or direction to, recovery procedures for:
procedures * networks, servers, applications and databases

e security systems

+ data synchronisation within and between applications, including
potential procedures to handle a backlog of information

e data restoration
¢ handover of services to users.

Communication
plan

Plans should outline the method and frequency of communication to key
stakeholders such as the public, enforcement authorities and other
government departments.

Document control
and storage

Plans should include clear approvals, version control and where the plan
will be stored.

Testing

Plans need to be tested to ensure they can recover IT systems and will
work as expected.

They should detail the intended frequency, nature and scope of testing.

Source: OAG based on ISO/IEC 27031:2011%

3 International Organization for Standardization and the International Electrotechnical Commission, /SO/IEC 27031:2011
Information technology — Security techniques — Guidelines for information and communication technology readiness for

business continuity, 1SO, 2011.

12 | Western Australian Auditor General
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Auditor General’s 2023-24 reports

Number Title Date tabled
17 Local Government IT Disaster Recovery Planning 31 May 2024
16 Iliocal Government 2022-23 — Information Systems Audit 27 May 2024

esults
15 Government Campaign Advertising 15 May 2024
14 State Government 2022-23 — Information Systems Audit 12 April 2024
Provision of Supplementary Information to the Standing
13 Committee on Estimates and Financial Operations — 5 April 2024
Opinions on Ministerial Notifications
12 ng;iict’a;I Identity and Access Management — Better Practice 28 March 2024
11 Funding for Community Sport and Recreation 21 March 2024
10 State Government 2022-23 — Financial Audit Results 20 December 2023
9 gn:)p:‘lte}g::mation of the Essential Eight Cyber Security 6 December 2023
8 Electricity Generation and Retail Corporation (Synergy) 8 November 2023
7 Management of the Road Trauma Trust Account 17 October 2023
6 2023 Transparency Report: Major Projects 2 October 2023
5 Triple Zero 22 September 2023
4 Staff Exit Controls for Government Trading Enterprises 13 September 2023
3 Local Government 2021-22 — Financial Audit Results 23 August 2023
2 Electricity Generation and Retail Corporation (Synergy) 9 August 2023
1 Requisitioning of COVID-19 Hotels 9 August 2023

Item 5.1- Attachment 1
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Office of the Auditor General
for Western Australia

7' Floor Albert Facey House
469 Wellington Street, Perth

T: 08 6557 7500
E: info@audit.wa.gov.au

www.audit.wa.gov.au

@ @OAG_WA

Office of the Auditor General
for Western Australia
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OAG

Office of the Auditor General

Serving the Public Interest

Report 19: 2023-24 | 12 June 2024
PERFORMANCE AUDIT

Local Government Management
of Purchasing Cards

—

-_—
-
—
-
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Office of the Auditor General
Western Australia

Audit team:

Aloha Morrissey
Justine Mezzatesta
Claire Lieb

Dan Franks

National Relay Service TTY: 133 677
(to assist people with hearing and voice impairment)

We can deliver this report in an alternative format for
those with visual impairment.

© 2024 Office of the Auditor General Western Australia.
All rights reserved. This material may be reproduced in
whole or in part provided the source is acknowledged.

ISSN: 2200-1913 (print)
ISSN: 2200-1921 (online)

The Office of the Auditor General acknowledges the traditional custodians throughout
Western Australia and their continuing connection to the land, waters and community. We
pay our respects to all members of the Aboriginal communities and their cultures, and to
Elders both past and present.

Image credit: shutterstock.com/Suradech Prapairat
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WESTERN AUSTRALIAN AUDITOR GENERAL'S REPORT

Local Government Management of
Purchasing Cards

Report 19: 2023-24
12 June 2024
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