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AUDIT COMMITTEE MINUTES

7 SEPTEMBER 2022

PRESENT:

IN ATTENDANCE:

MINUTES OF CITY OF VINCENT

AUDIT COMMITTEE

HELD AS E-MEETING AND AT THE
ADMINISTRATION AND CIVIC CENTRE
244 VINCENT STREET, LEEDERVILLE
ON WEDNESDAY, 7 SEPTEMBER 2022 AT 4.00PM

Mr Conley Manifis
Cr Ron Alexander
Cr Ross loppolo
Mr Olaf Goy

Mr George Araj

David MacLennan

Peter Varris
Joslin Colli

Virginia Miltrup

Rhys Taylor
Wendy Barnard

Independent External Member (Chair)
(electronically)

North Ward

South Ward (electronically)
Independent External Member
(electronically)

Independent External Member
(electronically)

Chief Executive Officer (joined at 4.05pm
during ltem 4)

Chief Audit Executive (CAE)

A/Executive Manager Corporate Strategy
& Governance

Executive Director Community &
Business Services (electronically, joined
at 4.20pm during Item 5.1)

Executive Manager Financial Services
Council Liaison Officer (electronically)

1 INTRODUCTION AND WELCOME

The Presiding Member, Conley Manifis, declared the meeting open at 4.03pm noting it is to deal with the
items adjourned at the meeting held 9 August 2022. The Chairperson read the following Acknowledgement
of Country statement:

“The City of Vincent would like to acknowledge the Traditional Owners of the land, the Whadjuk people of the
Noongar nation and pay our respects to Elders past, present and emerging”.

2 APOLOGIES / MEMBERS ON APPROVED LEAVE OF ABSENCE

Cr Ashley Wallace is on approved leave of absence from 27 August 2022 to 18 September 2022.

Cr Susan Gontaszewski is an apology for this meeting.

3 DECLARATIONS OF INTEREST

Mr Manifis declared an impartiality interest. The extent of his interest is that his company is contracted by the
Office of the Auditor General to complete external audits.
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4 CONFIRMATION OF MINUTES

COMMITTEE DECISION

Moved: Mr Araj, Seconded: Mr Goy

That the minutes of the Audit Committee held on 9 August 2022 be confirmed.

CARRIED (5-0)

For: Mr Manifis, Cr Alexander, Cr loppolo, Mr Goy and Mr Araj
Against: Nil
(Cr Wallace was on approved leave of absence for the Meeting.)

(Cr Gontaszewski was an apology for the Meeting.)

4:05pm For the convenience of the meeting the Chairperson brought forward General Business Item 6.1
Contract Risks and Capacity — Capital Works Program - from 9 August 2022, due to its potential to inflence
the Committee’s consideration of item 5.1 Review of the City's Corporate Risk Register - from 9 August
2022.

6 GENERAL BUSINESS (BROUGHT FORWARD)

6.1 Contract Risks and Capacity — Capital Works Program - from 9 August 2022

Cr loppolo submitted an item for General Business consideration related to contract risks and capacity in
respect to delivery of the City of Vincent's 2022/2023 Capital Works Program.

Given the current economic environment and existing risks in respect to Supplier Management, Major Project
Management and inadequate Project Management, Cr loppolo noted that the Audit Committee may wish to
consider whether there is an enhanced financial risk that the volume of capital works to be delivered through
the existing project management framework may result in:

1. Compromised works in terms of price (over-budget);

2. Compromised works in terms of scope that affect quality;

3 Delays in completing works beyond agreed timeframes which may have consequential effects on City
of Vincent commitments to third parties; and

4, Tenderers becoming insolvent that risk delivery works entirely and the risk of losing money already
expended with those tenderers.

The Committee noted Cr loppolo’s concerns for inclusion in the considerations on Item 5.1 Review of the
City's Corporate Risk Register.
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5 BUSINESS ARISING
5.1 REVIEW OF THE CITY'S CORPORATE RISK REGISTER - FROM 9 AUGUST 2022
Attachments: 1. Corporate Risk Register - September 2022
2. Confidential Corporate Risk Register - June 2022 - Confidential
3. Risk Appetite and Tolerance Statements

Moved: Mr Araj, Seconded: Mr Goy

That the recommendation be adopted.

RECOMMENDATION:
That the Audit Committee recommends to Council that it:
1. RECEIVES the City’s Corporate Risk Register as at Attachments 1 and 2; and

2. NOTES the status of risk management actions for the high and extreme risks.

AMENDMENT
Moved: Cr loppolo, Seconded: Mr Goy

That recommendations be added as follows:

3. REQUEST that Administration reconsider the risks attached to Major Project Management in
the risk register.

4. REQUEST that Administration provide an explanation as to how the existing Project
Management Framework (PMF) is adequately and appropriately placed to identify risk on a
timely basis and allowing mechanisms to mitigate such risk appropriately, given the current
economic building environment, the doubling of volume of capital works to be delivered
through the existing project management framework and key senior staff movements,

particularly:

° Compromised works in terms of price (over budget)

° Compromised works in terms of scope that affect quality

° Delays in completing works beyond agreed timeframes which may have consequential
effects on City of Vincent commitments to third parties; and

° Tenderers becoming insolvent that risk delivery works entirely and the risk of losing

money already expended with those tenderers

AMENDMENT CARRIED (5-0)

For: Mr Manifis, Cr Alexander, Cr loppolo, Mr Goy and Mr Araj
Against: Nil
(Cr Wallace was on approved leave of absence for the Meeting.)

(Cr Gontaszewski was an apology for the Meeting.)
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COMMITTEE DECISION ITEM 5.1

That the Audit Committee recommends to Council that it:

1. RECEIVES the City’s Corporate Risk Register as at Attachments 1 and 2; and
2. NOTES the status of risk management actions for the high and extreme risks.
That the Audit Committee:

3. REQUEST that Administration reconsider the risks attached to Major Project Management in
the risk register.

4, REQUEST that Administration provide an explanation as to how the how the existing Project
Management Framework (PMF) is adequately and appropriately placed to identify risk on a
timely basis and allowing mechanisms to mitigate such risk appropriately given the current
economic building environment, the doubling of volume of capital works to be delivered
through the existing project management framework and key senior staff movements,

particularly

. Compromised works in terms of price (over budget)

. Compromised works in terms of scope that affect quality

. Delays in completing works beyond agreed timeframes which may have consequential
effects on City of Vincent commitments to third parties; and

) Tenderers becoming insolvent that risk delivery works entirely and the risk of losing

money already expended with those tenderers

CARRIED (5-0)

For: Mr Manifis, Cr Alexander, Cr loppolo, Mr Goy and Mr Araj
Against: Nil
(Cr Wallace was on approved leave of absence for the Meeting.)

(Cr Gontaszewski was an apology for the Meeting.)

ACTION: The Chief Audit Executive committed to distributing the Project Management Framework to all
Committee Members.

The Executive Director Community & Business Services committed to preparing a report for a future Audit
Committee Meeting detailing how the Project Management Framework manages risks in real time, and how
it aligns to other City frameworks.

NOTE: Cr Alexander queried the ability of the City to deliver the size of the capital works program as in
previous years significant funds have been carried forward. Noting that this year’s budget is the highest it
has ever been, exceeding the most the City has ever spent on capital works by more than double, in a year
when sourcing materials and labour is very challenging.
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v

CITY OF VINGENT CORPORATE RISK REGISTER

Risk Category

Finance, Procurement

and Contracts

Risk Descriptian Comment

Likelibood  Consequence

Impact Analysis

Remarks

Current Risk Managernent Strategy
Actual Risk {what happens now)

BDO

1 [ |  JACCOUNTABWIMY ! | | |

Risk Managernent Actions (RMA) Strength (<MW}

Direction of further

Risk Owner  Timetable

AssUrances
available

Last.
updated

s rew

Procuramsent for facilities
[Beatty Park Leisure Cerrep

Supplisr § corract
management

Major propect managerment

Financial stability,
sustainability it reparting

environment

Inadequate asset management

Aiske=stos management

Aging ¢ unsafe assets
[Leedarwille Qval grandstard)

Asset, sustainability and

IngMactive pracurement processes and
manggament of supplien reiuling in s Lk of
supplies § piets (e chemicali] which impests

el pocl ) pool sately

Thesne & a risk that inapprapriate conbract
management in respect to initation and
mansgement of coneract with suppl s may
repult i e Ciby's inberests not being protecied
or the comtract terms mot besng filked resuzing in
financiad losses to the Cay

Large mumber of propcty, imited resources angd
inelTact o mrgement of progcis resulling e
financigl lnsses and patenally poor projest
wutpames kar e Ciky

Poar linancial and management reporting
regime l=ads to ineffective financial
maragement and results in nsufficient
FRSCAIrCEs to aperate the Sty effectrely

Inadegpate asset management, including
accountabilities, controls, framework,
SLLOUNEILAIIty and #nadequate systems i recod

Event - aset

and interrogate data to inform Asset renewsd moect - fnancisl
programs wil resull in poor asset management | lesie, reputationsl
outcomes - Bmandal loss and reputational dumape
damage

Insdegate framework b manage the risk n
respect to abesios on ity owned or managed
Iz, of land ag|oining tres, will leawve the City
walnerable to stafl and commarsity ham
resuiting in finamoal loss and reputaticeal
damage

Ernerging sataty sk asseciatad with Laedesily
Owval grandstand - Busldings bave olestrica and
SIFUEsral das and Wil Peguirg sgnificant
capital work i future ta ensure they rerain
wifi,

This sk han sgnifcant
Tinancial imglicatiorm

Council have
endorzed the Asset
Managemeant and
Sustainability
Sorategy [AMSS]

Aaset Pricvilisation
{Buildings)
implemertation
Plan - AMSS 13 an
track for deltvary
in December 2022

Dedicated t=am
=stablished to
quide delrery of

tha AMSE,

Building gond relaticrahip with suppliers
review alternative suppliers, ensure involces
e processed In B mely faskion - heve 5
stock of chemicals, have an emergency plan

Australian standard contracts, Procurement
training prosvided and procurement palicy
communicated to all stalf. Additional
Procurement Resource added Lo the Leam.,
Procursment system in place. Procuremsnt
and Lontract Management Framework
irglemented, All new contracts are
compliant, Contract inftiation contrals are
strg, COntract maragement contiols need
more wark,

Haw project management framsework and
L} project pricietiation in place. but in esrly
stage of adeplion.

argved its finarcis] and

orticeg. Mow have a betler
understanding of funded and unfunded
projects, and how this impacts the LTFF and
beyond. Strategies for revenue generation
are in place or planned

Lsireg slternative syiters such &8
spreadshests, Paywise
Annual review of asset rerewal plans regular
engagement with internal and external
stakaholders

LGIS has prepared an aibestos register, and

M has development an ashestos marsgement
framework m accardance with the legal
advice recetved.

Essential maintenance is carried aut, budget
- perrnitting. 53,000 % allocated n 30/31
busdget for essentisl electrical works.

program and aperational budget

1. Stockpile chemicals - Complete

2. bunld relatsonships with suppliers -

I:nmpl.n:c. cormnuednrqupru:nrmn: and Stmrq Cantinus to
N contract satup lalse with suppliars
3. Complete supplier! cortract management - |and fratise supplier

complete, bul ongaing review required agresments,
4. Updated Bussness Continuity Plan -
Complete

. cdewelop cantract management framewark, |

Erain Statf in e and communicate -

Comphate

2. dewalop conlract register - consultant

currently preparing - Complete

3. update the contract template  use WALGA Strorg
4 A5 templates - Complete

A, maaritor complisnce with the framewiork

and use of temglates - Camplate

5. Contract mansgement controls Lo be

|manitored through sudits - Ongoing

1. Contirae Implesnentation of framework -
Ongoang

2. staff traiming on implementing framework -
Complete

3, Erguring tmely reportirg and
accountabalicy by staff . Ongaing

4. Oregoing prioritisation of existing projects,
Hew CBP hias sdentified 26 siralegic projects.
These will be reported on manthly internally
and quarterly to Council

5. Contiraie te monstar and report an projects
Ehat are off track and ower Budget

Medium - systams are
improwing but not fully
embedded

1. Developing an acourate and updated LTFF

witich will b adoptad by Council. Complats

2. Will camirence comprehersive manthly

reporling covering cash flow managemenl as

well as relevant firancisl metrics. Complete | Strorg
3. Will assess financial sustainability as part

of the development of the City's strategic
priarities and masterplans. Complete

1 adlog ate addilional ressseces Lo

adequately assess and report on key sisks,
Coant i

% b ke
¥ :J
o o Gy ataldT
oo

Estefie

3. Table suddlor's repurl on condilion ol

Aty at EMC and audit Comenittes ‘Weak - 2z only
veskigating the

[ T Y F R systeme framework

1. Develop an astet management sirategy

2.Increass resgunces Lo i he actions

contairesd in the ssset management strategy

3. Allocate additsonal fnancial resource for

renevwal of assets in the capital works

1. Firwkise and implement the abested

. Medium - Investmenl in
marsgernent. framewark, and commuricate

H Beporting/workila

ko staff.
2. Develap actions based an gaps identified ""-Ed“nnll?gvtu reducs
in framewark, risk oven further,

1. Develop an dssel Mansgement Siralegy 1o

inform schedule for mamtenance / upgrades

reguired, and priontises for assets.

2. If capital work 15 not undertaken it may be |Medium - relies on
necesEary far buildings to be Laft vacant, Budiget far the woeks
which results in a loss of rerital irceme

Review supply contracts

Hring procursment EBEEcLlFlﬁeIHaom - ni | Complete
I
Rewiew Business " e e
Commillee]

Continuity Plan annusily

Continue with regular

procursment and Council {report to

conkract management Audit Committes] Complete
compliance audits,
Manitor Projects that are
off track and over Couneil [repart to a

i
budget, via Project Auadit Comenittee) gl
Boasd and CarpEx
Rifresh LTFF n 2022 < I ireport to Ongaing

Audit Committes|

Destermine whal, assel
maragement strategy is Council {repart to

Auadit Committes] o2

CED (repurt 1o
Executive Management | Ongaing
Committee)

CEQ [report to
Ex@cutivi Managemant | Aug-77
Committee)

Baview

eontiacts yearly

Monitaring of
<onlracls
register and
procurement
processes
angaing

Regular
FEROFTING Ta
ol ard
Audil

Regular
reporting to
Council and
Audit

13-Jun-32

13-Jun-12

13-Jun-32

13-Jun-22

17-Jun-22

17-Jun-22

Item 5.1- Attachment 1
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“—I(Ih CITY OF ¥INGH

F.1 R R

Lrl
1

EIW OF VINGENT CORPORATE RISK REGISTER

Impact Analysi

BDO

NTABILTY] | | | ]

N — ‘ Current Risk Management Strategy

Emerging safety nsk associated with Baatry Park

1. Develop an fss=t Management Strategy to
inform schedule for mamtenance ¢ upgrades
raquirad, and prioritiss for assets.

2. If capital work i not undertaken It may be

Essential malntenance & carmied out, budgert

ing ¢ Erandstand, 2= buildings have slectrical and ; T - necestary for buildings Lo be tefl vacant, A CEQ (report o
:::1‘ r::‘l;sal"e ’Jﬂlu [Gentty structural eues and will regure sgnificant ;n“:;i:l?:b:::m: ) rﬁmltuf:':::'::r\:r:r!kﬁ;:ﬂ{::rt which results in & loss of rertal income. :‘::mml'a:!l:? o H Executive Management |Fy2023 A7-Jun-23
¥ capital work in future bo ensure they remain ) & A tand ¥ 3. Beatty Park 2062 Option Project will et Committee)
safe. . identify future use and upgrade opticns and
GOSEE,
1. Davalop an hsset Managemant Srategy to
Emenging safty risk associated with Lits Iidormm schedhile Tor mamtenance | upgrades
. required, and prioritise for assets.
Aiging ¢ unsafe assets |Litis Stadien gramdsiand and buldings, as buldings B Essential maintenance is carried out, budget ; . S— CEQ [report to
Ztadium grardstand and haree electncal and structural izues and wil ke ’__r'""‘“ ) permitting. Grandstand and some buildngs i | ey H [xecutive Management Y202 17-Jun-22
financial imelicatiors. necessary far buildings to be left vacant, budget for the works
buildings) require sgnificant capital work in Future to proposed for demolition. Committee)
Ensure they remain safe. which results in a loss of rental ircome.
Failure mmmmmmmu-e Mot of the risk of [ e i 2
Managemsent of Vincent and financial I this praject is Maintain close partnershin with Western ;""] s T CEG (report to
Underground Fower Project maragement of payment obligations to " L tte borne by Western -, Power and establish sound project "3 Strong ¥ L Executive Management | 2037 23 Jun-22
Fnancial implication: repayment oeptions
INUPRFE Wastern Power to be recouped from the Power as the asset maragement practices. 3) work with e Commilttes]
Impacted property gwnars armrRr Wastem Powsr on community

engagerent

vy addiiaanl row oan only be sdded sbose

il " " Removed i & ey rish
g * -y
£ £ afer the smosth
AR P . tramsition ko
'J - retiement of sweral
P = lang-stmnding key
Shikosinpliir-suabi seruzmil

Staff workeng slore, after Cd Jhours works,
accessing buildeg sites sndfor pivaie property,
negatwe interacton with members of the

Safety ard sedurity practices  |commenity. Lack of comprehemsve risk

Tor 4tall manegement in respect to zafety practices leads
b & lack of understanding of the appronn ate
g needs and potenbally sadequate action
against reks,

There e a misk that imappropnate conbract
management in respect 10 contractonfvolunteer
induchion and adherence bo SOV polioes and
procedures is ot approprately applied to
leawing the City wulnerable to
contractarfyolurteer injury and legal action.

WVirluinteer and €omn e
managemenl

Staff training, patron education, emergency
euipment provision and safety audits.
Follow warking along pracadures, toolbox
weekly for handiver, sehicle handoves and
audil of PPE, GP5 moniloring enabled
enforcement and communication devices.
Regular reporting of incidents io faster
safety awarencss culture

Indhuction process in place for Contractars,
It choes. rely oo the SLAIT wh get thi

educate on policies and procedures.

s
il

e
su Cessin planarg lamework,

1. Review of safety management plan and
YL

2. Identify high risk pasitions

3. Identify gaps in DHES procedines

4. Refer o OHES Commitlee

5. Improve safety culture (=ncourage
employess to report haerds and incidents

to induct 3tl contractars and volunteers.
Ensura all contractors and volungesrs havi
completed mandatory tralming foampliance

contractors in o comphete the induction and {fone off compliance training or yearly/bi-

yearly)
2. Maniterng contractors and wolunteer
compliance

1. Implement 2 centralsed induction system

B R
(ST P AL S
b AR g
" ¥ HR-Fategy-House— R Ho-id
Conmumilles|
puaans, risk ekl e Fhe-SRF b
ow . .
Mote that this risk
depands on behavicar of
Medium ¥ M public - which City can | Lol WEBOLEE g 18-Jun-22

nod cantrol. 5o remairs Audit Comenitiee}

medium risk.

Furong -
Wiplemertation of &
arientation and
induction program

& Incuction process for CEQ [report to
all contractons engaged | Executive Management | Complete Aniialy 18-Jun-32
Committee)

inductions are accessed
by the O5H adwisor. &
combinaticn af eriing
and Tace-to-face
indhucLions covers alk
WiHE gaps

vy mddionml roe can oeby be added bl
Thes row

[=aster Recovery Flan & Buildirg ar peol talurs laadieg 1o an
Business Contwmity et clesiie of part af whake of fadlity
Management for Beatty Pask ity e e net ity shiraholder
Leisure Centre i LAt and Eapeniancing SRandal lesses.

and reviewed regularly, commurication
strabegies for ary shutdoers

Asset audits, maintenarce programes in place

Locate/create BC® for Beatty Fask

Develop an assat plan and mcorporate inko
Sl Bnd |oikg Tenm budgets

Medium - Heed to
increase Audit of Asseds|Yes - note that Medium

€L [report to
and put plan i place  |risk as plant failure can s 23
M Mo further action Executive Management | 2002/21 18- Jun-22
for matntenance still scour despite ca o8)

including contracts and | strategies

|sgreements

Item 5.1- Attachment 1
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L, crrv o i

o

wd)
4

AR

CITY OF VINCENT CORPORATE RISK REGISTER

Emergency Management
[wtaragancy b

Critical incident responss -
Power cutage to ICT serer
FoOm

Primary sile Internel oulage

Mapping data

Cyber Security

COVID-1% pandemic

ey mckditiaasl row can ooy be addad sbows

ey rew
Governance,
m

thig rew

conduct and fraud
vy ik, e G oy b ke e

I N Impact Analysis

Likelihood  Consequence Remarks Actual Risk

Current Risk Management Strategy
{what happens now}

IneMactive collaboration with agerces resudes in
i peer ralatinship and inelTact i S perati

reganding evnergency mansgament leadeg 1o
inplfactin dsasker management with an Impast
ol anbewndid geraicn oot ages, wiorsenied digister
Butsames

A Ltk of power o the on premise KT systems

tFeggh cuteradod power ouwtages will resultin a
Tailune attar 1-2 hours of rosere power supply.
If reserve power fads or cannat costinue to be

supplicd, staft will lose docess ba all electronic

systems, potentialky keading bo loss of data and
service hawels

Loz of Internetwill result in reduced staff

seress o busemess systems schading weh, email Impact - service
and doud-tazed syziems resulting n rechced or anages
non complisnce with service lewels.

INGCCUTatE MapmHing data may lead to poor or
incornect buirgss deciuoes and posable safety
issues resulting in financial loss o the City and
potential hanm to the community

The Ciby suffers 2 material breach of Information | This is tresdiog 2a an
Security through ineffective protoccls and escalabing rige n many
processes organition:

Glohal pandarmic
deciared wats
umargancy and puislic
heealth emergency

Disrupkioe: ba Gty service delivery, local business
and community grou eperations and staff and
comimrity well being

u

(51

(5

=

1. Provide additionsl trainieg Tor relevant

Regular quarterly staff members and community agencies.

meetings are Local emergency management arrangements .
conducted at the are in place with City of Perth and Westam 2. Warking towards implementation of

N . exercises with 'WE LEWE
“;:""'r'“;;': Cof M Central Couricils LEMC: 3. Emercises with WC-LEWC and CoF LEMC  [$trong

sl N th are to be canducted dlﬂhg the 2032723
:m:i :-Izli,-“:e-;::rm peviod. A deskiop exercise i planned for
PRorting 30th Jurvs 2022 testing LEMAS Local

Regular montorieg of EW local Recovery
Plans ard EM strategios are angoing

s Emergency Recovery plars.
ICT Serategy House 03/53015 identilies
several Cloud-Tirst ohjectives 0o mithgate
server roum dependency.
Risk Hkelihaod 1. Orrpremise Back-up server with some July-2020: Offsite business systems fincl.
based an Admin offsite copies teb=phorry) an standby that can “go lve” for
Cenitre nct being 2. Restorakion of File servers, Email, Diepot/remaote access within & hours, Up ta 1 | Strorg
avanabl to Staft, AITharty ard Cantert Marager within day data Lass.
days. Up i1 day data lass. 202172022: File, email, records and core
business system Lo move e cdoud selutions.
Depotfremote access contiruous, no data
Cemmunicatian 1. Intemnet-based systems accessible via 4G
s e anabied tablts, ,
completed in 201% 2.7 x 40 Wi-Fi dongles available to business Huly-E020; eruqdlnt Irternet mnp’-\' [a-_m
1o enabyle supporticg fecurity mirasbructure Bdduding | Strocg
redundant Leares fur up o 15 staff each. firewallsh implemented. Up to 1 hour outage.
3. Offsite backup to Library remairs ) )
anchitecture
[P— operational.

Risk comaquence
corsidered Mine
due Lo current
limited use of
snatial layers by G5 contract resource ansite fortnightly to
staff. Public spatial respand ta any data issues ratsed by staff,
Lanyars hawe

il dath ety

1o cause more than

Minor consequence.

Sep-2021: GIS and Assets officer is being
recruited in and this will help metigate this | Strerg
rish.

Anti-virus software deployed for computers,
Techmacal Security web traffic and email filtering. upgraded
Revian completed ANCHVINLS SOFEWATS FOr COMpUTEns and amanl
agairst Australian Filtering; new anti-virs seftware for server
Signald Direclorale environment; dats Lods pratection canlig in
“Eszential B For - Office 365 for external file sharing; data loss Staff awareness training being witroduced; | Strong
Technacal S=curity protectian cortrals are beng deployed as
Review ard currend part of Office 385 implementation - to be
ACTNAN 1THT AT, camplated In 30300, multl-factor

see D1 28564 authentication Ter Office 365 and remote
acoess.

el A O R o
¥

B ilh gt Formed—seatepy-l-ctsen-plan-developed
. . Iregrement-COWMR-15-Reliofand-Recovany
e ;:E P""I“‘ M“‘L::;::;r:::em';u“ Sleabegy - all risk managemenl aclives ave
CONVID risk ; " by cuppor-ic baing encompasted withir bhis documesnt

Streng
L R Ut R

Imglemant risk management corrals Tor gach)

managemant 15 now
O @Ay o

predict in (Operational BCP plansing has been | L

" SEfvICE Projecty pragram
corfiparison Lo the campleted and risk measures have been rojects prog
mnrly days of the implemented

pandemic in 2020
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RISK APPETITE & TOLERANCE STATEMENTS ‘%j%

Overall City of Vincent risk appetite statement

The community want us to be a Council and an organisation that is clever, creative, and courageous - willing to push the operational boundaries and
willing to think and act as an enabler.

We put this into practice in our everyday work and decision making by understanding and managing the risks in being clever and creative but still taking
action to meet our strategic goals.

The City seeks to minimise its exposure to key risks relating to people, financial operational and regulatory and compliance responsibilities, while still
taking action. We will ensure appropriate measures to mitigate our risks are in place.

Detailed Statements and Descriptors

Risk Category Risk Appetite / Tolerance Statement Descriptor /clarification

Financial Sustainability

Financially Volatile Decisions The City has a low appetite for risk in decision making that impacts  These are for those decisions not specifically considered
financial volatility and sustainability below:

Based on risk consequence criteria - Risk of loss in excess of
§100,000 (0.035% - 0.17% of operating budget)

Decisions causing Budget Deficiency The City has a low tolerance for decisions or actions that result in Based on risk consequence criteria - Risk of loss or missing
material deficiency in achievement of budgeted: budget in excess of 100,000 (0.035% - 0.17% of operating
- Surplus budget)

- Balance sheet ratios

- Profit and loss ratios

- Rate of return on investments
Financial Investment & Growth

Sustainable financial investments The City has a moderate risk appetite for investments; Investments need to be in line with the City's Corporate
investments must support strategic initiatives and financial Business Plan and Strategic Community Plan.
sustainability. Investments must be aligned with the values and
principles of the City.

City of Vincent Risk Appetite and Tolerance Statements - D20/ 26234
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}j‘h CITY OF VINCENT
RISK APPETITE & TOLERANCE STATEMENTS gy

Forwards, hedges, and derivatives The City has no tolerance for investments in forwards, hedges, and Organisations often use financial instruments to manage the
derivatives. risk in commodity and foreign currency. These can be very
risky if not appropriately utilised; and the City has chosen not
Lo use these instruments.

Debt for growth The City has a moderate appetite to take on risk to fund growth. This ties into the investment appetite; however specifically
considers the use of debt funding. Based on the consequence
table, a moderate risk would be in the vicinity $100,001 to
$250,000 (0.17% - 0.43% of operating budget).

Specific ratios - e«  The City's debt to service ratio must always be above 5. The debt to service ratio measures the City’s ability to pay its
debt. It is calculated by the annual operating surplus (before
depreciation and interest), divided by the debt service cost,
+ Proposals supporting debt funding must be supported by a cash  and is currently 5.092.

flow analysis that is financially sustainable

No specific rating given as these are set o«  Tatal Liabilities are never to exceed Total Assets
parameters that the City has
determined that it must operate
within. Rations (and thresholds) are
determined by the State Government.

Financial sustainability for debt funding will need to consider:

s  Free cash flow for monthly, capital or balloon
payments

+ Interest cover - refer above for the level of financial
risk acceptable

«  Cost of not undertaking project - i.e., repairs and
maintenance of the current solution

+«  Future cost of new project once implemented - l.e.,
for a community centre, insurance, licences etc

Business collaboration

Commercially viable collaboration The City has a moderate risk appetite to being more commercially =~ Within the boundaries of the appetite stated above in respect

adept and to explore avenues to identify cost efficiency drivers, to investments being within the City's Corporate plans and
collaboration with business partners to deliver on objectives strategies, the City is willing to consider proposals to use
through commercially viable arrangements and partnerships. partnerships and contracts to facilitate meeting the City's

objectives, where consistent with legislative requirements
{Local Government Act 1995). Suggestions would include using
outside service providers to deliver current services provided
by the City more efficiently, i.e., Waste Collection; or working

City of Vincent Risk Appetite and Tolerance Statements - D20/ 26234
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RISK APPETITE & TOLERANCE STATEMENTS

Risk Category Risk Appetite / Tolerance Statement Descriptor /clarification

3™ party Partner (Contractor) failure

Procurement

Procurement failure

Asset & Environment management &
sustainability

Environmentally dangerous activity

The City has a low risk appetite for third party partner
{contractors) failure.

The City has a low risk appetite for procurement failures that lead
to poor value for money or financial loss, poor quality of service;
incorrect or substandard products or delayed delivery; wastage of
funds or services.

The City has zero tolerance for procurement decisions that
endanger our staff and community.

The City supports investments, activities and developments that
result in a sustainable future for our community while meeting the
current needs of our residents.

It recognises that this may at times involve accepting some degree
of risk and is comfortable with this, subject to always ensuring that
potential benefits and risks are fully understood before planning is
approved and that appropriate measures to mitigate risk are
established.

{
‘.{Q‘,“h CITY OF VINCENT
P

collaboratively with an Arts organisation to set up a festival.
Other projects may include working with developers.

The City utilises many outside organisations in delivering on its
mandate. This low appetite means that even minor or
insignificant breaches in contracts or delays in delivery of
products and services will be taken seriously. Accordingly,
third party risk must be considered before entering into any
contract, including reputation of third party, financial viability,
audit clauses etc.

This ties into the above point; and thereby requires
appropriate procedures in the procurement process Lo ensure
the required outcomes for the City and appropriate enquiry
and planning prior to purchases. Note, appropriate delegations
must exist to support this.

Procurement decision making must consider the risk of injury
or harm to the staff & community of Vincent. An example of
this would be allowing the Beatty Park pool to use unregulated
or unauthorised chemicals.

There is often a payoff. Proposals need to consider the risks
and rewards based on the promises made to the community.
This has been envisaged with the City's Project Management
Framework implementation and future actions.

City of Vincent Risk Appetite and Tolerance Statements - D20/ 26234
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RISK APPETITE & TOLERANCE STATEMENTS

Risk Category Risk Appetite / Tolerance Statement Descriptor /clarification

Ecologically sustainable decisions

Resource wastage

Activities against ratepayer values &
ethics

Activities, structures, projects that
present health risk for the community

Values and Behaviours

Behaviour or conduct against City
values

Low individual and team performance

The City has a high risk appetite for ecologically sustainable
decisions

The City is committed to protecting and preserving the environment
and has a low risk appetite for activities that would significantly
degrade the environment and a high risk appetite for decisions
that promote ecologically sustainable development. The City has a
low risk appetite for irresponsible use of its resources.

The City has a very low risk appetite for investments and activities
that do not align with the City's values.

The City has a low risk appetite for activities, structures and
projects that threaten the health of its community.

The City is an equal opportunity employer that employs skilled and
experienced employees in positions with clearly defined roles and
responsibilities; it has a low risk appetite for actions and
behaviours that threaten the people and organisational capacity.

The City places high importance on its values and a culture of
integrity in conduct, performance excellence, innovation, equality
and diversity, dignity and respect, collegiality, and cultural

{
‘.{Q‘,“h CITY OF VINCENT
P

Activities that favour environmentally conscious actions will
more likely be approved than those that don't. Furthermore,
the City will act swiftly against actions that are detrimental to
the environment.

The City has set its vision, purpose and guiding values based on
the interpretation of those of the community it serves. When
entering into new projects, investments and proposals, these

values must be considered as one of the key consideration sets.

The City is committed to ensuring the health and wellbeing of
its residents, this must be considered within the activities,
projects, and new builds it approves or invests in. Activities
that do not align with this will only be approved in exceptional
circumstances. An example might be the approval of a Neo-
Mazi festival to occur within the City's park space. A multi
residential building with no nearby open space may be another
example.

This sets the City's view on the criticality of its employees and
the City culture; accordingly, staff must be selected based on
appropriate due diligence and fit for purpose considerations
including against the City values. Behaviours and actions of
current staff must be measured against their job performance
criteria and against the values.

Refer above.

City of Vincent Risk Appetite and Tolerance Statements - D20/ 26234
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RISK APPETITE & TOLERANCE STATEMENTS

Human Resource

Lack of Staff feedback & development

Behaviour reducing cultural diversity &
awareness

Harm of staff, clients, partners, or
visitors

Breach of code of conduct, ethics, and
Law

Health and Safety

Inadequate & untimely reporting of
breach & near-miss incidents

Negligent & deliberate violations of
health & safety requirements

sensitivity. It has a low risk appetite for behaviour or conduct
which does not meet these standards.

The City has a low risk appetite for human resource risk.

The City has a low risk appetite for risk in practices or behaviours
that lead to staff not receiving feedback and development; resulting
in low staff performance, moral and staff retention.

The City has a low risk appetite for practices and behaviours that
result in a workforce that is not diverse and culturally aware, be
this through recruitment or day to day workplace activities.

The City has a very low risk appetite for risk in practices or
behaviours that lead to the harm of staff, clients, partners, or
visitors in its premises or when undertaking work related activities
{within its control and respansibility).

The City has no appetite for conduct that is unlawful, unethical, or
otherwise breaches the Code of Conduct or reflects misconduct /
serious misconduct.

The City has a low appetite for health and safety risk, and in
particular a very low tolerance for inadeguate or untimely remedy
and reporting of breach incidents, or near misses.

The City has no tolerance for negligent, deliberate, or purposeful
violations of health and safety requirements.

CITY OF VINCENT

KPI's need to be developed that ensure that staff performance
management is undertaken within certain timeframes and
parameters - timely responses and feedback provided, and that
retention rations are considered and acted on were outside
norms. Regular surveys will support understanding meral &
engagement and to understand what can be done to improve
areas.

Activities and actions to involve and include staff from diverse
backgrounds considering culture, age, gender, experience sets
etc.

The City’s continued focus on OH&S matters, staff and
contractor induction support this appetite. All new activities
and projects should further consider the impact on the City's
community.

The City's continued focus on OH&S matters, staff and
contractor induction support this risk.

City of Vincent Risk Appetite and Tolerance Statements - D20/ 26234

Item 5.1- Attachment 3

Page 16



AUDIT COMMITTEE MINUTES

7 SEPTEMBER 2022

RISK APPETITE & TOLERANCE STATEMENTS

Risk Category Risk Appetite / Tolerance Statement Descriptor /clarification

Business Service

Disruption to the operation of the
business

Loss or lack of documentation of
corporate knowledge

Governance

Breaches in regulations, professional
standards, and ethics

Bribery or Fraud

Less than better practice for
Governance,

Due diligence, Accountability and
Sustainability

The City acknowledges that in order to be innovative and nimble
that some degree of risk taking is inevitable, however these risks
must be considered in light of maintaining continuity of services to
our stakeholders.

The City has a very low tolerance for risks that may result in
disruption to the operation of the business. Including loss of
statutory services, operational continuity, loss, or lack of
documentation of corporate knowledge. These risks will be
mitigated and controlled to where the cost of control is equal to the
marginal cost of the risk.

The City has a very low risk tolerance for loss or lack of
documentation of corporate khowledge.

The City is committed to best practice governance and practices
and behaviours that support ethical, consistent, and informed
decision making, compliance with legislation, regulation and
internal and external reporting reguirements.

The City has a very low risk appetite for any breaches in
regulations, professional standards, and ethics.

The City has no tolerance for bribery or fraud.

The City has a low risk tolerance for less that better practice
decision making for governance, due diligence, accountability, and
sustainability, as measured by accepted industry standards and
practices.

)‘“h
— J CITY OF VINCENT
"-'?SIV

“

See below

Interruption to services has been included in the Consequence
criteria. A very low tolerance would be considered where
“Failure of assets ! disruption which results in inconvenience
but no material service interruption (resolved within one
day).” So, where there is a disruption, for example the phone
lines are down, then a solution needs to be found within one
day. The cost of this control must also be considered in the
action sought.

In order for the City to continue to provide services Lo its
stakeholders to the degree required, the City must continue to
maintain adequate systems and processes that support
maintenance of all corporate knowledge.

There is a low, but not zero appetite for breaches. An example
would be the submission of a BAS late due to resource
constraints within the City. See specific examples below

The City will investigate all allegations and take action to the
full extent of its capacity.

City of Vincent Risk Appetite and Tolerance Statements - D20/ 26234
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RISK APPETITE & TOLERANCE STATEMENTS

A breach in Delegated Authority

Poor Project or Change Management

Information & Systems management

Compromising information, its
management, security, and storage

Information management and Security
risk

Internal or External threats to private
information

Deliberate misuse of information

Breaches of the Code of Conduct

Safe & approved Systems Development

Community Services

The City has a very low risk tolerance faor breach in delegated
autharity.

The City has low risk tolerance for incidents or impacts which are
generated by poor project management or change management
practices.

The City has a very low appetite for the compromise of processes
governing the integrity of, and access to, information; the use of
infarmation, its management, security, and storage.

The City of Vincent has very low appetite for information
management and security risk.

The City has no appetite for threats to private information arising
from internal breaches or external malicious attacks.

The City has no appetite for the deliberate misuse of information.
The City has no appetite for repeat breaches of the Code of

Conduct.

The City has a moderate risk appetite for systems development
and changes where it is within the approved strategy, budget, and
plans; and appropriate safeguards are installed.

The City seeks to create a connected community where the City's
residents can interact with the built environment and nature to

)‘“h
— J CITY OF VINCENT
"-'?SIV

“

The risk conseguence level will need to be considered.

The City wishes to keep the information it has custody of, safe,
secure, and uncompromised. Accordingly, it requires
appropriate governance, a framework and processes in place
for managing this risk.

Systems development always comes with an inherent risk
factor, accordingly there must be an acknowledgement that for
changes to occur some risk must be taken, however
appropriate project plans and procedures should be in place to
manage this risk.

City of Vincent Risk Appetite and Tolerance Statements - D20/ 26234
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}j‘h CITY OF VINCENT
RISK APPETITE & TOLERANCE STATEMENTS gy

create a vibrant and inclusive place to live, work and play. The City
recognises that its purpose is tied to the needs and expectations of
its community and in particular the rate payers. In order to meet
these needs a certain level of collaboration and co-operation with
these stakeholders is beneficial and necessary.

The City has a high appetite for risks that will drive strong The City wishes to match its community desire for high levels

community engagement and increased participation. of engagement, and this is acknowledged to come with more
risk. An example is the BMX track, which was highly desired by
the community, but has associated risks.

Community Engagement and Increased
Participation

Constructive Community Consultation The City I.1as a high-. risk appetite to §ngag_,e in_ COI'I'II'I'IU.I"Iity This_pf:intlwasl impc_irtant in drivipg the h_igh gngagemen_t and
consultation to deliver on our strategic objectives. This participation in delivery of the City's objectives. But this
collaboration cannot be to the detriment of ensuring an efficient should not be used as a lever to hinder progress or

and effective decision-making process in the spirit of sustainability unnecessarily delay decision making.
and achievement of objectives. (See sustainability above)

The City has zero risk appetite in any activity that will put its long-

Activity risking long-term values or A -
term values or reputation at risk.

reputation of Council

Failure to meet customer commitments 1he City has a very low risk appetite for operational risks arising The City must provide appropriate advice to stakeholders and
and/or provide appropriate advice and from failure to meet customer commitments and/or appropriateness meet its commitments,
of advice.

address regulatory concerns The City will promptly take action to address
ratepayer/customer complaints and regulatory concerns.

Negatiate with Regulators, State & The City has a high risk appetite to consult and negotiate with
Federal Government Agencies regulators, State & Federal Government Agencies to achieve the
City's objectives.

The City has a moderate risk appetite for financial loss in respect This is to ensure we are considering the needs of our
to the use of the City’'s community facilities provided the use is: community together with the financial impacts of decision
making.

Leasing of Community Facilities

= in the community interest

= satisfies a recognised community purpose

City of Vincent Risk Appetite and Tolerance Statements - D20/ 26234

Item 5.1- Attachment 3 Page 19



AUDIT COMMITTEE MINUTES 7 SEPTEMBER 2022
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Strategic Risks & Categories

Finance, procurement & contracts
Risks relating to ensuring reliability and timeliness of financial and other information; as well as ensuring the financial sustainability and viability of the City.
Risk of failures in the City's procurement and contract engagement and management processes resulting in business loss or disruption.

Asset Management & sustainability, environment management

Risks associated with investing in, developing and maintaining the City's infrastructure to ensure reliability and to meet its Vision and strategy.

Risk of the City's current activities compromising the ability for the future residents meeting their needs. This refers to social and environmental needs. Consideration of both
physical and investment actions.

OH&S, employment practices
Risks relating to strategies and systems to maintain a workforce and partnerships that are productive, safe, and diverse as well as an effective and accountable organisational
environment. Risks include workforce capability and capaCity, including staff, volunteers, contractors, and subcontractors.

Business service disruption:
Risks or events that could cause disruption to services or operations; and/or impair or enhance the delivery of the program or project on time and within budget, or the quality of its
outcomes; events that could lead to damage to your reputation, assets or compromise the security of sensitive information.

Governance, misconduct & fraud:
Risks resulting in failure to meet regulatory, compliance and accountability requirements; inadequate or unclear definition of roles and responsibilities; lack of effective and

transparent decision-making processes; inadequate control and procedural frameworks; the robustness of any third-party systems and processes.

Information & systems management:

Risks that jeopardise information being authentic, appropriately classified, properly secured, and managed in accordance with legislative and operating requirements. Technology
solutions must support strong internal control processes and the development of robust system and process solutions for the management and protection of information assets; and
align technology, systems, processes and culture with business strategy and goals.

Community services:
Risks or events that hinder the City's ability to meet the current and changing expectations of the ratepayers and community; including ratepayers’/customers’ expectations of

providing efficient, considerate, and cost-effective services; building positive and collaborative relationships and outcomes for the City.

City of Vincent Risk Appetite and Tolerance Statements - D20/ 26234
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5.2 INTERNAL AUDIT PROGRAM - PROPOSED AMENDMENTS TO IMPLEMENTATION TIMELINE
Attachments: 1. Internal Audit Program 2021/22-2023/24 (marked up)

2. Internal Audit Program Implementation Timetable (revised)
RECOMMENDATION:

That the Audit Committee recommends to Council that it:
1. APPROVES the:

1.1 proposed amendments to the City’s Internal Audit Program 2021/22 — 2023/24 (now
2022/23 — 2024/25) at Attachment 1;

1.2 revised Implementation Timetable at Attachment 2; and

2. NOTES that the updated Internal Audit Program 2022/23 — 2024/25 and revised Implementation
Timetable maybe subject to further minor amendments by Administration.

Moved: Mr Goy, Seconded: Mr Araj

That the recommendation be adopted:

NOTE: Mr Goy queried what value the ICT Systems and Security and Information Security Items on the
Audit Plan add as they are covered by the OAG adequately.

Mr Goy suggested and queried if the internal auditor could assess the risk of not reviewing the use of the
current system (Civica Authority) as this is an end of life product, and reviewing the business system strategy
in place to identify potential risks and opportuities in respect to potential cost savings. Noted that this review
may require inclusion within risk register.

The CEO suggested that those items be removed from the audit plan, and instead a report be included in the
next agenda reflecting on the future of Civica Authority. The Chief Audit Executive suggested that a variation
be sent to the internal audit provider to remove the two ICT items and replace with the Beatty Park
Infrastructure Renewals Project audit.

Mr Manifis noted that the motion should only consider one year to allow the City to prgress the audit. The
referenced ‘minor amendments’ in recommendation point 2 should only be the addition of detail or
prioritisaiton but does not include the removal of items from the audit, this would require prior consideration
and approval by Audit. Audit requirements listed for year 2 and 3 should be presented back to Audit
committee in March 23 for consideration of priority.

The Committee noted that the dates in the attachment be updated to reflect 22/23 FY currently 21/22.

AMENDMENT
Moved: Mr Araj, Seconded: Cr loppolo

That the recommendation be amended as follows:
1. APPROVES the:

1.1 proposed amendments to Year 1 of the City’s Internal Audit Program 20212/223 —2023/24
{row-2022/23 —2024/25) at Attachment 1,
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1.2 revised Implementation Timetable at Attachment 2; and

2. NOTES that the updated Internal Audit Program 20223/234 — 2024/25 and revised
Implementation Timetable maybe subject to further minor amendments by Administration.

CARRIED (5-0)
For: Mr Manifis, Cr Alexander, Cr loppolo, Mr Goy and Mr Araj
Against: Nil
(Cr Wallace was on approved leave of absence for the Meeting.)

(Cr Gontaszewski was an apology for the Meeting.)

COMMITTEE DECISION ITEM 5.2

That the Audit Committee recommends to Council that it:
1. APPROVES the:

1.1 proposed amendments to Year 1 of the City’s Internal Audit Program 2022/23 at
Attachment 1;

1.2 revised Implementation Timetable at Attachment 2; and

2. NOTES that the updated Internal Audit Program 2023/24 — 2024/25 and revised Implementation
Timetable maybe subject to further minor amendments by Administration.

CARRIED (5-0)
For: Mr Manifis, Cr Alexander, Cr loppolo, Mr Goy and Mr Araj
Against: Nil
(Cr Wallace was on approved leave of absence for the Meeting.)

(Cr Gontaszewski was an apology for the Meeting.)

ACTION: Chief Audit Executive to pursue contract variation to reflect changes in the Internal Audit Program.
Report on Business System Strategy (specifically Civica) to be prepared for next Committee meeting.
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INTERNAL AUDIT PROGRAM 2021/22-2023/24
2022/23 - 2024/2%

Responsible directorate Office of the CEO.

Responsible team Corporate Strategy and Governance.

Responsible officer Executive Manager, Corporate Strategy and Governance.

Affected teams All

Legislation / local law Regulation 17 Local Government [Audit) Regulations 1996.
requirements

Relevant delegations Nil.

Related policy procedures and Risk Management Policy and Procedure

d ts
ocumen Corporate Risk Register

PURPOSE

To set out the City of Vincent's internal audit program for the next three years, commencing in 202+22
22/23.

The internal audit program takes a risk-based approach. It is aimed at addressing the City’s key high risks,
which relate to non-compliance and fraud, corruption and misconduct (see below). The purpose of this
internal audit program is to test the effectiveness and adequacy of the City's controls, processes and
practices aimed at managing these two high risks.

BACKGROUND

The internal audit program has been developed based on the following:

. City's key strategic risks as set out in the Corporate Risk Register

. Results and recommendations of the regulation 5 and regulation 17 audits completed by Stantons
International in November 2020

. Office of the Auditor General's Financial and Information Systems Audit for 2019/20

The City's Corporate Risk register includes the following two high risks:

. MNon-compliance with the City's legislative and governance obligations under the Local Government
Act 1995; and
. Failure to ensure robust corporate governance, including preventing occurrences of fraud, corruption

and misconduct.

Internal Audit Program 2021/22-2023/24 — D20/248510
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INTERNAL AUDIT PROGRAM 2021/22-2023/24 k%4
2022/23 - 2024/2%

The actions identified in response to these risks are:

. Develop and implement an internal audit program to monitor compliance and performance.

. Undertake independent audits of high risk areas, including payments made and services delivered
pursuant to high value [ high risk contracts.

. Conduct regular internal audits on fraud and corruption.

. Conduct regular audits against findings by integrity bodies like CCC, PSC and OAG (for example,
OAG performance audits).

The internal audit program includes the audit item (with the associated risks listed based on the critical
success factor risk identification), the risk causes, the inherent risk rating, the risk categories and the
associated audit actions required. The audit items have been prioritised based on the high risk areas and
when an audit was last undertaken.

There are six internal audits proposed for each year.

IMPLEMENTATION OF PROGRAM AND REPORTING

The City will engage a suitable gualified auditor to undertake the audits set out in this program independently.
The auditor will be appointed for a one year term, with two one year extensions, subject to the satisfactory
completion of all the audits listed for the first year.

The audit plans for each specific audit will be prepared by the appointed internal auditor (party independent
of the City) in consultation with the Executive Manager Corporate Strategy and Governance and the Audit
Committee.

The appointed auditor will liaise only with the Executive Manager Corporate Strategy and Governance and
the Audit Committee Chair, if required.

The outcomes of each audit will be reported to the City's Executive Management Committee and the Audit
Committee.

Actions identified as a result of the audits will be added to the City's Audit Log and monitored until complete.
It is intended that the findings of the audits will lead to improvements to the effectiveness of risk management,
internal controls, legislative compliance and governance processes.

Internal Audit Program 2021/22-2023/24 — D20/248510
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AUDIT PLAN 2022/23 — 2024/25

Audit Item

Risk causes
identified

Risk rating
(inherent)

Audit Focus Area

Admin comment - March 2021

YEAR 1 - 2022/23

Beatty Park Infrastructure

Renewals Project - project control
oversight and management of

variances

Project management

Please provide

Review of governance,

has highlighted the
importance of
project control
oversight,

management of
variances and the

need for more rigor
in change requests.

expenditure and project
management processes.

Council resolution 14/12/2021

Tender contracts/contractors — risk
of failure to detect and prevent

Lack of
oversight/review of
expenditure on high
value maintenance
contractors/contracts

Medium risk —
reputation,

finance

Review and assessment of
items charged/invoiced to the
City by contractors where that
contractor was procured via a
tender process. To include one
or more of the City’s general
maintenance
contractor/contracts.

Identified by Council as an area of
risk, requires separate review

Fleet, assets and CCTV Lack of verification High risk — Review relevant strategies, Mot previously reviewed
management — risk of misuse of fleet | and controls property, policies and processes — Asset | independently.
and resources, including ICT assets reputation, Strategy and CCTV Policy Ageing assets pose significant risk
and buildings financial, safety to City.
High risks relating to ICT systems.
fraud and corruption (move to year 2)
Internal Audit Frogram 2021/22-2023/24 — D20/248510

Item 5.2- Attachment 1
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2024/25

2021/22 —-2023/24 2022/23 -

szenalaoss

financial
R I - ; Ondl Medi - Bow a : T 020
reguirements (move to year 3) TrIEEE e e

4 ;
con P Hance E.ESHI'_'E otrecord

Procurement and contract Poor procurement High risk — Review relevant policies, External audits and Audit
management — risk of failure to and contract property, frameworks and processes. Nov 2020 identified this as high-risk
detect and prevent occurrences of management reputation, Review training process. area. Significant improvements
fraud and cormuption and non- awareness. financial, Review separation of duties. made, need to test effectiveness.
compliance with good governance compliance Compliance testing —
and legislative requirements (moved contracts, quotes, journals,
from year 1) vanations of POs_
fo-public health-moved fo (year 2) drogseacs e SIS AR E T

safahy
w T o ity "ISEE' Inadequate 5! ecunty. | Hig HEk Review Ell'a ﬁqze;g .IE;IEII e”'t.EEI g_, 'g.ﬁaHd” = IgﬁIHS’.EEE;“S,'QE““ ed
gevernance and prevent fraud-and financial implementedioaddress these-

e MNeediotestthese
m ari - - - — - . - -

_Inluuna_tmn SEE. urity dcuss BoorlC .5.'5“:" = Mediy RSk “E'_'E'“ o atlen_ Secunly gg_ Apha =< testing .
PHOFGHOR 1055, COMPIORISE & d adinerabilily and feputalion, 1 Review privacy policy oH I_e '."3“9 SecuUnly
availabiity {moved from-year2) ack-ot controls) eﬁen 9_'31'59 Fequired:
HR policies and procedures. Qutdated policies Low risk — Review policies and Policies updated in 2018 and in
including payroll — nsk of failure to and processes reputation procedures and need of review.
maintain staff health and wellbeing, compliance, communication to staff.
and act in compliance with leqgislation financial

Internal Audit Program 2021/22-2023/24 — D20/248510
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ﬁ':...fﬂ‘ f_ﬁ CITY OF VINCENT

NTERNAL AUDIT PROGRAM 2021/22-2023/24 2022/23 - 2024/25 VY W
f : I ] ' : I. : " +
and-legislative requirements-(moved Review induction and training ;
to Year 2) rrstoral mplemestation
Review-CQ anelgntnagnstsns
— ad_eeed:eeEng oy, | S - T
L IEE ' II' ,EPIEIBIEI_QIH ra i 1 l gl jon, SE :F ; I ;5' : I I
&VeﬁH-eS—ie{-‘ ¥ T i 7 7 B
. HE, g-and-Gybercecurty : ﬁ“ praRce ORYIMOUS FEPOFING SYSte gzn;pa E ; EeE|'|ggzng
fiskotfailure to-detesta dale.e_nt eporing and preme tation- . .
PEEHITERces or rauaana oe plie 7 HRicatien-to-erganieatie e E.E“ ; '51555.55.“
and-RoR-compl all e "'“.' geod ||ee_t B E!' € zlsgezl eitTraining
(move to year 2)
YEAR 2 - 2022/23
- : — - cles. E : - : E_ _.
. 00K EIE‘ S 9 . : policies _ .

management —risk of failure-to prope L.b . fra rewerksa dp esess{as Nev ‘gggl Q _'d.e llli_ed this-as-high-risk
detect-and-pre E.“EE‘ Pheese anage E_E EEE‘“,:EI Vi HAIRG-Process. _ e ’is sant IEFFQ Sme =EL
aud = Ad-cor _HBEQ and-nen SWarERess . ”E"e‘_' eaparat ens duties
(move to year 1 variations of POs.
5 E|EEL A-eamphanee-with-legielatie ahels Re 'El.'Faﬁ ° .E'E_ELEEE’
(move to year 1)
Credit card use - risk of failure to Lack of oversight in High risk - Review relevant policies and High risk area, needs separate
detect and prevent occurrences of useflack of checks reputation processes review.
fraud and corruption compliance,
{move from year 1) financial

Item 5.2- Attachment 1

Page 27



AUDIT COMMITTEE MINUTES

7 SEPTEMBER 2022

NTERNAL AUDIT PROGRAM 2021/22 - 2023/24 2002/23 - 2024/2%
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Business continuity and
emergency planning — risk of lack of

Unclear roles and
responsibilities, lack

Medium risk —
reputation,

Review BCP and emergency
management plans, and

Not previously reviewed
independently.

scope

responsibilities

financial, project

and how it aligns with current
practices

service continuity in business of documented financial, people, | communication to staff. Need to test BCP which was
disruption or emergency (including processes safety, property Annual business continuity developed in March 2020 and

ICT response) scenario / workshop. reviewed in March 2021.

Project management - risk of failure | Unclear framework Medium risk — Review effectiveness and Not previously reviewed

to ensure projects are delivered within | and roles and reputation, adequacy of current framework | independently. Significant changes

implemented since 2019. Need to
review effectiveness and adequacy.

occurrences of fraud and corruption
and non-compliance with good
governance and legislative
requirements (moved from year 1)

communication to organisation

Audit Committee role and Unclear roles and Medium risk — Review Audit Committee Audit Committee not previously
functions— risk of failure to detect responsibilities and reputation, Terms of Reference and reviewed independently.
and prevent occurrences of fraud and | lack of knowledge financial, people, | current practices and Significant changes made in 2020 —
corruption and non-compliance with across organisation | compliance processes. need to review adequacy and
good governance and legislative Review OAG Better Practice effectiveness of current practices.
requirements Guide.

Review induction materials

and training for members.
Gifts and COI — risk of failure to Unclear gift High risk - Review Governance Stantons Audit Nov 2020
detect and prevent occurrences of provisions and lack reputation, Framework and COI recommended that legislative
fraud and corruption and non- of understanding by | compliance, requirements, including compliance form part of internal
compliance with good governance staff financial communication to all staff audit. Noted governance framework
and legislative requirements (moved Review induction and training | created, need to check
from year 1) material implementation

Review CO| and gift registers

and record keeping
Detection and reporting of fraud Unclear roles and High risk - Review Fraud Plan and Policy, | Stantons Audit Nov 2020 noted that
and corruption, PID disclosures, responsibilities and reputation, Governance Framewaork and anonymous reporting system had
whistleblowing and cyber security - | avenues for compliance, anonymous reporting system, been set up, needs to be tested.
risk of failure to detect and prevent reporting financial and implementation / OAG Performance Audit 2019 —

Fraud Prevention — Plan prepared to

meet requirements of Audit, Training
provided in April 2021

Internal Audit Program 2021/22-2023/24 — D20/2485710
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NTERNAL AUDIT PROGRAM 2021/22.-2023/24 2022/23 -2

safety

information loss, compromise and {vulnerability and reputation, Review privacy policy of information security
availability-(moved to year 1) lack-ef controls) compliance; reguired:

financial
Swimming pool inspection process | Documentation of IMedium risk — Random review of approval Mot previously reviewed
- risk of non-compliance with processes. reputation assessment process, including | independently.
legislative requirements and damage Clarity of compliance, online processes and
to public health (move from year 1) delegations. financial, public disclosure of COl.

good governance and legislative
requirements

YEAR 3 - 2023/24
Risk management - Lack of robust Unclear roles and Low risk — Review effectiveness and Stantons Audit Nov 2020 found that
(financial and non-financial) risk responsibilities and property, adequacy of Risk Management | RMF well documented. Senior staff
management knowledge across reputation, Policy and Procedure. received training on applying Risk
organisation. compliance, Review reporting of risks Management Policy and Procedure
Lack of ownership financial through Corporate Risk in December 2021,
by managers / Register. Need to assess adequacy and
directors. Review risk appetite and effectiveness of new RMF annually.
tolerance statements.
Documentation of processes —risk | Poor documentation | High risk - Review Corporate Process Corporate process management
of lack of continuity of services and of processes due to | property, Management Charter and charter and framework adopted and
inconsistency in decision making / time / training / reputation, documentation by teams. licence with ProMapp.
service delivery access compliance, Review use of Promapp — Documentation of processes
financial including consistency and occurring by some teams (available
controls. to all teams). Testing of adequacy
Review use of Content and effectiveness of documentation
Manager. required.
Legislative compliance and Council | Unclear processes, | Medium risk - Review processes — The City now has a compliance
processes - risk of failure to detect lack of checks reputation, compliance calendar, CAR, calendar and dedicated
and prevent occurrences of fraud and compliance, Council reporting, Governance | communication channel for
corruption and non-compliance with financial Framework legislative changes / requirements.

Stantons Audit Nov 2020
recommended that legislative
compliance form part of the internal
audit plan. CAR also assists with

legislative compliance (annual).

Internal Audit Program 2021/22-2023/24 — D20/2485710
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services in line with strategic priorities
and legislation

Records management - including Unclear processes Medium risk - Review use of document Stantons Audit Nov 2020

FOI process — risk of non-compliance | and roles and reputation, management system recommended that a review of the

with governance and legislative responsibilities compliance, Review FOI process useability of the Records

requirements (move from year 1) financial Management System occur.
Compliance testing of record
keeping required.

Electoral Roll — risk of failure to Lack of oversight / High risk - Undertake random checks of | Identified as risk area in City of

detect and prevent occurrences of random checks of reputation, electoral roll, identify patterns | Perth Inquiry. Random compliance

fraud and corruption and non- electoral roll compliance, testing will be conducted by Rates

compliance with good governance financial Team prior to 2021 election.

and legislative requirerments

ICT systems and security — risk of Inadequate security, | High risk - Review changes implemented | OAG audit on ICT systems identified

governance and prevent fraud and linancial implementedio-address these:

corruption—(moved to year 1) MNeadiotestthese.

Integrated planning and reporting Unclear roles and Medium risk — Review corporate calendar Not previously reviewed

framework (SCP, CBP, CWP, LTFP, | responsibilities reputation, and IPRF process for independently.

budget) - risk of failure to make compliance, compliance and best practice.

decisions and delivery projects ad financial

OFFICE USE ONLY

Approved by CEO

DATE: <APPROVAL DATE=, REF# <TRIM REF=

Reviewed /| Amended

DATE: <APPROVAL DATE=>, REF#: <TRIM REF>

Next Review Date

DATE: <REVIEW DATE>,
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Internal Audit I[mplementation Timetable - Revised

Year 1 - 2022

Task
Awarding of RFQ

Detail

Successful Contractor notified. Inception meeting.
City provides relevant information.

Estimated timeline

May-2022-Complete

Audit 1 - Bealty Park
Infrastruciure Renewals Project

Complete vear 1, audit 1 and report results ta City

September 2022 — Oclober 2022

Audit 4 2 - Tender
contracts/contractors

Complete year 1, audit 2 and report results to City

September 2022 — October 2022
(Align with Audit 4 - Procurement and contract management)

Audit 2 3- Fleet, assets and
CCTV management

Complete year 1, audit 3 and report results to City

June — Juby 2022
November 2022 — December 2022

Audit 3-Credit card use

Move to vear 2 to enable Promaster implementation (renumber
remaining audit items)

Audit 4 - Procurement and
contract management

Complete year 1, audit 4 and report results to City

Argust — September 2022
September 2022 — October 2022
(Align with Audit 2 - Tender contracts/contractors)

.‘Hdls. Swimming-poo Complete-year1-audit4-and-repert-resulis-to-Clty SE !epteu bes QE cleber 2022
Audit 1 —5

Audit 8-&7F 5 - ICT systems and
security & 6 - Information
security

Complete year 1, audit 5 & 6 and report results to
City

October — December 2022

Audit 7 - HR policies and
procedures, including payroll

Complete yvear 1, audit 7 and report results to City

October — December 2022 (moved from year 2)

Presentation

Present results to Audit Committee

January / February 2023

Extension of Contract

Subject to satisfactory completion of tasks 2 to 9
above, the Contract will be extended for a further 12
months

February 2023

Item 5.2- Attachment 2
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Year 2 — 2023
Task Detail Estimated timeline
procedures—ncluding payrolt
Year 2, audit 1 — Credit Card Complete vear 2, audit 1 and report results to City February — March 2023 (moved from year 1 audit 3)
Use
Year 2, audit 2 - Business Complete year 2, audit 2 and report results to City March — April 2023
continuity and emergency
planning
Year 2, audit 3 - Project Complete year 2, audit 3 and report results to City April = June 2023
management
Presentation Present results to Audit Committee June / July 2023
Year 2, audit 4 - Audit Complete year 2, audit 4 and report results to City July — August 2023

Committee role and functions
Year 2, audit 5 - Gifts and COl | Complete year 2, audit 5 and report results to City September — October 2023
Year 2, audit 6 - Detection and | Complete year 2, audit 6 and report results to City Nov — December 2023
reporting of fraud and
corruption, PID disclosures,
whistleblowing and cyber

security
Audit 5 - Swimming pool Complete year 2, audit 7 and report results to City
inspection process MNov = December 2023
Presentation Present results to Audit Committee December 2023
Extension of Contract Subject to satisfactory completion of tasks 11to 18 January 2024

above, the Contract will be extended for a further 12

months
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Year 3 — 2024
Task o E Estimated timeline
Year 3, audit 1 - Risk Complete year 3, audit 1 and report results to City February — April 2024
management
Year 3, audit 2 - Complete year 3, audit 2 and report results to City April — May 2024
Documentation of processes
Year 3, audit 3 - Legislative Complete year 3, audit 3 and report results to City May — June 2024
compliance and Council
processes
Presentation Present results to Audit Committee July 2024
Year 3, audit 4 - Records Complete year 3, audit 4 and report results to City July — August 2024
management

Year 3, audit 5 - Electoral Roll | Complete year 3, audit 5 and report results to City Sepheabes—Deipke J000
February — March 2024 (to avoid conflict Rates distribution and
collection process)

Year 3, audit 6 - Integrated Complete year 3, audit 6 and report results to City October — November 2024
planning and reporting
framework (SCP, CBP, CWP,
LTFP, budget)

Presentation Present results to Audit Committee December 2024
Project completion December 2024
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6 GENERAL BUSINESS

6.1 Contract Risks and Capacity — Capital Works Program - from 9 August 2022

Matter brought forward — refer page 4.

6.2 Apology

Mr Ross loppolo advised that he will be an apology for the next Audit Committee meeting on 1 November
2022.

6.3 External Audit

Mr Conley Manifis queried the timing for the planned external audit. The Exective Manager Financial
Services advised that the OAG are planning to be on site from 31 October to commence the Audit.

7 NEXT MEETING

1 November 2022

8 CLOSURE

There being no further business the meeting closed at 5.27pm.

These Minutes were confirmed at the 1 November 2022 meeting of the Audit Committee as a true record and
accurate of the Audit Committee meeting held on 7 September 2022

Signed: Mr Conley Manifis

Dated
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