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5.7 MONTHLY REVIEW OF THE CITY'S CORPORATE RISK REGISTER  

Attachments:  1. Corporate Risk Register - Confidential   
2. Risk Consequence Breakdown and Rating Justifications - Confidential   
3. Risk Appetite and Tolerance Statements   
4. Risk Rating Alignment to Appetite and Tolerance    

  

RECOMMENDATION: 

That the Audit , Risk and Improvement  Committee recommends to Council that it:  

1. RECEIVES the Cityôs Corporate Risk Register at Attachment 1. 

2. APPROVES the proposed updates to the risk management actions for the medium and high 
risks; and  

3. NOTES the alignment of Corporate Risks to risk appetite and tolerance ratings  

 

PURPOSE OF REPORT: 

To present the Cityôs updated Corporate Risk Register at Attachment 1 . 
 
The report seeks Audit, Risk and Improvement Committee endorsement of the proposed risk management 
actions for medium and high risks and notes the alignment of all Corporate Risks to Council endorsed Risk 
Appetite and Tolerance Statements at Attachment 3.  

BACKGROUND:  

The Cityôs Risk Management Policy was adopted by Council at its 16 June 2020 meeting. The Policy sets the 
tone for the Cityôs risk management approach and establishes the risk management responsibilities of 
Council, the Audit, Risk and Improvement Committee (Committee), employees, and contractors.   
 
The Cityôs Risk Management Procedure (Procedure) was approved by the Committee at its July 2021 
meeting. 
 
The Procedure supports the Policy by defining the systems and processes in place to facilitate good practice 
risk management and further defines the roles and responsibilities of the Committee and employees.  
 
The Cityôs Corporate Risk Register (Register) supports implementation of the Policy and comprises of risks 
rated as medium, high, and extreme. The register notes the proposed risk management actions for these 
risks and assessment of the forecast risk (post treatment) following the proposed risk management action.  
 
All changes to the Register are tracked and presented to the Committee on a quarterly basis, or more 
frequently if required. Changes to the register remain tracked until they are endorsed by Council.  

DETAILS:  

The Cityôs Committee is responsible for facilitating effective management of the Cityôs risks through regular 
review and challenge of the Register and reporting high and extreme risks to Council for approval of the 
proposed risk treatment. 
 
The Register consists of 25 risks listed across five risk categories. There are three high risks, 18 medium 
risks and 1 low risk. 
 
 
 
 
 
 

https://www.vincent.wa.gov.au/documents/1814/risk-management-policy
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Overall rating  

Risk Category  

Asset, 
sustainability & 

environment 
management  

Business 
service 

disruption  

Finance, 
Procurement 
& Contracts  

Governance, 
compliance, 

& fraud  

OH&S, 
employment 

practices  
Grand Total  

High 3 0 0 0 0 3 

Medium 6 3 2 6 1 18 

Low 0 0 1 2 1 4 

Grand Total  9 3 3 8 2 25 

 

 

The Corporate Risk Register was last reviewed by Council (through the Audit Committee) at the 12 

November 2025 meeting and last reviewed by EMC at its 19 February 2026 meeting. 

The following updates are provided. 

Asset, sustainability and environment management  
 
ID 4 - Inadequate asset management 
 
Asset management capability continues to mature through implementation of the Asset Management and 

Sustainability Strategy (AMSS), ongoing updates to Asset Management Plans across Buildings, Transport 

and Parks, and completion of RAMM implementation, now embedded as an existing control. 

While RAMM has strengthened asset management through improved data quality and renewal forecasting, it 

is primarily used for non-building assets and does not capture the full operational and compliance 

requirements of building asset management. 

To address this: 

¶ RMA 6 has been introduced to progress integration across asset systems and improve data 

completeness and decision-readiness. 

¶ RMA 7 introduces planned rework of asset risks following the Internal Asset Management Audit, 

including clearer articulation of asset ageing, unsafe assets and data-related risks. 

Revised impact ratings (Attachment 2) reflect updated consequence analysis identifying Reputation, Property 

and Financial impacts as the primary risk drivers, including potential safety, financial and reputational 

impacts associated with ageing, high-use assets despite existing inspection and maintenance controls. 

0

5

High Medium Low

Asset, sustainability and
environment management

Business service disruption

Finance, Procurement  &
Contracts

Governance, compliance and
fraud

OH&S, employment practices
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Residual risk remains due to asset ageing, competing renewal priorities and constrained long-term funding 

capacity. 

ID 7 ï Service delivery - 'Industry Education, Compliance and Enforcement' Health Services 

RMA 2 due date updated from March 2026 to June 2026 to reflect revised procurement timelines. 

Shared Context Risks ï PSHB (IDs 9ï12) 
Existing controls and RMAs have been reviewed to reflect the transition from a nationally coordinated 

eradication response to a local government-led management phase. 

Across these risks: 

¶ several RMAs have been completed and embedded as controls; 

¶ new RMAs have been introduced to reflect strengthened, operationally focused risk management; 

and 

¶ residual risk is expected to remain largely unchanged due to the evolving and ongoing nature of 

PSHB impacts. 

 

ID 9 ï Polyphagous Shot Hole Borer (PSHB) Management 

 
Key updates include: 
 

¶ removal of national emergency governance controls (CCEPP); 

¶ refinement of DPIRD collaboration to focus on capacity building (Train the Trainer); 

¶ embedding of operational controls such as trapping programs, grant funding, and chemical treatment 

trials; 

¶ reclassification of the Senior Arborist position as an existing control (recruited November 2025); 

¶ introduction of new RMAs to support additional resourcing, restoration works, grant-funded projects, 

and implementation of the Enhanced Environment Strategy (ESS). 

¶ Completion timelines extend through to June 2028, reflecting the long-term nature of PSHB 

management and restoration activities. 

 

ID 10 ï Increased Safety Hazards from Tree Limb Failures 
 
Updates reflect: 
 

¶ alignment with PSHB management changes; 

¶ embedding of arborist recruitment as an organisational control; 

¶ replacement of eradication-phase controls with proactive maintenance and inspection programs; 

¶ revised RMA sequencing and updated due dates to align with operational priorities. 
 
ID 11 ï Long-term Financial Impact 
 
Updates include: 
 

¶ inclusion of the 4-year Capital Works Program as a control; and 

¶ introduction of RMA 3 to investigate long-term cost implications of ongoing PSHB treatment works 
(due June 2026). 

 
ID 12 ï Reputational Damage 
 
Controls have been updated to remove references to national emergency governance. Advocacy and 
implementation-focused RMAs remain ongoing. 
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OH&S, employment practices  
 
ID13 ï Safety and security practices for staff  
 
All RMAs for Risk ID 13 were completed during 2024ï2025. The risk owner recommends that Risk ID 13 be 
removed, with the risk now captured under the broader WHS Compliance risk (Risk ID 19). 
 
The original risk focused on ñworking aloneò practices and is now addressed through embedded Workplace 
Health, Safety and Wellness controls and procedures. 
 
NEW ID19 ï Workplace Health, Safety and Wellness Compliance 
 
*New* ID 19 ï Workplace Health, Safety and Wellness Compliance 
 
This new risk captures broader WHS governance risks, including: 
 

¶ outdated or inconsistent policies and procedures; 

¶ limited WHS governance capacity; 

¶ inconsistent application across business areas; and 

¶ psychosocial and physical safety risks arising from community-facing work. 
 

The residual risk is assessed as Medium (Consequence: Moderate (3); Likelihood: Possible (3)). Controls 
are assessed as Adequate, with a post-treatment risk assessed as Low. 
 
Proposed RMAs include WHS plan reviews, audits, leadership training, and enhanced compliance 
monitoring between January and September 2026. 

Business service disruption  

ID 16 ï Business Continuity through Workforce Retention 
 
RMA 2 due date updated to 2 June 2026. 
 

Governance, compliance and fraud  

HRFR5 ï Fraudulent deception in recruitment and selection processes 
 
HRFR5 is proposed to be reclassified as Low and removed from the Corporate Risk Register on the basis 

that the residual risk is appropriately managed through embedded, organisation-wide recruitment controls 

and routine operational oversight within Human Resources. 

The proposed reduction reflects improved recognition and weighting of existing controls, rather than a 

change in the inherent nature of the risk. 

External qualification verification for roles with statutory requirements has been completed and embedded as 

a business-as-usual control. The City utilises Qualifications Check and CVCheck to independently verify 

qualifications and undertake background screening. 

In addition, several recruitment controls that have been consistently applied in practice were not previously 

explicitly captured within the Corporate Risk Register. These include mandatory National Police Clearances 

for identified high-risk positions (including ICT, Finance, Human Resources, Customer Relations, Ranger 

Services and management roles) and Working with Children Checks for relevant roles (including Library, 

Community Development, Beatty Park Swim School and Lifeguards). 

When these controls are appropriately factored into the risk assessment, they materially reduce the 

likelihood of fraudulent misrepresentation and limit the potential consequence through early detection, 

segregation of duties and auditability of recruitment decisions. 
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On this basis, the consequence rating has been reassessed from Moderate (3) to Minor (2). Service delivery, 

compliance and reputational impacts are now assessed as Minor, reflecting the strength and consistency of 

the embedded controls. 

While risk remains inherent to recruitment activity, the residual risk is assessed as Low and is more 

appropriately monitored through the Fraud and Corruption Register, supported by existing misconduct, 

disciplinary and assurance processes. 

Accordingly, it is recommended that HRFR5 be removed from the Corporate Risk Register and continue to 

be monitored through the Fraud and Corruption Register. 

MFR3 ï Sale of Council Land or Assets 

The original residual risk rating of 3 (Moderate consequence) and 2 (Unlikely likelihood) reflected the integrity 

risks associated with land transactions, including potential exposure to insider dealing, undervaluation, or 

conflicts of interest, consistent with sector-wide risks highlighted in the Office of the Auditor Generalôs (OAG) 

Fraud Risks in Land Transactions by Development WA report. 

Since that time, the City has undertaken a detailed evaluation of its land transaction processes, including 

consideration by the Audit & Risk Committee in November 2025 through the report Evaluation of the Cityôs 

Land Transaction Processes against OAG Recommendations (Ref: D25/109566). 

This review confirmed that the Cityôs land transaction processes are compliant with legislative requirements 

and aligned with the OAGôs recommendations, with strong controls embedded through: 

 

¶ Statutory requirements under sections 3.58 and 3.59 of the Local Government Act 1995; 

¶ Highly constrained delegations for land disposals, with most transactions requiring Council approval; 

¶ Mandatory independent market valuations and public transparency measures; 

¶ Clear segregation of duties between assessment, approval and payment processes; 

¶ Comprehensive recordkeeping, disclosure registers and conflict-of-interest management; 

¶ Decision-making by Council in open and minuted meetings, ensuring transparency and public 

accountability. 

 

No instances of fraud or corruption relating to land transactions have been identified at the City, and there is 

no evidence of such events occurring within the past 15 years. 

As a result, the likelihood of manipulation of the sale of Council land or assets has been reassessed from 2 

(Unlikely) to 1 (Rare), consistent with the Cityôs likelihood criteria. While the consequence rating remains 3 

(Moderate) due to the potential financial and reputational impact of such events, the overall residual and 

post-RMA risk rating has been reduced to Low. 

Given the strength and maturity of existing legislative and governance controls, it is considered that the 

proposed Risk Management Action to develop a comprehensive administrative procedure would largely 

duplicate existing requirements and would not materially reduce the risk. It is therefore recommended that 

this risk continue to be managed through existing controls, with reassessment triggered only by a material 

change to the legislative, delegation or control environment. 

*New* ID 20 Privacy and Responsible Information Sharing Act (PRIS) Compliance 

The Corporate Risk Register has been updated to include a new risk reflecting the Cityôs ongoing work to 

implement and comply with the Privacy and Responsible Information Sharing (PRIS) Act. 

Although existing privacy obligations apply to the City, PRIS introduces new information-sharing, governance 

and operational requirements, creating a distinct risk of inconsistent implementation and barriers to lawful 

information sharing. 
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This risk is not intended to duplicate cyber security or information security breach risks, which are managed 

separately under Risk ID 15 Cyber Security. As part of the Cyber Security risk, information breach response 

arrangements are addressed through the ICT Incident (including Cyber) Management Plan. 

By 1 July 2026, the City is required to review relevant legislation, contracts, and retention and disposal 

arrangements, publish PRIS tools (including collection notices), and establish internal PRIS procedures 

covering complaints, access and correction, information sharing and data holdings, information breach 

notification, and privacy impact assessments. Supporting activities include participation in the Community of 

Practice, staff training, and the implementation of monitoring and reporting arrangements. 

The consequence rating is assessed as Moderate (3). This reflects both the Compliance (Legal & Technical) 

and People (Safety) consequence categories being assessed as Moderate (3). The People (Safety) 

consequence of Moderate (3), reflects the potential for psychological harm to individuals arising from 

mishandling of personal information. A Compliance (Legal & technical) consequence rating of Moderate (3), 

reflects the potential for short term non-compliance with significant regulatory requirements imposed and/or 

significant internal audit findings.  

While knowingly providing false or misleading information to the Information Commissioner or Chief Data 

Officer constitutes an offence under section 215 of the PRIS Act, a Major (4) compliance consequence has 

not been applied. Engagement with regulators occurs through the CEO or senior staff as directed by the 

CEO, and training under the PRIS Action Plan will need to reinforce staff obligations regarding regulatory 

disclosures. The penalty is a fine of $6,000. 

The likelihood rating is assessed as Unlikely (2), reflecting the Cityôs established implementation program, 
including a dedicated internal working group, a structured PRIS Action Plan, and defined governance 
arrangements for oversight and escalation. Assurances available includes regular reporting and oversight by 
the Executive Management Committee and the Committee.  
 
Please refer to the Privacy and Responsible Information Sharing (PRIS) Action Plan for a detailed 
breakdown of the status of the Key Actions and reflect the RMAs.  
 
No further updates received.  
 
Changes endorsed by the Audit & Risk Committee will remain tracked until they are formally adopted by 
Council.  

RISK APPETITE AND TOLERANCE ALIGNMENT  

The Cityôs Risk Appetite and Tolerance Statements (Statements), were reviewed and updated by Council 
(through the Audit Committee) at its 12 December 2023 meeting.  
 
Alignment identifies that the City has 21 corporate risks with a residual rating outside of the adopted appetite 
and/or tolerance (A&T) and seven that remain outside of A&T when the forecast risk analysis is applied (post 
treatment). Alignment status has been included in the Corporate Risk Register Heat Map below and is 
summarised at Attachment  4. 

https://intranet.vincent.wa.gov.au/Profiles/intranet/Assets/ClientData/Document-Centre/Governance_and_Risk/PDF_of_D23_205561__Risk_Appetite_and_Tolerance_statements__including_descriptors_-_as_approved_by_Audit_Committee_7_December_202.pdf
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Comparing the Cityôs risk exposure to A&T allows the City to identify gaps between exposure and the 
adopted appetite and tolerance levels. 
 
Where the post risk rating is outside of the A&T, risk owners should consider the proposed risk management 
actions (RMAôs) and whether an alternative risk response strategy could be applied. 
 
Risk response strategies include: 
 
1. avoid the risk; 
2. transfer the risk; 
3. reduce the risk through alternative or additional mitigation actions; or 
4. accept the risk, monitor and prepare a contingency plan. 
 
Where risk acceptance is the only obtainable strategy, this should be selected in the post rating acceptance 
column and a contingency plan noted in available assurances. 

CONSULTATION/ADVERTISING:  

Nil.  

LEGAL/POLICY:  

The Cityôs risks are managed in accordance with the Policy Risk Management Policy.  
 
Regulation 17 of the Local Government (Audit) Regulations 1996 provides that the CEO is to: 
 

https://www.vincent.wa.gov.au/documents/1814/risk-management-policy
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ñreview the appropriateness and effectiveness of a local governmentôs systems and procedures in 
relation to ï  
(a)  risk management; and 
(b) internal control; and 
(c) legislative compliance 
é not less than once in every 4 financial years.ò   

RISK MANAGEMENT IMPLICATIONS:  

Low:  Regular monitoring and reporting on the Corporate Risk Register will enable the City to better 
manage its risk and make more informed decisions, which align with the Cityôs risk appetite and 
tolerance. 
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