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5.6 PRIVACY AND RESPONSIBLE INFORMATION SHARING (PRIS) ACTION PLAN AND 
PROSPOSED PRIVACY AND INFORMATION BEACH POLICY  

Attachments:  1. PRIS Action Plan - Confidential   
2. PRIS Action Log - Confidential   
3. Draft Privacy and Information Breach Policy    

  

RECOMMENDATION:  

That Audit and Risk Committee  NOTES: 

1. the Privacy and Responsible Information Sharing (PRIS) Action Plan, at Attachment 1 ;  

2. the ongoing implementation of the Cityôs PRIS actions as detailed in this report; and  

3. the draft Privacy and Information Breach Policy, at Attachment 3  

PURPOSE OF REPORT: 

To provide the Audit & Risk Committee with an update on the Cityôs progress in preparing for the Privacy and 
Responsible Information Sharing Act 2024 (PRIS Act), including implementation of the PRIS Readiness 
Action Plan and the development of a new Privacy and Information Breach Policy, currently open for 
community consultation.  
 
This report also provides assurance on the maturity of the Cityôs privacy governance arrangements, noting 
the Committee has not received a comprehensive update on PRIS readiness activities since August 2022.  

BACKGROUND:  

At its meeting in August 2022, the Committee noted Administrationôs proposed approach to reviewing the 
Cityôs Microsoft Word - 4.1.31 Privacy Management Privacy Management Policy and embedding privacy 
management practices into existing governance, risk and operational frameworks. 

At that time: 
 

¶ Western Australia did not have dedicated privacy legislation; 

¶ the Cityôs Privacy Management Policy (4.1.31) was based on the Commonwealth National Privacy 
Principles; and 

¶ privacy risk was primarily managed through discrete policy commitments and emerging practices, 
rather than a whole-of-organisation framework. 

Since that update, the legislative and regulatory environment has changed significantly. 

The PRIS Act received Royal Assent on 6 December 2024 and introduces a comprehensive privacy and 
information governance framework for Western Australian public authorities. While the Act will commence in 
stages, agencies are required to demonstrate readiness through governance, policy, capability and 
assurance mechanisms well in advance of full commencement. 

DETAILS:  

As of January 2026, Parts 1 to 5 and Part 7 of the PRIS Act have commenced. The remaining provisions are 
scheduled to commence in July 2026, with mandatory information breach reporting obligations commencing 
from January 2027. 
 
From 1 July 2026, the PRIS Act will: 
 

¶ establish clear principles and standards for how government agencies collect, use, store and share 
personal information; 

https://www.legislation.wa.gov.au/legislation/prod/filestore.nsf/FileURL/mrdoc_48019.pdf/$FILE/Privacy%20and%20Responsible%20Information%20Sharing%20Act%202024%20-%20%5B00-a0-01%5D.pdf?OpenElement
https://www.legislation.wa.gov.au/legislation/prod/filestore.nsf/FileURL/mrdoc_48019.pdf/$FILE/Privacy%20and%20Responsible%20Information%20Sharing%20Act%202024%20-%20%5B00-a0-01%5D.pdf?OpenElement
https://www.vincent.wa.gov.au/documents/569/4131-privacy-management
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¶ permit information sharing only where defined principles for risk, decision-making and transparency 
are met; and 

¶ require Aboriginal people to be involved when information sharing affects Aboriginal people and 
communities. 

 
Since the Committeeôs last update in 2022, the City has transitioned from a policy-review approach to a 
structured, maturity-based PRIS implementation program, aligned with State guidance and audit 
expectations. 

 
Governance and Oversight  

¶ Establishment of a PRIS working group to coordinate readiness activities across governance, ICT, 
records, procurement and service areas. 

¶ Executive oversight through the PRIS Champion (Executive Manager ICT), with governance 
assurance and escalation supported through the Corporate Strategy & Governance function. 

¶ Integration of PRIS readiness reporting into Executive Management Committee oversight and Audit & 
Risk Committee assurance processes. 

 
Frameworks and Registers  

¶ Development of an Information Asset Register, including assessment of: 
o business impact, 

o security risk, 

o personal and sensitive information, 

o health information, and 

o information classification. 

¶ Establishment of an Information Breach Register to record, assess and track all identified information 
breaches. 

 
Policy and Procedure Uplift  

¶ Council approval (February 2026) to advertise a new Privacy and Information Breach Policy, replacing 
the Cityôs 2010 Privacy Management Policy. 

¶ Removal of outdated references to the National Privacy Principles and alignment with the Information 
Privacy Principles under the PRIS Act. 

¶ Formalisation of information breach prevention, response and reporting requirements. 
 

Capability and Practice  

¶ Review of agency legislation impacting privacy and information handling. 

¶ Review of contracts and third-party arrangements where personal information is accessed or 
processed. 

¶ Participation in the State Government PRIS Community of Practice. 

¶ Integration of privacy considerations into complaints management and customer interaction 
processes. 

PRIS ACTION PLAN AND CONSOLIDATED ACTION LOG  

The PRIS Action Plan (Attachment 1) continues to guide the Cityôs readiness activities using the Stateôs 
Baseline PRIS Readiness Tool and maturity model. 

To support transparency and assurance, a Consolidated PRIS Action Log has been included at Attachment 
2.  

The action log provides a complete record of actions completed, in progress or scheduled, and demonstrates 
the breadth of work undertaken by the City across governance, policy, ICT, records, procurement and 
workforce capability. 

The action log also provides a clear audit trail for:  

¶ maturity assessments, 

¶ overdue actions and mitigation strategies, and 
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¶ alignment with the staged commencement of the PRIS Act. 

CURRENT MATURITY SNAPSHOT 

Maturity Levels  
Tasks 

Completed  
Tasks 

Overdue  
Total  

(1) Initial 24 0 24 

(2) Developing 17 1 18 

(3) Defined 11 3 14 

(4) Managed 0 0 0 

(5) Optimised 0 0 0 

Grand Total  52 4 56 

 
The remaining overdue items primarily relate to timing dependencies and staged legislative commencement 
rather than control gaps. 
 
PRIVACY AND INFORMATION BREACH POLICY ï ASSURANCE OVERVIEW 
 
The draft Privacy and Information Breach Policy at Attachment 2  was approved by Council for community 
consultation in early February 2026. The draft policy represents a significant uplift from the Cityôs existing 
2010 Privacy Management Policy. 
 
The Policy: 

¶ aligns with the PRIS Act and associated Information Privacy Principles; 

¶ replaces outdated Commonwealth legislative references; 

¶ establishes clear governance expectations for the handling of personal and sensitive information; 

¶ introduces a structured approach to information breach prevention, response and reporting; and 

¶ is supported by existing operational procedures, registers and ICT controls. 
 
The Policy has been intentionally drafted at a strategic level, with operational detail addressed through 
supporting procedures and systems to ensure flexibility as the remaining provisions of the PRIS Act 
commence. 
 
Monitoring and Effectiveness  
Effectiveness of the Policy will be monitored through: 

¶ PRIS Action Plan reporting; 

¶ information breach reporting and trend analysis; 

¶ internal audit and assurance activities; and 

¶ scheduled policy review in accordance with the Corporate Document Development Policy. 
 
As the draft Policy is currently subject to community consultation, feedback from the Audit & Risk Committee 
is welcomed and will be considered alongside community submissions prior to the Policy being finalised and 
presented to Council for adoption. 
 
ASSURANCE AND NEXT STEPS  
 
The PRIS Action Plan and consolidated action log provide assurance that the City has: 

¶ materially progressed its privacy governance maturity since 2022; 

¶ embedded privacy management into existing governance, risk and operational frameworks; and 

¶ established clear oversight, escalation and reporting arrangements ahead of full legislative 
commencement. 

 
Future reporting to the Audit & Risk Committee will continue to focus on: 

¶ progress against remaining readiness actions; 

¶ alignment with staged commencement of the PRIS Act; and 

¶ assurance over policy implementation and operational effectiveness. 
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