COUNCIL BRIEFING AGENDA 03 FEBRUARY 2026

8.2 APPROVAL TO ADVERTISE NEW PRIVACY AND INFORMATION BREACH POLICY -

STANDARD AMENDMENT
Attachments: 1. Privacy and Information Breach Policy - updated
2, 4.1.31 Privacy Management - current
RECOMMENDATION

That Council APPROVES the Privacy and Information Breach Policy, at Attachment 1, for the purpose
of community consultation, which is proposed to replace Policy 4.1.31 Privacy Management, at
Attachment 2.

PURPOSE OF REPORT:

For Council to approve, for the purpose of community consultation, the new Privacy and Information Breach
Policy as detailed at Attachment 1.

DELEGATION:

Section 2.7 of the Local Government Act 1995 sets out the Role of Council as being to ‘determine the local
government’s policies’. There is no delegation to Administration to make, review or repeal policies.

BACKGROUND:

The requirement of provisions outlined in clause 1.3 of the Corporate Document Development Policy were
presented to Council Members though the monthly Policy Paper in November 2025.

Western Australia has historically been the only jurisdiction in Australia without its own dedicated privacy
legislation. To address this gap, the State Government introduced the Privacy and Responsible Information
Sharing (PRIS) Bill in May 2024. The PRIS Bill was introduced into the Western Australian Legislative
Assembly on 16 May 2024. It received Royal Assent on 6 December 2024, becoming the Privacy and
Responsible Information Sharing Act 2024 (PRIS Act).

The PRIS Act aims to modernise and strengthen privacy protections for Western Australians by providing a
framework for the safe and secure sharing of information across government entities and with trusted
external parties.

PRIS commencement and rollout

As of 8 January 2026, only Parts 1 through 5 and 7 of the Act have commenced operation. The remaining
provisions are yet to come into force in July 2026.

From 1 July 2026, the PRIS Act will:

e Set clear principles and standards for how government agencies collect, use, store, and share
personal information.

o Allow agencies to share information only if they follow clear principles for risk, decision-making, and
transparency.

e Ensure Aboriginal people are involved when sharing information that affects their communities.

From 1 January 2027, government agencies will be required to report serious information breaches to the
Information Commissioner and to the people affected.
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PRIS Readiness Plan and the City’s obligations

In preparation for the legislation, the State Government has issued a PRIS Readiness Plan and a PRIS
Readiness Checklist for all agencies. These documents outline the minimum requirements agencies must
put in place by June 2026, including the development of:

e a Privacy Policy

e an Information Breach Policy

e an Information Breach Register
e collection notices

e internal procedures for access, correction, complaints and breach response

training programs and staff capability building

Additional information about the privacy framework established by the PRIS Act and the Information
Commissioner Act 2024 is available here, and the Information Privacy Principles (IPPs) are available here.

The City’s Privacy Management Policy (4.1.31) was adopted in November 2010 and has not been reviewed
since. The review was postponed pending the introduction of the PRIS Act.

At the time of adoption, the objectives of the policy were:

o to ensure that Personal Information is collected, accessed, used, stored, and disposed of in
accordance with the Privacy Act 1988 (Cwth) and Privacy Amendment Act 2004 (Cwth); and

e to provide guidelines for the City when dealing with information.

DETAILS:
Requirement for a documented City position (including community need or legislative requirement):

The review of Policy 4.1.31 — Privacy Management is proposed to ensure alignment with current and
emerging legislative obligations under the PRIS Act and the associated IPPs. The existing policy does not
adequately reflect the expanded scope of privacy and information governance required under the new
legislation and readiness guidance.

In accordance with the PRIS Readiness Plan, agencies are required to develop and publish an Information
Breach Policy and Privacy Policy ahead of 1 July 2026. The proposed consolidated Privacy and
Information Breach Policy therefore ensures the City meets its legislative readiness obligations and is
positioned for full compliance when the remaining provisions commence.

The new Policy will:

e Provide a clear framework for managing, recording and reporting information breaches;

o Define the scope of personal and sensitive information collected by the City and the circumstances
under which it may be disclosed;

o Clarify the distinction between primary and secondary uses of information;

o Outline how the IPPs apply to the City’s privacy and information governance practices; and

e Align the policy position with the City’s corporate values.
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Alignment with the PRIS Act and IPPs will position the City to:

o Ensure compliance with current legislative requirements;

e Provide clarity and consistency to the community regarding the City’s approach to privacy and
responsible information sharing;

¢ Meet obligations under the PRIS Readiness Action Plan, including the requirement to establish a
publicly available Information Breach Policy; and

e Strengthen the City’s capacity to respond effectively to complaints and incidents involving
information breaches.

Examples of current / best practice:

In 2024, the Office of Digital Government (DGov) issued Readiness Guidance 10 to support agencies in the
implementation of Action 8, the development and publication of a Privacy Policy. The guidance was
designed to assist agencies in creating and maintaining a publicly available Privacy Policy aligned with IPP 5
— Openness and Transparency.

Although DGov has not provided a standardised template for Privacy or Information Breach Policies, the
following examples of current practice have informed the development of the new Policy.

Notably, the Department of Education has published the following policies:

e Privacy and Responsible Information Sharing Policy
e Information Breach Policy

In addition, several local governments have implemented measures relating to privacy and information
breach management, including:

e City of Stirling — Information Handling and Breach Policy, adopted in 2024.
e City of Bayswater — Information Handling and Privacy Policy, adopted in May 2025.
e City of Cockburn — Privacy Management Policy, adopted in July 2025.
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CONSULTATION/ADVERTISING:

N
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engagement and the community
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g Shared Leadership
Who is : oA T and Action

responsible :
for leading the @ Shared responsibility
engagement? | and work in partnership

for agreed outcomes

Organisation Behaviour
Implementation Change

Organisation leads the Organisation leads the
engagement and the organisation engagement and the community
is responsible for the action is responsible for the action

Organisation Who is responsible for implementing decisions or actions? Community

Developed by Anne Pattilio, Amanda Newbery, and Michefie Feenan (2014) for IAP2 Australasia

Organisation Implementation

Organisations lead engagement and seek input, shape the policies, projects and services for which they are
responsible. This is a familiar and traditional approach to policy development, project management and
service delivery.

Tension: People feel forced leading to an unresponsive process.
Mitigation: Increasing the level of influence, and implementing a transparent, robust process.

Required under regulations/legislation
Communicate how community and stakeholder input has influenced the decision-making or implementation

In accordance with the City’s Corporate Document Development Policy draft policy documents are presented
to Council for approval and authorisation to commence community consultation.

All proposed changes, other than those covered by clause 5.8, will be advertised in accordance with, but not
limited to, the requirements of the City’s Community and Stakeholder Engagement Policy and guided by the
following amendment classifications;

o Complex Amendments - Broad public engagement will be required, aligned with the Community
and Stakeholder Engagement Policy, to ensure significant changes are thoroughly communicated
and reviewed.

e Standard Amendments - Will be advertised for a minimum of 21 days in accordance with the
Community and Stakeholder Engagement Policy. Consultation methods will be tailored based on the
potential impact of the amendments, with recommendations presented to Council for determination.
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The proposed Privacy and Information Breach Policy will be advertised for 21 days via:

e notice published on Imagine Vincent and the City’s website;

e inclusion in the City’s E-news publication; and

e the notice board at the City’s Administration and Library and Local History Centre.
Public notice of this proposed new policy will be provided from 17 February 2026.
LEGAL/POLICY:

Section 2.7(2)(b) of the Local Government Act 1995 provides Council with the power to determine policies.

The City’s Corporate Document Development Policy sets out the process for the development and review of
the City’s policy documents.

In accordance with clause 2.3 of the Corporate Document Development Policy:

The purpose of a policy is to provide a general rule or principle to guide Administration and the
community on the City’s decision making and advocacy;

The objective of the current Privacy Management Policy requires revision, as it references outdated
legislation, including the Privacy Act 1988 (Cwth) and the Privacy Amendment Act 2004 (Cwth), which have
since been amended through the Privacy and Other Legislation Amendment Act 2024.

The purpose of the proposed policy is to establish clear guidance on the City’s handling of personal and
sensitive information. It outlines the types of personal information the City collects, how that information is
used and stored, and the safeguards in place to prevent and respond to information breaches.

ENHANCED ENVIRONMENT ACCESSIBLE CITY CONNECTED COMMUNITY THRIVING PLACES SENSITIVE DESIN INNOVATIVE & ACCOUNTABLE

LBEAL EUUEHNM[NT AET The Local Government Act 1995 and associated requlations prescribe the function and powers of a

local government and requires the Council to determine the local government’s policies (section 2.7).
—————————————0 ]HHE AN" ASS"E'AT[" ——=0  Policies can be in the form of a strategy, policy, action plan or internal procedure, as set out in this
framework. A local government is also required to plan for the future, and have a Long Term Financial
H[EUI_A““NS Plan, Corporate Business Plan and Annual Bidget (together these form the IPRF)

s
- Other legislation further prescribes the role of local governments. Includes but is not limited to:

Building Act 2011, Bush Fires Act 1954, Cat Act 2011, Caravan Parks and Camping Grounds Act

HTHER I.[EISLA""N ANI] 1995, Dog Act 1976, Fines Penalties and infringement Notices Enforcement Act 1994, Food Act

LHEAI. LAWS 2008, Freedom of Information Act 1952, Graffit alism Act 2015, Planning and Development

Act 2005, Public Health Act 2015, Strata Titles Act 1965 and Tobacco Products Control Act 2005.

L Local Government may also make Local Laws which are adopted by Council.

STRAT[ EY A Strategy sets out how the City will deliver on the priorities of the Strategic Community Plan
2018 — 2028 to achieve the community’s vision. Time frame of 5 — 10 years. Adopted by Council
A Policy is the general rule or principle which is required to provide clear direction to Administration
Pn“EY on the day to day management of the city. Reviewed every four years and/or as a result of changing
legislation, strategic objectives or changing industry standards. Adopted by Council

List of actions required to deliver a strategy or implement high level and/or externally focussed

AE""N PLANS policy position. The IPRF sets out plans that are required by legislation - including a Workforce Plan
and Asset Management Plan. Reviewed in conjunction with changing legislation, strategic objectives
J or policy position. Adopted by Council

A series of actions conducted in a certain order to facilitate the operational aspects of policy statements

|NT[HNAL FR“E["U H[s — o  orstrategies. Internal procedures explain the steps and the considerations to be followed by

Administration. Determined by Administration to ensure they remain relevant, effective and pragmatic.

CULTURE & VISION ROLES & RELATIONSHIPS DECISION MAKING & MAAGEMENT ACCOUNTABILITY COMMITMENT TO SUSTAINABILITY
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RISK MANAGEMENT IMPLICATIONS

Low: Adopting the proposed policy is low risk as the proposed changes are required to ensure
compliance with the Privacy and Responsible Information Sharing Act 2024. This review aligns
with Council’s adopted Appetite and Tolerance Statements.

STRATEGIC IMPLICATIONS:

This is in keeping with the City’s Strategic Community Plan 2022-2032:

Connected and Healthy Community

We recognise, engage and partner with the Whadjuk Noongar people and culture.

Innovative and Accountable

We engage with our community so they are involved in what we are doing and how we are meeting our
goals.

SUSTAINABILITY IMPLICATIONS:

This does not contribute to any environmental sustainability outcomes.

PUBLIC HEALTH IMPLICATIONS:

This does not contribute to any public health outcomes in the City’s Public Health Plan 2020-2025.
FINANCIAL/BUDGET IMPLICATIONS:

Nil.
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PRIVACY AND INFORMATION >
BREACH POLICY

Privacy and Responsible Information Sharing Act 2024
Privacy and Other Legisiation Amendment Act 2024
Legislation / local law Stafe Records Act 2000

requirements Freedom of Information Act 1992

Public Interest Disclosure Act 2003

[ ocal Government Act 1995

Relevant delegations Nil.

Freedom of Information Requests Paolicy (CM D22/129721)

ICT Incident {including Cyber) Management Plan (CM D24/66658)
ICT Information Classification Procedure (CM D23/105358)
Information Security Management System (ISMS) (CM D24/66668)
Record Keeping Plan (CM D16/94546)

Records Management Services Policy and Procedure Manual (CM
D21/190477)

Related policies, procedures
and supporting documentation

PURPOSE

The City of Vincent (City) views privacy compliance as an integral part of its commitment to accountability
and integrity. The City values the privacy of its customers and stakeholders and is committed to upholding
the highest standards of information privacy in alignment with the Privacy and Responsible Information
Sharing Act 2024 (PRIS Act).

The purpose of this Policy is to provide clear and consistent guidelines to support the City in handling
personal information responsibly, lawfully, and transparently. The Policy will ensure the City takes
reasonable steps to protect the information it handles from misuse and loss and from unauthorised access,
modification, or disclosure.

OBJECTIVE

This policy details the types of personal infoermation the City collects, what it's used for and how it’s stored,
and the measures in place to prevent and respond to information breaches.

SCOPE

This policy applies to all City employees, Council Members, and individuals engaged to perform work on
behalf of the City, including:

contractors and consultants,

temporary labour and service providers,
volunteers, and

third-party providers.

The City requires all contracted service providers to comply with this policy.

Page | Tof 7 CM D25/85419
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B
- CITY OF VINCER

PRIVACY AND INFORMATION
BREACH POLICY

DEFINITIONS

Contracted Service Provider refers to a party to a services contract who provides services to or on behalf
of an outsourcing entity under the contract, or a person who is a direct or indirect subcontractor of the party
for the purposes of the services contract.

Council Member: a person who is currently serving a term of office as an elected member of the Council in
accordance with the Local Government Act 1995.

De-identified information means personal data that has been modified or processed in such a way that
the identity of an individual is no longer apparent and cannot reasonably be determined from the
information.

Information Breach means unauthorised access to information, or unauthorised disclosure of information,
or loss of information.

Information Sharing Agreement refers to the agreement or mechanism between entities to share
information under the PRIS Act.

Personal Information means personal information as defined in section 4 of the PRIS Act.

Sensitive Personal Information means sensitive personal information as defined in section 4 of the PRIS
Act.

POLICY POSITION

The City takes reascnable steps to protect personal information by preventing misuse, loss, unauthorised
access, re-identification, modification, or unauthorised disclosure.,

POLICY

1. Collection

The City collects personal information only when necessary to fulfil its functions, meet statutory obligations,
deliver services, and support day-to-day operations.

This includes, but is not limited to, the following:

+« Email, written, online and in person requests, applications, submissions, complaints, feedback and
general enquiries related to the delivery of City services.

» Employment details during recruitment, onboarding and throughout employment.

« Video or audio call recordings for monitoring responses, training and quality assurance.

« Data from third-party platforms and cloud services supporting City operations.

» CCTV footage for safety, security, and operational purposes in public spaces.

« Location data and device identifiers, from City-approved websites and mobile apps.

»  Community surveys, including details voluntarily provided for planning and policy development.

+ \Website analytics and cookies, including on the City's digital platforms to personalise content and
improve user experience.

Page | 2of 7 CM D25/85419
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» Procurement details, including the collection of information from suppliers and contractors through
the City’'s procurement systems.
* [nter-agency collaboration details, to support the delivery of joint initiatives.

OF VINCEM

1.1 Conditions of Collection

The City will only collect personal information when:

= itis necessary for the City's core functions (primary purpose),

+ it relates to other City functions that the individual would reasonably expect (secondary purpose),
» itis authorised by law,

s the individual has provided consent, or

» itis required for research conducted in the public interest.

1.2 Use and Disclosure

The City uses personal information for the purpose for which it was collected. The City may also use
information for another purpose when:

» the person would reasonably expect this use (secondary purpose),

» the person has given consent,

» the law requires or permits it,

» itis needed to prevent serious harm or protect safety,

« itis needed to investigate unlawful activity,

+ itis needed to develop, maintain or improve our services, technology or customer experience, or

« itis needed for research in the public interest, where people cannot be identified and it is not
practical to get consent.

The City will not disclose personal information to third parties without the individual's consent, unless:

» the person would reasonably expect the disclosure because it is related (or, if sensitive, directly
related) to the reason the information was originally collected, or

» the disclosure is with an organisation or government agency that funds or arranges services for the
individual, or

+ it is required or permitted by law,

» itis necessary to address an imminent and serious risk to an individual's life, health, or safety, or

# itis in accordance with a formalised Information Sharing Agreement.

To support its operations and service delivery, the City may share personal information with contracted
service providers or other government entities, for the purpose of:

» conducting community consultation or research,

« delivering goods, infrastructure, or services, or

« collaborating with other government entities, including local, state, or federal agencies, where
required to deliver services or where an Information Sharing Agreement is in place.

Page | 3of 7 CM D25/85419
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When sharing or accessing data with third parties, the City must comply with the conditions in any
agreements, licences, or memoranda of understanding. These agreements govern how State and Federal
agencies, including WA Police, use and access specific data resources.

Where a contracted service provider stores personal information, the City requires that party to comply with
this policy.

2. Information Quality

The City cannot guarantee that the personal information it holds is accurate, for reasons including errors,
omissions, and information becoming outdated over time.

However, the City will take all reasonable steps, as appropriate in the circumstances, to ensure accuracy
and completeness of personal information upon collection or before it is shared.

3.  Information Security
Personal information is stored in on-premises and cloud-based systems.

Where cloud services are used, they are hosted in Australia and must comply with Australian privacy laws
and contracted information security requirements.

Controls will be implemented to protect the information the City holds, including:

* multi-factor authentication;

» access controls;

« endpoint detection and response (EDR);

= encryption of data at rest and in transit;

« regular security patching and vulnerability management,

* amanaged Security Information and Event Management (SIEM) service; and
» ongoing cybersecurity awareness training for staff.

The City will ensure that personal information is not kept any longer than necessary or destroyed or de-
identified in line with accepted document disposal schedules and the City’s Recordkeeping Plan.

4. Access and Correction

Individuals have the right to request access to their personal information held by the City and to seek
correction if the information is inaccurate, incomplete, or out of date.

All requests will be managed in accordance with the City of Vincent Customer Service Charter.
Reqguests to access or correct personal information held by the City must be submitted in writing to:

Chief Executive Officer
City of Vincent

PO Box 82

Leederville WA 6902

Or via email to: mail@vincent.wa.gov.au

Page | 4 of 7 CM D25/85419
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Where access to personal information is sought, individuals may be required to submit a formal Freedom of
Information (FOI) request. Where access is refused, the City will provide written reasons and inform the
individual of their right to seek review.

5. Unique Identifiers

Unigue identifiers (such as driver's licence numbers) will only be collected if it is:

+ necessary to carry out the City's official functions, or
* required by law.

When unique identifiers are collected, the City ensures they are handled securely and used only for their
intended purpose.

6. Anonymity

Where it is lawful and practical, the City of Vincent will give individuals the option to remain anonymous or
use a pseudonym when interacting with the City.

This may apply to general enquiries, feedback, or participation in surveys where personal identification is
not required.

In some cases, providing personal information may be necessary to deliver services or respond to specific
requests.

7.  Automated Decision Making

The City may use automated decision-making to support minor decisions involving persenal information to
streamline services and enhance the customer experience, such as during the review of application
assessments or routing of customer queries and requests.

Automated decision-making does not replace human decision-making for significant or high-risk decisions.
8. Disposal & De-identification

The City will securely and permanently destroy or de-identify personal information when it is no longer
needed by law.

Disposal is conducted in a manner that ensures complete destruction of personal information, making
itirretrievable.

8.1 Protection of de-identified information

The City will document all de-identification processes and ensure that de-identified data is handled
securely.

Digital records are de-identified appropriately before disposal, such as when decommissioning devices or
systems.

Page | Sof 7 CM D25/85419
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8.2 Retention of Documents

Copies of proof-of-identity documents will not be retained unless required. Instead, a record of sighting will
be created.

Unsolicited copies will be destroyed immediately.
9. Information Breaches

The City will conduct regular security assessments to detect and prevent data misuse or loss. If an
information breach occurs, the City will investigate the extent of the incident and ensure appropriate
containment and mitigation measures are applied.

9.1 Employee Responsibilities

The City requires all employees to immediately report any actual or suspected privacy breach, cyber
incident, unauthorised access, disclosure, or loss of personal information to the Privacy Officer.

9.2 Mandatory Reporting

The City will comply with mandatory information breach reporting requirements when they commence
under the PRIS Act. Where applicable, the City will notify the WA Information Commissioner and relevant
law enforcement agencies.

9.3 Information Breach Prevention
The City will take proactive steps to reduce the risk of information breaches, including:

Ongoing monitoring of systems,

Regular security assessments,

Maintaining effective information security controls, and
Providing regular privacy and security training for staff.

9.4 Information Breach Response Process

If a breach occurs, the City will follow its Information Breach Response Plan by:

Containing the breach,

assessing the impact,

notifying affected parties (if required), and
preventing future occurrences.

The Privacy Officer is responsible for determining whether notification is required and identifying who needs
to be notified.

Page | 6of 7 CM D25/85419
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All information breaches will be recorded in the City's Information Breach Register. Information recorded
includes:

= The type of breach (e.g. unauthorised access, disclosure, or loss),

» Whether personal information was affected,

» Assessment outcomes (if the breach meets the notifiable definition),

» Details of who was notified and when (e.g. affected individuals or the Information Commissioner),
# Actions taken to reduce harm and prevent recurrence, and

= The estimated impact or cost of the breach.

9.5 Complaints

Complaints of alleged interferences with personal information may be made to the City. This may include
unauthorised access, loss or disclosure of personal or sensitive personal information.

All complaints will be managed in accordance with the City of Vincent Customer Service Charter.
Complaints must be submitted in writing to:

Chief Executive Officer
City of Vincent

PO Box 82

Leederville WA 6902

Or via email to: mail@vincent.wa.gov.au
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POLICY NO: 4.1.31
PRIVACY MANAGEMENT
OBJECTIVES
The objectives of this Policy are:

» to ensure that Personal Information is collected, accessed, used, stored, and
disposed of in accordance with the Privacy Act 1988 (Cwth) and Privacy
Amendment Act 2004 (Cwth); and

= to provide guidelines for the City when dealing with information.

POLICY STATEMENT

The City of Vincent respects every individual's right to privacy, dignity and
confidentiality.

In order to comply with the requirements of the Acts and Regulations governing the
action of local government, the City of Vincent will provide appropriate information to
the public, in accordance with this Policy, the Local Government Act 1995 and other
relevant legislation.

PRIVACY ACT 1988

“Personal Information” means information or an opinion (including information or an
opinion forming part of a database), whether true or not, and whether recorded in a
material form or not, about an individual whose identity is apparent, or can
reasonably be ascertained, from the information or opinion.

“Sensitive Information” means:
(a) information or an opinion about an individual’s;

(i) racial or ethic origin; or

(i) political opinions; or

(iii) membership of a political association; or
(iv)  religious beliefs or affiliations; or

(v) philosophical beliefs; or

(vi) membership of a trade union; or

(vii)  sexual preference or practices; or

(viii)  criminal record,;

that is also Personal Information; or
(b) health information about an individual.
PRIVACY PRINCIPLES

As at November 2010, Western Australia does not have specific privacy legislation
which applies to local government. However, wherever possible, the City of Vincent
will endeavour to comply with Commanwealth legislation.

In relation to the Privacy Act 1988 (Cwth) and Privacy Amendment Act 2004 (Cwth),
the City of Vincent will endeavour to always comply with the National Privacy
Principles, as follows:
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1. NATIONAL PRIVACY PRINCIPLE 1 — COLLECTION
1.1 The City of Vincent will not collect Personal Information unless:

(i) information is collected for a lawful purpose that is directly related to a
function or activity of City of Vincent, and

(i) the collection of the information is reasonably necessary for the
purpose.

The City of Vincent will not collect Personal Information by any unlawful

means.

1.2 When collecting Personal Information, the City of Vincent will collect
information only from the individual to whom the information relates
unless:

(i) the individual has authorised collection from somecne else; or
(i) the information has been provided by a parent or guardian of a person
under the age of 16 years.

1.3  When the City of Vincent collects Personal Information about an
individual, that person will be notified of:

(i) the fact that the infarmation is being collected,;

(i) the purposes for which the information is collected;

(iii) the intended recipients of the information;

(iv)  whether the supply of information is required by law or is voluntary,
and any consequences for the individual if the information (or any part
of it) is not provided;

(v) the name of the organisation that will collect the information and the
address where the information will be stored.

2 NATIONAL PRIVACY PRINCIPLE 2 — USE AND DISCLOSURE

21 The City of Vincent will not use Personal Information for a purpose other
than for which it was collected unless:

(i) the individual to whom the information relates has consented to use
the information for that other purpose; or

(ii) the other purpose for which the information is used is directly related
to the purpose for which it was collected; or

(iii) the use of the information or that other purpose is necessary to
prevent or lessen a serious and imminent threat to the life or health of
the individual to whom that information relates or of another person.

2,2  Situations where the City of Vincent may use or disclose information
without an individual’s consent include where it:

(i) reasonably believes that use or disclosure is necessary to reduce or
prevent a threat to a person’'s life, health or safety or a serious threat
to public health or safety;

(ii) is investigating or reporting on suspected unlawful activity;

(i)  reasonably believes that the use is necessary for law enforcement,
public revenue protection, prevention and remedying of serious
improper conduct, or conduct of court or tribunal proceedings, either
by or on behalf of an enforcement body.

Note: If the City uses or discloses information without consent, the City's Officer will
make a written note of such disclosure.
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2.3  The City of Vincent will take reasonable care not to disclose Personal
Information unless:

(i) the disclosure is directly related to the purpose for which it was
collected and there is not reason to believe the individual concerned
would object; or

(i) the individual has been made aware that this kind of information is
usually released; or

(iii) disclosure is necessary to prevent or lessen a serious or imminent
threat to the life of the individual concerned or another person.

2.4  The City of Vincent will take reasonable care not to disclose Personal
Information that:

(i) relates to an individual’s ethnic or race origin, political opinions,
religion or philosophical beliefs, trade union membership, health or
sexual activities unless the disclosure is necessary to prevent a
serious or imminent threat to the life or health of the individual
concerned or another person;

(i) relates to any enquiry from anyone outside the State of Western
Australia unless a relevant privacy law applies to Personal Information
in force in that jurisdiction.

PUBLIC REGISTERS

The City will not disclose Personal Information kept in a Public Register unless the
information is to be used for a purpose relating to the purpose of the Register, or an
Act under which the Register is kept.

The City requires that any person who applies for information from a Public Register
completes a statutory declaration describing the intended use of any information
obtained from the public register.

3. NATIONAL PRIVACY PRINCIPLE 3 - DATA QUALITY
3.1 The City of Vincent will take reasonable steps to ensure that:

(i information collected is relevant to a purpose, is not excessive, and is
accurate, up-to-date and complete and the collection of the information
does not intrude to an unreasonable extent on the personal affairs of
the individual to whom the information relates.

4, NATIONAL PRIVACY PRINCIPLE 4 — DATA SECURITY

4.1 With regards to the retention and security of Personal Information, the
City of Vincent will ensure:

(i) that information is used for a lawful purpose and is kept for no longer
than is necessary;

(i) that the information will be disposed of securely;

(i)  that the information is protected against loss, unauthorised access,
use, modification or disclosure and against all other misuse (as are
reasonable in the circumstances);

(iv) if it is necessary to release the information to a person in connection
with the provision of a service to the City of Vincent, everything
reasonable is done to prevent unauthorised use or disclosure of the
information by the service provider; and

(v) all Personal Information will be stored securely.

4,2  The culling and destruction of records is carried by the City’s Senior Records
Officer in accordance with the Sfate Records Act 2000, City of Vincent Record
Keeping Plan and General Disposal Authority for the Local Government
Records.
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5.

NATIONAL PRIVACY PRINCIPLE 5 - OPENNESS

The City of Vincent will be open and accountable about how it manages Personal
Information.

6.

NATIONAL PRIVACY PRINCIPLE 6 — ACCESSING AND CORRECTING
PERSONAL INFORMATION

Access may be requested by an individual to correct the information if they believe
that it is incorrect, incomplete or out of date.

Usually, when asked, the City will give an individual access to their Personal
Information, unless there is a reason why the City cannot do so.

6.1

6.2

6.3

6.4

If the City of Vincent holds Personal Information about any individual it
must take the necessary steps to enable any person to ascertain:

(i) whether the City of Vincent holds Personal Information; and
(i) whether the City of Vincent holds Personal Information relating to that
person; and

(iii} if the City of Vincent holds Personal Information relating to that person:
(a) the nature of that information; and
(b) the main purposes that the information is being used; and
(c) that person’s entitliement to gain access to that information.

Any person will be able to ascertain whether the City of Vincent holds
their Personal Information by submitting a written request.

Any person who is not satisfied with the accuracy or acceptable use of
their Personal Information kept by the City of Vincent may request
amendments be made to that information by writing to the Chief
Executive Officer

(i) Personal Information must be used for the purpose that it was
collected, and used for any purpose that is directly related to the
purpose. It must be relevant, up-to-date, complete and not
misleading.

(i) it will require appropriate supporting documentation, for example; a
marriage certificate or statutory declaration.

(iiy  The City of Vincent has an obligation to take steps to amend Personal
Information where necessary. If the City of Vincent decides that it will
not amend the information, it must add the additional information, so it
can be read with the existing information and the individual notified.
The individual to whom the information relates is entitled to have the
recipients notified of the amendments made by the City of Vincent.

The City of Vincent will take reasonable steps to ensure the accuracy of
Personal Information prior to use, having regard to the purpose it was
collected, its proposed use, its relevance, accuracy, whether it is up-to-
date, complete and not misleading.

REVIEW OF CERTAIN CONDUCT (INTERNAL REVIEW PROCESS)

Where a person who has requested information is aggrieved by the
conduct of the City of Vincent, as for example, in the following
circumstances:

(i) contravention of a privacy principle that applies to the City of Vincent;

(i) contravention of a Code of Practice that applies to the City of Vincent;
and

(iii) disclosure of Personal Information kept on a public register.
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the person (Applicant) is entitled to apply for an Internal Review.
The application for a review must be in writing and addressed to:

Chief Executive Officer
City of Vincent

244 Vincent Street
Leederville WA 6007

The application must be submitted no later than 6 months from the time the Applicant
first becomes aware of the conduct {the subject of the application).

7.2 The application will be dealt with by the Chief Executive Officer who will
consider any relevant material submitted by the applicant.

The review will be completed as soon as reasonably practicable and within

60 days from receipt of the application for review. Following completion of the

review, the City of Vincent may do one or more of the following:

(a) take no further action on the matter;

(b) make a formal apology to the applicant;

(c) take appropriate remedial action;

(d) provide undertakings that the conduct will not occur again;

(e) implement administrative measures to ensure that the conduct will not
occur again; or

(f) any combination of the above.,

7.3  As soon as practicable within 14 days of the completion of the review,
the City of Vincent will notify the applicant in writing of:

(i) the findings and the reasons for those findings;
(i) any proposed action to be taken; and
(iii) the right of the applicant to have those findings.

7.4 Refusing a Request

(i) The City may deny a request for access if the Chief Executive Officer
reasonably believes:

(a) it would pose a serious or imminent threat to the life or health
of any person;

(b) the privacy of others would be unreasonably affected;

(c) the request is frivolous or vexatious;

(d) the information relates to existing legal proceedings with the
person who is the subject of the information and would not be
accessible through discovery;

(e) providing access would prejudice negotiations with the person
who is the subject of the information by revealing the City's
intentions regarding those negotiations;

(f) providing access would be unlawful or denying access is
required or authorised by law;

(g) providing access would be likely to prejudice an investigation of
unlawful activity or law enforcement, public revenue protection,
prevention and remedying of seriously improper conduct, or
preparation or conduct of court or tribunal proceedings, either
by or on behalf of an enforcement body; or

(h) an enforcement body performing a lawful security function
requests denial of access to protect national security.

(i)  If the City refuses access, it will usually explain why.
Access may be by providing the individual with a copy of the information
or by review of the information with the management at the City.
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8. NATIONAL PRIVACY PRINCIPLE 7 — IDENTIFYERS

The City will generally not adopt Commonwealth Government identifiers, such
as Tax File Number or Medicare Numbers for use as its own identifiers. If the
City is required to collect a government identifier in providing services to
individuals, it will not use this number to identify the individual.

9. NATIONAL PRIVACY PRINCIPLE 8 — ANONYMITY

Where requested and reasonably possible, the City will give individuals the
option of dealing with the City anonymously.

10. NATIONAL PRIVACY PRINCIPLE 9 - TRANSBORDER DATA FLOW

This principle mainly relates to the transfer of information overseas and is not
applicable to the activities of the City. However, the City will not disclose
information, unless required by law.

11.  NATIONAL PRIVACY PRINCIPLE 10 — SENSITIVE INFORMATION

The City will not collect ‘Sensitive Information’ about an individual, except

where:

(a) the collection is required by law or to establish, exercise or defend a
legal or equitable claim; or

(b) it is necessary to prevent or lessen a serious or imminent threat to the
life or health of the person who is the subject of the information; or
(c) it is legally required to assist in providing a wider range of services to

the community.
12. CODE OF CONDUCT

Part 7 of the Council's Code of Conduct outlines Council Member and
Employee obligations in relation to “Access to Information”.

Date Adopted: November 2010
Date Amended: -
Date Reviewed: -
Date of Next Review: November 2015
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