ORDINARY COUNCIL MEETING AGENDA 21 APRIL 2026

12.2 OUTCOME OF ADVERTISING AND ADOPTION OF NEW PRIVACY AND INFORMATION
BREACH POLICY - STANDARD AMENDMENT

Attachments: 1. Privacy and Information Breach Policy (updated) - clean
2. Privacy and Information Breach Policy (updated) - marked up
3. Policy No. 4.1.31 - Privacy Management (current)

RECOMMENDATION:

That Council ADOPTS the Privacy and Information Breach Policy  at Attachment 1, which is proposed
to replace Policy No. 4.1.317 Privacy Management, at Attachment 3.

PURPOSE OF REPORT:

To present the outcome of community consultation and seek approval of the proposed Privacy and
Information Breach Policy at Attachment 1 .

DELEGATION:
Section 2.7 of the Local Government Act 1995s et s ou't the Role of Council as b
government 6s policiesd. There is no delegation to Admi
BACKGROUND:

At its 10 February 2026 Meeting, Council approved conducting community consultation of its intention to
adopt the new Privacy and Information Breach Policy (Policy).

I n accor danc e Cammunity ahdiSeakeldidér Enyagement Policy, community consultation was
undertaken between 17 February and 11 March 2026, which is in excess of the 21 days required.

The Policy was advertised on the City of Vincent website, social media and through the following public
notices:

I  The consultation webpage was published on the Imagine Vincent website from 17 February to

11 March 2026 7 with 21 unique visitors and a total of 31 views.

News | tem on t hoal7CGebtugrnd2626 ivwith $0ivieves.

Public Noticee x hi bi ted on the notice board at the Cityds Ad
Centre.

f
f

No public submissions were received.

During the consultation period, the proposed Policy was presented to the Audit, Risk and Improvement
Committee (ARIC) at its 25 February 2026 meeting.

The ARIC requested that Administration determine the relevant provisions of the Privacy and Responsible
Information Sharing Act 2024 (PRIS Act) relating to Privacy Impact Assessments (PIAs) and incorporate any
identified requirements into the Citybés policies, proc

In response, Administration reviewed the PRIS Act and noted that, while not yet in force, the legislation is set
to include provisions requiring entities to undertake PIAs. Section 79 of the Privacy and Responsible
Information Sharing (PRIS) Bill sets out requirements for PIAs to be undertaken in relation to activities
assessed as having a high privacy impact, or which involve the handling of personal information in a manner
likely to significantly affect the privacy of individuals.

These provisions are scheduled to come into force from
Administration also reviewed readiness guidance issued by the Office of Digital Government (DGov), which

supports the use of PIAs as a risk-based mechanism to identify and manage privacy impacts associated with

higher-risk activities in preparation for July 2026.
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https://www.vincent.wa.gov.au/documents/576/community-and-stakeholder-engagement-policy
https://www.legislation.wa.gov.au/legislation/prod/filestore.nsf/FileURL/mrdoc_48019.pdf/$FILE/Privacy%20and%20Responsible%20Information%20Sharing%20Act%202024%20-%20%5B00-a0-01%5D.pdf?OpenElement
https://www.legislation.wa.gov.au/legislation/prod/filestore.nsf/FileURL/mrdoc_48019.pdf/$FILE/Privacy%20and%20Responsible%20Information%20Sharing%20Act%202024%20-%20%5B00-a0-01%5D.pdf?OpenElement
https://www.parliament.wa.gov.au/parliament/bills.nsf/BillProgressPopup?openForm&ParentUNID=3329DA2DC25F557148258B1E003267FF
https://www.parliament.wa.gov.au/parliament/bills.nsf/BillProgressPopup?openForm&ParentUNID=3329DA2DC25F557148258B1E003267FF

ORDINARY COUNCIL MEETING AGENDA 21 APRIL 2026

The proposed amendments to the Policy, markedup at At t a ¢ h mdanifies tf& circumstances in which

PlAs will be undertaken by the City and formalises their use as part of a risk-based approach to privacy

governance. The amendment does not introduce additional mandatory processes beyond those anticipated

toariseupon commencement of the remaining provisions of the

DETAILS:
Requirement for a documented City position (including community need or legislative requirement):

The review of Policy 4.1.31 7 Privacy Management ensures alignment with current and emerging legislative
obligations under the PRIS Act and the associated Information Privacy Principles (IPPs). The existing Policy
does not adequately reflect the expanded scope of privacy and information governance required under the
new legislation and readiness guidance.

In accordance with the PRIS Readiness Plan, agencies are required to develop and publish an Information
Breach Policy and Privacy Policy ahead of 1 July 2026. The proposed consolidated Privacy and
Information Breach Policy therefore ensures the City meets its legislative readiness obligations and is
positioned for full compliance when the remaining provisions commence.

The new Policy:

Provides a clear framework for managing, recording and reporting information breaches;
Defines the scope of personal and sensitive information collected by the City and the circumstances
under which it may be disclosed;
1  Clarifies the distinction between primary and secondary uses of information;
f Outlines how the | PPs apply to the Cityds privacy an
1 Clarifies when PIAs may be undertaken to support the identification and management of privacy risks;
and
T Aligns the policy position with the Citybds corporate

il
il

Alignment with the PRIS Act and IPPs positions the City to:

Ensure compliance with current legislative requirements;
Provide clarity and consistency to the community reg
responsible information sharing;
1  Meet obligations under the PRIS Readiness Action Plan, including the requirement to establish a

publicly available Information Breach Policy; and
T Strengthen the Citybés capacity to respond effectivel
breaches.

f
f

Examples of current/best practice:

In 2024, DGov issued Readiness Guidance 10 to support agencies in the implementation of Action 8, the
development and publication of a Privacy Policy. The guidance was designed to assist agencies in creating
and maintaining a publicly available Privacy Policy aligned with IPP 517 Openness and Transparency.

Although DGov has not provided a standardised template for Privacy or Information Breach Policies, the
following examples of current practice have informed the development of the new Policy.

Notably, the following agencies have published policies addressing privacy and information breach
management, including:

State Government

WA Department of i  Privacy and Responsible Information Sharing Policy.
Education i Information Breach Policy.

WA Department of Health |  Information Breach Policy.
Local Government

City of Stirling 1 Information Handling and Breach Policy, adopted 2024.

City of Bayswater 1 Information Handling and Privacy Policy, adopted May 2025.
City of Cockburn 1  Privacy Management Policy, adopted July 2025.

City of Swan 1 POL-C-207 Privacy (Policy), adopted December 2025.
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https://intranet.vincent.wa.gov.au/documents/2292/pris-readiness-guidance-10-privacy-policy
https://www.education.wa.edu.au/o/article/pdf/web/policies/-/privacy-and-responsible-information-sharing-policy
https://www.education.wa.edu.au/o/article/pdf/web/policies/-/information-breach-policy
https://www.health.wa.gov.au/~/media/Corp/Policy-Frameworks/Information-Management/Information-Breach-Policy/Information-Breach-Policy.pdf
https://www.stirling.wa.gov.au/awcontent/Web/Documents/City%20and%20Council/Governance%20and%20transparency/Policies/Information-Handling-and-Breach-Policy.pdf
https://www.bayswater.wa.gov.au/online-services/forms-and-publications/policies/2025/information-handling-and-privacy-policy
https://www.cockburn.wa.gov.au/getattachment/2ed9b90c-d65b-4554-aef2-01113daa623c/ECM_10322721_v5_Privacy-Management-Policy-docx.aspx
https://www.swan.wa.gov.au/awcontent/Web/Documents/Local-Laws-Policies/POL-C-207-Privacy.pdf
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CONSULTATION/ADVERTISING:

Further consultation is not required, as the proposed amendments align with anticipated obligations under
the remaining provisions of the PRIS Act, scheduled to commence in July 2026, and are informed by
guidance issued by DGov.

LEGAL/POLICY:

Section 2.7(2)(b) of the Local Government Act 1995 provides Council with the power to determine policies.

CCotpgratesDocument Development Policy sets out the process for the development and review of
Citydéds policy document s.

The
t he

In accordance with clause 2.3 of the Corporate Document Development Policy:

The purpose of a policy is to provide a general rule or principle to guide Administration and the community on
the Cityds decision making and advocacy

The objective of the current Privacy Management Policy requires revision, as it references outdated
legislation, including the Privacy Act 1988 (Cwth) and the Privacy Amendment Act 2004 (Cwth), which have
since been amended through the Privacy and Other Legislation Amendment Act 2024.

The purpose of the proposed Policyi s t o establish c¢clear guidance on
sensitive information. It outlines the types of personal information the City collects, how that information is
used and stored, and the safeguards in place to prevent and respond to information breaches.

ENHANGED ENVIRONMENT ACCESSIBLE CITY COMNECTED COMMUNITY THRIVING PLAGES SENSITIVE DESIGN INNGVATIVE & ACCOUNTABLE

LBEAL EUUEHNM[NT AET The Local Government Act 1995 and associated regulations prescribe the function and powers of a

local government and requires the Council to determine the local government's policies (section 2.7).
—————¢ ]HHE AN" Assu E |AT[" ——=0  Policies can be in the form of a strategy, policy, action plan or internal procedure, as set out in this
framework. A local government is also required to plan for the future, and have a Long Term Financial
H[E UI_A“ HNS Plan, Corporate Business Plan and Annual Bidget {together these form the IPRF)

Other legislation further prescribes the role of local governments. Includes but is not limited to:

["HEH I_[EIS LAII"N ANI] Building Act 2011, Bush Fires Act 1954, Cat Act 2011, Caravan Parks and Camping Grounds Act
1995, Dog Act 1976, Fines Penalties and ir ement Notices Enforcement Act 1994, Food Act

ndalism Act 2015, Planning and Development

Lu[:Al LAWS 2008, Freedom of Information Act 1
Act 2005, Public Health Act 2015, Strata Titles Act 1965 and Tobacco Products Control Act 2005.

STRAT[ EY A Strategy sets out how the City will deliver on the priorities of the Strategic Community Plan
2018 — 2028 to achieve the community’s vision. Time frame of 5 — 10 years. Adopted by Council
A Policy is the general rule or principle which is required to provide clear direction to Administration
PnlIEY on the day to day management of the city. Reviewed every four years and/or as a result of changing
legislation, strategic objectives or changing industry standards. Adopted by Council
List of actions required to deliver a strategy or implement high level and/or externally focussed
AE""N PLAHS policy position. The IPRF sets out plans that are required by legislation - including a Workforce Plan
and Asset Management Plan. Reviewed in conjunction with changing legislation, strategic objectives
J or policy position. Adopted by Council
A series of actions conducted in a certain order to facilitate the operational aspects of policy statements
|NT[HNAL FR“E["U H[S ——o  orstrategies. Internal procedures explain the steps and the considerations to be followed by
Administration. Determined by Administration to ensure they remain relevant, effective and pragmatic.

Local Government may also make Local Laws which are adopted by Council.

CULTURE & VISION ROLES & RELATIONSHIPS DECISION MAKING & MANAGEMENT ACCOUNTABILITY COMMITMENT TO SUSTAINABILITY
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Risk Category

Information & Systems
Management i
Threats to personal
information

RISK MANAGEMENT IMPLICATIONS

Risk

Appetite/Tolerance
Statement

The City has no
appetite for threats to
or breaches of
personal information.

Descriptor

Adoption of the Privacy and Information Breach Policy
strengthens controls for the collection, use, storage
and disclosure of personal information, and formalises
breach response arrangements. The Policy reduces
the likelihood and impact of privacy breaches and
aligns with legislated obligations under the Privacy
and Responsible Information Sharing Act 2024.

Information & Systems

The City has a very

The Policy reinforces confidentiality, integrity and
availability principles for information management,

Management | low appetite for and introduces a structured, risk-based approach to
Information security information security identifying and managing privacy risks, including the
preservation risk. use of Privacy Impact Assessments for higher-risk
activities.
. The City has a very
Governance i ) : . . .
) low risk appetite for The Policy ensures compliance readiness for the

Breaches in . . . ;
regulations breach_es in PRIS_Act and asso_uated Informgnon Privacy

' regulations, Principles, supporting lawful, ethical and accountable

professional standards
and ethics

professional standards
and ethics.

handling of personal information.

Governance i Less
than better practice
governance and due

The City has a low
risk tolerance for less
than better-practice
governance, due
diligence and

The Policy aligns with DGov readiness guidance and
establishes clear governance mechanisms for privacy
and information breach management, supporting
consistent and transparent decision-making.

diligence

accountability.

Low: Adopting the proposed Policy is consistent with Coul
Statements and represents a low-risk decision, as it strengthens governance, compliance and information

security controls.

STRATEGIC IMPLICATIONS:

This is i n ke e pStrategic @ minunity Plane2022-2082y 6 s

Connected and Healthy Community

We recognise, engage and partner with the Whadjuk Noongar people and culture.

Innovative and Accountable

We engage with our community so they are involved in what we are doing and how we are meeting our

goals.

SUSTAINABILITY IMPLICATIONS:

Sustainable Vincent Framework

This does not contribute to any specific sustainability outcomes of the Sustainable Vincent Framework.

Enhanced Environment Strateqy

This does not contribute to any s pkEnbanded Emvirenment ai nabi | it

Strategy 2025-2030.

PUBLIC HEALTH IMPLICATIONS:

This does not contribute to any public health outcomesinthe Ci t y 6 s
FINANCIAL/BUDGET IMPLICATIONS:

Nil.

Public -2al th Pl an 2
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y UITY OF VINCENT

PRIVACY AND v
INFORMATION BREACH
POLICY

Privacy and Responsible Information Sharing Act 2024
Privacy and Other Legislation Amendment Act 2024
Legislation / local law State Records Act 2000

requirements Freedom of Information Act 1992

Public Interest Disclosure Act 2003

Local Government Act 1995

Relevant delegations Nil.

Freedom of Information Requests Policy (CM D22/129721)

ICT Incident (including Cyber) Management Plan (CM D24/66658)
ICT Information Classification Procedure (CM D23/105358)
Information Security Management System (ISMS) (CM D24/66668)
Record Keeping Plan (CM D16/94546)

Records Management Services Policy and Procedure Manual (CM
D21/190477)

Related policies, procedures
and supporting documentation

PURPOSE

The City of Vincent (City) views privacy compliance as an integral part of its commitment to accountability
and integrity. The City values the privacy of its customers and stakeholders and is committed to upholding
the highest standards of information privacy in alignment with the Privacy and Responsible Information
Sharing Act 2024 (PRIS Act).

The purpose of this Policy is to provide clear and consistent guidelines to support the City in handling
personal information responsibly, lawfully, and transparently.

The Policy will ensure the City takes reasonable steps to protect the information it handles from misuse and
loss and from unauthorised access, modification, or disclosure.

OBJECTIVE

This policy details the types of personal information the City collects, what it's used for and how it's stored,
and the measures in place to prevent and respond to information breaches.

Page | 10of 8 CM D25/85419
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PRIVACY AND D
INFORMATION BREACH
POLICY

SCOPE

This policy applies to all City employees, Council Members, and individuals engaged to perform work on
behalf of the City, including:

« contractors and consultants,

+ temporary labour and service providers,
¢ volunteers, and

¢ third-party providers.

The City requires all contracted service providers to comply with this policy.

DEFINITIONS

Contracted Service Provider refers to a party to a services contract who provides services to or on behalf
of an outsourcing entity under the contract, or a person who is a direct or indirect subcontractor of the party
for the purposes of the services contract.

Council Member means a person who is currently serving a term of office as an elected member of the
Council in accordance with the Local Government Act 1995.

De-identified information means personal data that has been modified or processed in such a way that
the identity of an individual is no longer apparent and cannot reasonably be determined from the
information.

Information Breach means unauthorised access to information, or unauthorised disclosure of information,
or loss of information.

Information Sharing Agreement refers to the agreement or mechanism between entities to share
information under the PRIS Act.

Personal Information means personal information as defined in section 4 of the PRIS Act.
Privacy Impact Assessment means a privacy impact assessment as defined in section 4 of the PRIS Act.

Sensitive Personal Information means sensitive personal information as defined in section 4 of the PRIS
Act.

POLICY POSITION

The City takes reasonable steps to protect personal information by preventing misuse, loss, unauthorised
access, re-identification, modification, or unauthorised disclosure.

Page | 20f 8 CM D25/85419
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PRIVACY AND >
INFORMATION BREACH
POLICY

POLICY

1. Collection

The City collects personal information only when necessary to fulfil its functions, meet statutory obligations,
deliver services, and support day-to-day operations.

This includes, but is not limited to, the following:

« Email, written, online and in person requests, applications, submissions, complaints, feedback and
general enquiries related to the delivery of City services.

« Employment details during recruitment, onboarding and throughout employment.

+ Video or audio call recordings for monitoring responses, training and quality assurance.

« Data from third-party platforms and cloud services supporting City operations.

+« CCTV footage for safety, security, and operational purposes in public spaces.

+ Location data and device identifiers, from City-approved websites and mobile apps.

* Community surveys, including details voluntarily provided for planning and policy development.

* \Website analytics and cookies, including on the City's digital platforms to personalise content and
improve user experience.

* Procurement details, including the collection of information from suppliers and contractors through

the City’s procurement systems.

Inter-agency collaboration details, to support the delivery of joint initiatives.

1.1 Conditions of Collection

The City will only collect personal information when:

* itis necessary for the City’s core functions (primary purpose),

* |t relates to other City functions that the individual would reasonably expect (secondary purpose),
e itis authorised by law,

o the individual has provided consent, or

e itis required for research conducted in the public interest.

1.2 Use and Disclosure

The City uses personal information for the purpose for which it was collected. The City may also use
information for another purpose when:

+ the person would reasonably expect this use (secondary purpose),
+ the person has given consent,

* the law requires or permits it,

* itis needed to prevent serious harm or protect safety,

e itis needed to investigate unlawful activity,

Page | 3of 8 CM D25/85419
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PRIVACY AND P
INFORMATION BREACH
POLICY

* jtis needed to develop, maintain or improve our services, technology or customer experience, or
* itis needed for research in the public interest, where people cannot be identified and it is not
practical to get consent.

The City will not disclose personal information to third parties without the individual's consent, unless:

« the person would reasonably expect the disclosure because it is related (or, if sensitive, directly
related) to the reason the information was originally collected, or

« the disclosure is with an organisation or government agency that funds or arranges services for the
individual, or

* itis required or permitted by law,

e itis necessary to address an imminent and serious risk to an individual's life, health, or safety, or

s itis in accordance with a formalised Information Sharing Agreement.

The City will undertake Privacy Impact Assessments where required by the PRIS Act, or where an activity
is assessed as high risk to privacy, including where the City proposes to:

+ enter an Information Sharing Agreement,

+ implement or make significant changes to systems that handle personal information,

« commence large projects involving the collection and handling of sensitive or personal information,
* use automated decision-making mechanisms to enhance services, or

« use personal information for a new function or initiative to deliver services.

To support its operations and service delivery, the City may share personal information with contracted
service providers or other government entities, for the purpose of:

* conducting community consultation or research,

* delivering goods, infrastructure, or services, or

« collaborating with other government entities, including local, state, or federal agencies, where
required to deliver services or where an Information Sharing Agreement is in place.

When sharing or accessing data with third parties, the City must comply with the conditions in any
agreements, licences, or memoranda of understanding. These agreements govern how State and Federal
agencies, including WA Police, use and access specific data resources.

Where a contracted service provider stores personal information, the City requires that party to comply with
this policy.

2.  Information Quality

The City cannot guarantee that the personal information it holds is accurate, for reasons including errors,
omissions, and information becoming outdated over time.

Page | 4 of 8 CM D25/85419
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PRIVACY AND P
INFORMATION BREACH
POLICY

However, the City will take all reasonable steps, as appropriate in the circumstances, to ensure accuracy
and completeness of personal information upon collection or before it is shared.

3. Information Security
Personal information is stored in on-premises and cloud-based systems.

Where cloud services are used, they are hosted in Australia and must comply with Australian privacy laws
and contracted information security requirements.

Controls will be implemented to protect the information the City holds, including:

+ multi-factor authentication;

e access controls;

« endpoint detection and response (EDR);

e encryption of data at rest and in transit;

« regular security patching and vulnerability management;

e a managed Security Information and Event Management (SIEM) service; and
* ongoing cybersecurity awareness training for staff.

The City will ensure that personal information is not kept any longer than necessary or destroyed or de-
identified in line with accepted document disposal schedules and the City's Recordkeeping Plan.

4. Access and Correction

Individuals have the right to request access to their personal information held by the City and to seek
correction if the information is inaccurate, incomplete, or out of date.

All requests will be managed in accordance with the City of Vincent Customer Service Charter.
Requests to access or correct personal information held by the City must be submitted in writing to:

Chief Executive Officer
City of Vincent

PO Box 82

Leederville WA 6902

Or via email to: mail@vincent.wa.gov.au

Where access to personal information is sought, individuals may be required to submit a formal Freedom of
Information (FOI) request. Where access is refused, the City will provide written reasons and inform the
individual of their right to seek review.

Page | 50of 8 CM D25/85419
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PRIVACY AND >
INFORMATION BREACH
POLICY

5.  Unique Identifiers

Unique identifiers (such as driver’s licence numbers) will only be collected if it is:

e necessary to carry out the City’s official functions, or
* required by law.

When unique identifiers are collected, the City ensures they are handled securely and used only for their
intended purpose.

6. Anonymity

Where it is lawful and practical, the City of Vincent will give individuals the option to remain anonymous or
use a pseudonym when interacting with the City.

This may apply to general enquiries, feedback, or participation in surveys where personal identification is
not required.

In some cases, providing personal information may be necessary to deliver services or respond to specific
requests.

7. Automated Decision Making

The City may use automated decision-making to support minor decisions involving personal information to
streamline services and enhance the customer experience, such as during the review of application
assessments or routing of customer queries and requests.

Automated decision-making does not replace human decision-making for significant or high-risk decisions.
8. Disposal & De-identification

The City will securely and permanently destroy or de-identify personal information when it is no longer
needed by law.

Disposal is conducted in a manner that ensures complete destruction of personal information, making
it irretrievable.

8.1 Protection of de-identified information

The City will document all de-identification processes and ensure that de-identified data is handled
securely.

Digital records are de-identified appropriately before disposal, such as when decommissioning devices or
systems.

Page | 6 of 8 CM D25/85419

Item 12.2- Attachment 1 Page 10



ORDINARY COUNCIL MEETING 21 APRIL 2026

PRIVACY AND >
INFORMATION BREACH
POLICY

8.2 Retention of Documents

Copies of proof-of-identity documents will not be retained unless required. Instead, a record of sighting will
be created.

Unsolicited copies will be destroyed immediately.
9. Information Breaches

The City will conduct regular security assessments to detect and prevent data misuse or loss. If an
information breach occurs, the City will investigate the extent of the incident and ensure appropriate
containment and mitigation measures are applied.

9.1 Employee Responsibilities

The City requires all employees to immediately report any actual or suspected privacy breach, cyber
incident, unauthorised access, disclosure, or loss of personal information to the Privacy Officer.

9.2 Mandatory Reporting

The City will comply with mandatory information breach reporting requirements when they commence
under the PRIS Act. Where applicable, the City will notify the WA Information Commissioner and relevant
law enforcement agencies.

9.3 Information Breach Prevention

The City will take proactive steps to reduce the risk of information breaches, including:

Ongoing monitoring of systems,

Regular security assessments,

Maintaining effective information security controls, and
Providing regular privacy and security training for staff.

9.4 |Information Breach Response Process

If a breach occurs, the City will follow its Information Breach Response Plan by:

+ Containing the breach,

e assessing the impact,

+ notifying affected parties (if required), and
s preventing future occurrences.

The Privacy Officer is responsible for determining whether notification is required and identifying who needs
to be notified.

Page | 7 of 8 CM D25/85419
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e e CITY OF VINCENT

PRIVACY AND P
INFORMATION BREACH
POLICY

All information breaches will be recorded in the City's Information Breach Register.
Information recorded includes:

* The type of breach (e.g. unauthorised access, disclosure, or loss),

 Whether personal information was affected,

 Assessment outcomes (if the breach meets the notifiable definition),

e Details of who was notified and when (e.g. affected individuals or the Information Commissioner),
+ Actions taken to reduce harm and prevent recurrence, and

* The estimated impact or cost of the breach.

9.5 Complaints

Complaints of alleged interferences with personal information may be made to the City. This may include
unauthorised access, loss or disclosure of personal or sensitive personal information.

All complaints will be managed in accordance with the City of Vincent Customer Service Charter.
Complaints must be submitted in writing to:

Chief Executive Officer
City of Vincent

PO Box 82

Leederville WA 6902

Or via email to: mail@vincent.wa.gov.au

OFFICE USE ONLY

Executive Manager Information and Communication Technology,
Executive Manager Corporate Strategy and Governance

Initial Council Adoption DD/MMYYYY

Previous Title Policy No: 4.1.31 Privacy Management
Reviewed / Amended DD/MMIYYYY

Next Review Date MM/YYYY

Responsible Officer
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y UITY OF VINCENT

PRIVACY AND v
INFORMATION BREACH
POLICY

Privacy and Responsible Information Sharing Act 2024
Privacy and Other Legislation Amendment Act 2024
Legislation / local law State Records Act 2000

requirements Freedom of Information Act 1992

Public Interest Disclosure Act 2003

Local Government Act 1995

Relevant delegations Nil.

Freedom of Information Requests Policy (CM D22/129721)

ICT Incident (including Cyber) Management Plan (CM D24/66658)
ICT Information Classification Procedure (CM D23/105358)
Information Security Management System (ISMS) (CM D24/66668)
Record Keeping Plan (CM D16/94546)

Records Management Services Policy and Procedure Manual (CM
D21/190477)

Related policies, procedures
and supporting documentation

PURPOSE

The City of Vincent (City) views privacy compliance as an integral part of its commitment to accountability
and integrity. The City values the privacy of its customers and stakeholders and is committed to upholding
the highest standards of information privacy in alignment with the Privacy and Responsible Information
Sharing Act 2024 (PRIS Act).

The purpose of this Policy is to provide clear and consistent guidelines to support the City in handling
personal information responsibly, lawfully, and transparently.

The Policy will ensure the City takes reasonable steps to protect the information it handles from misuse and
loss and from unauthorised access, modification, or disclosure.

OBJECTIVE

This policy details the types of personal information the City collects, what it's used for and how it's stored,
and the measures in place to prevent and respond to information breaches.

Page | 10of 8 CM D25/85419
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PRIVACY AND P
INFORMATION BREACH
POLICY

SCOPE

This policy applies to all City employees, Council Members, and individuals engaged to perform work on
behalf of the City, including:

« contractors and consultants,

+ temporary labour and service providers,
¢ volunteers, and

¢ third-party providers.

The City requires all contracted service providers to comply with this policy.

DEFINITIONS

Contracted Service Provider refers to a party to a services contract who provides services to or on behalf
of an outsourcing entity under the contract, or a person who is a direct or indirect subcontractor of the party
for the purposes of the services contract.

Council Member means a person who is currently serving a term of office as an elected member of the
Council in accordance with the Local Government Act 1995.

De-identified information means personal data that has been modified or processed in such a way that
the identity of an individual is no longer apparent and cannot reasonably be determined from the
information.

Information Breach means unauthorised access to information, or unauthorised disclosure of information,
or loss of information.

Information Sharing Agreement refers to the agreement or mechanism between entities to share
information under the PRIS Act.

Personal Information means personal information as defined in section 4 of the PRIS Act.

| Privacy Impact Assessment means a privacy impact assessment as defined in section 4 of the PRIS Act.

Sensitive Personal Information means sensitive personal information as defined in section 4 of the PRIS
Act.

POLICY POSITION

The City takes reasonable steps to protect personal information by preventing misuse, loss, unauthorised
access, re-identification, modification, or unauthorised disclosure.
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PRIVACY AND >
INFORMATION BREACH
POLICY

POLICY

1. Collection

The City collects personal information only when necessary to fulfil its functions, meet statutory obligations,
deliver services, and support day-to-day operations.

This includes, but is not limited to, the following:

« Email, written, online and in person requests, applications, submissions, complaints, feedback and
general enquiries related to the delivery of City services.

« Employment details during recruitment, onboarding and throughout employment.

+ Video or audio call recordings for monitoring responses, training and quality assurance.

« Data from third-party platforms and cloud services supporting City operations.

+« CCTV footage for safety, security, and operational purposes in public spaces.

+ Location data and device identifiers, from City-approved websites and mobile apps.

* Community surveys, including details voluntarily provided for planning and policy development.

* \Website analytics and cookies, including on the City's digital platforms to personalise content and
improve user experience.

* Procurement details, including the collection of information from suppliers and contractors through

the City’s procurement systems.

Inter-agency collaboration details, to support the delivery of joint initiatives.

1.1 Conditions of Collection

The City will only collect personal information when:

* itis necessary for the City’s core functions (primary purpose),

* |t relates to other City functions that the individual would reasonably expect (secondary purpose),
e itis authorised by law,

o the individual has provided consent, or

e itis required for research conducted in the public interest.

1.2 Use and Disclosure

The City uses personal information for the purpose for which it was collected. The City may also use
information for another purpose when:

+ the person would reasonably expect this use (secondary purpose),
+ the person has given consent,

* the law requires or permits it,

* itis needed to prevent serious harm or protect safety,

e itis needed to investigate unlawful activity,
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