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12.2 OUTCOME OF ADVERTISING AND ADOPTION OF NEW PRIVACY AND INFORMATION 
BREACH POLICY - STANDARD AMENDMENT  

Attachments:  1. Privacy and Information Breach Policy (updated) - clean   
2. Privacy and Information Breach Policy (updated) - marked up   
3. Policy No. 4.1.31 - Privacy Management (current)    

  

RECOMMENDATION:  

That Council ADOPTS the Privacy and Information Breach Policy  at Attachment 1, which is proposed 
to replace Policy No. 4.1.31 ï Privacy Management, at Attachment 3. 

PURPOSE OF REPORT: 

To present the outcome of community consultation and seek approval of the proposed Privacy and 
Information Breach Policy at Attachment 1 . 

DELEGATION:  

Section 2.7 of the Local Government Act 1995 sets out the Role of Council as being to ódetermine the local 
governmentôs policiesô. There is no delegation to Administration to make, review or repeal policies. 

BACKGROUND:  

At its 10 February 2026 Meeting, Council approved conducting community consultation of its intention to 
adopt the new Privacy and Information Breach Policy (Policy). 
 
In accordance with the Cityôs Community and Stakeholder Engagement Policy, community consultation was 
undertaken between 17 February and 11 March 2026, which is in excess of the 21 days required. 
 
The Policy was advertised on the City of Vincent website, social media and through the following public 
notices: 
 

¶ The consultation webpage was published on the Imagine Vincent website from 17 February to 
11 March 2026 ï with 21 unique visitors and a total of 31 views. 

¶ News Item on the Cityôs website on 17 February 2026 ï with 10 views. 

¶ Public Notice exhibited on the notice board at the Cityôs Administration and Library and Local History 
Centre. 

 
No public submissions were received. 
 
During the consultation period, the proposed Policy was presented to the Audit, Risk and Improvement 
Committee (ARIC) at its 25 February 2026 meeting. 
 
The ARIC requested that Administration determine the relevant provisions of the Privacy and Responsible 
Information Sharing Act 2024 (PRIS Act) relating to Privacy Impact Assessments (PIAs) and incorporate any 
identified requirements into the Cityôs policies, procedures and Project Management Framework. 
 
In response, Administration reviewed the PRIS Act and noted that, while not yet in force, the legislation is set 
to include provisions requiring entities to undertake PIAs. Section 79 of the Privacy and Responsible 
Information Sharing (PRIS) Bill sets out requirements for PIAs to be undertaken in relation to activities 
assessed as having a high privacy impact, or which involve the handling of personal information in a manner 
likely to significantly affect the privacy of individuals. 
 
These provisions are scheduled to come into force from 1 July 2026. 
Administration also reviewed readiness guidance issued by the Office of Digital Government (DGov), which 
supports the use of PIAs as a risk-based mechanism to identify and manage privacy impacts associated with 
higher-risk activities in preparation for July 2026. 
 
  

https://www.vincent.wa.gov.au/documents/576/community-and-stakeholder-engagement-policy
https://www.legislation.wa.gov.au/legislation/prod/filestore.nsf/FileURL/mrdoc_48019.pdf/$FILE/Privacy%20and%20Responsible%20Information%20Sharing%20Act%202024%20-%20%5B00-a0-01%5D.pdf?OpenElement
https://www.legislation.wa.gov.au/legislation/prod/filestore.nsf/FileURL/mrdoc_48019.pdf/$FILE/Privacy%20and%20Responsible%20Information%20Sharing%20Act%202024%20-%20%5B00-a0-01%5D.pdf?OpenElement
https://www.parliament.wa.gov.au/parliament/bills.nsf/BillProgressPopup?openForm&ParentUNID=3329DA2DC25F557148258B1E003267FF
https://www.parliament.wa.gov.au/parliament/bills.nsf/BillProgressPopup?openForm&ParentUNID=3329DA2DC25F557148258B1E003267FF


ORDINARY COUNCIL MEETING AGENDA 21 APRIL 2026  

Item 12.2 Page 2 

The proposed amendments to the Policy, marked up at Attachment 2, clarifies the circumstances in which 
PIAs will be undertaken by the City and formalises their use as part of a risk-based approach to privacy 
governance. The amendment does not introduce additional mandatory processes beyond those anticipated 
to arise upon commencement of the remaining provisions of the PRIS Act in July 2026. 

DETAILS:  

Requirement for a documented City position (including community need or legislative requirement):  
 
The review of Policy 4.1.31 ï Privacy Management ensures alignment with current and emerging legislative 
obligations under the PRIS Act and the associated Information Privacy Principles (IPPs). The existing Policy 
does not adequately reflect the expanded scope of privacy and information governance required under the 
new legislation and readiness guidance. 
 
In accordance with the PRIS Readiness Plan, agencies are required to develop and publish an Information 
Breach Policy and Privacy Policy ahead of 1 July 2026. The proposed consolidated Privacy and 
Information Breach Policy therefore ensures the City meets its legislative readiness obligations and is 
positioned for full compliance when the remaining provisions commence. 
 
The new Policy: 
 

¶ Provides a clear framework for managing, recording and reporting information breaches; 

¶ Defines the scope of personal and sensitive information collected by the City and the circumstances 
under which it may be disclosed; 

¶ Clarifies the distinction between primary and secondary uses of information; 

¶ Outlines how the IPPs apply to the Cityôs privacy and information governance practices; 

¶ Clarifies when PIAs may be undertaken to support the identification and management of privacy risks; 
and 

¶ Aligns the policy position with the Cityôs corporate values. 
 
Alignment with the PRIS Act and IPPs positions the City to: 
 

¶ Ensure compliance with current legislative requirements; 

¶ Provide clarity and consistency to the community regarding the Cityôs approach to privacy and 
responsible information sharing; 

¶ Meet obligations under the PRIS Readiness Action Plan, including the requirement to establish a 
publicly available Information Breach Policy; and 

¶ Strengthen the Cityôs capacity to respond effectively to complaints and incidents involving information 
breaches. 

 
Examples of current/best practice:  
 
In 2024, DGov issued Readiness Guidance 10 to support agencies in the implementation of Action 8, the 
development and publication of a Privacy Policy. The guidance was designed to assist agencies in creating 
and maintaining a publicly available Privacy Policy aligned with IPP 5 ï Openness and Transparency. 
 
Although DGov has not provided a standardised template for Privacy or Information Breach Policies, the 
following examples of current practice have informed the development of the new Policy. 
 
Notably, the following agencies have published policies addressing privacy and information breach 
management, including: 
 

State Government 

WA Department of 
Education 

¶ Privacy and Responsible Information Sharing Policy. 

¶ Information Breach Policy. 

WA Department of Health ¶ Information Breach Policy. 

Local Government 

City of Stirling ¶ Information Handling and Breach Policy, adopted 2024. 

City of Bayswater ¶ Information Handling and Privacy Policy, adopted May 2025. 

City of Cockburn ¶ Privacy Management Policy, adopted July 2025. 

City of Swan ¶ POL-C-207 Privacy (Policy), adopted December 2025. 

https://intranet.vincent.wa.gov.au/documents/2292/pris-readiness-guidance-10-privacy-policy
https://www.education.wa.edu.au/o/article/pdf/web/policies/-/privacy-and-responsible-information-sharing-policy
https://www.education.wa.edu.au/o/article/pdf/web/policies/-/information-breach-policy
https://www.health.wa.gov.au/~/media/Corp/Policy-Frameworks/Information-Management/Information-Breach-Policy/Information-Breach-Policy.pdf
https://www.stirling.wa.gov.au/awcontent/Web/Documents/City%20and%20Council/Governance%20and%20transparency/Policies/Information-Handling-and-Breach-Policy.pdf
https://www.bayswater.wa.gov.au/online-services/forms-and-publications/policies/2025/information-handling-and-privacy-policy
https://www.cockburn.wa.gov.au/getattachment/2ed9b90c-d65b-4554-aef2-01113daa623c/ECM_10322721_v5_Privacy-Management-Policy-docx.aspx
https://www.swan.wa.gov.au/awcontent/Web/Documents/Local-Laws-Policies/POL-C-207-Privacy.pdf
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CONSULTATION/ADVERTISING:  

Further consultation is not required, as the proposed amendments align with anticipated obligations under 
the remaining provisions of the PRIS Act, scheduled to commence in July 2026, and are informed by 
guidance issued by DGov. 

LEGAL/POLICY:  

Section 2.7(2)(b) of the Local Government Act 1995 provides Council with the power to determine policies. 
 
The Cityôs Corporate Document Development Policy sets out the process for the development and review of 
the Cityôs policy documents. 
 
In accordance with clause 2.3 of the Corporate Document Development Policy: 
 
The purpose of a policy is to provide a general rule or principle to guide Administration and the community on 
the Cityôs decision making and advocacy. 
 
The objective of the current Privacy Management Policy requires revision, as it references outdated 
legislation, including the Privacy Act 1988 (Cwth) and the Privacy Amendment Act 2004 (Cwth), which have 
since been amended through the Privacy and Other Legislation Amendment Act 2024. 
 
The purpose of the proposed Policy is to establish clear guidance on the Cityôs handling of personal and 
sensitive information. It outlines the types of personal information the City collects, how that information is 
used and stored, and the safeguards in place to prevent and respond to information breaches. 
 

 
 

https://www.vincent.wa.gov.au/documents/1898/corporate-document-development-policy
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RISK MANAGEMENT IMPLICATIONS  

Risk Category Risk 
Appetite/Tolerance 
Statement 

Descriptor 

Information & Systems 
Management ï 
Threats to personal 
information 

The City has no 
appetite  for threats to 
or breaches of 
personal information. 

Adoption of the Privacy and Information Breach Policy 
strengthens controls for the collection, use, storage 
and disclosure of personal information, and formalises 
breach response arrangements. The Policy reduces 
the likelihood and impact of privacy breaches and 
aligns with legislated obligations under the Privacy 
and Responsible Information Sharing Act 2024. 

Information & Systems 
Management ï 
Information security 
preservation 

The City has a very 
low appetite  for 
information security 
risk. 

The Policy reinforces confidentiality, integrity and 
availability principles for information management, 
and introduces a structured, risk-based approach to 
identifying and managing privacy risks, including the 
use of Privacy Impact Assessments for higher-risk 
activities. 

Governance ï 
Breaches in 
regulations, 
professional standards 
and ethics 

The City has a very 
low risk appetite  for 
breaches in 
regulations, 
professional standards 
and ethics. 

The Policy ensures compliance readiness for the 
PRIS Act and associated Information Privacy 
Principles, supporting lawful, ethical and accountable 
handling of personal information. 

Governance ï Less 
than better practice 
governance and due 
diligence 

The City has a low 
risk tolerance  for less 
than better-practice 
governance, due 
diligence and 
accountability. 

The Policy aligns with DGov readiness guidance and 
establishes clear governance mechanisms for privacy 
and information breach management, supporting 
consistent and transparent decision-making. 

 

Low:  Adopting the proposed Policy is consistent with Councilôs adopted Risk Appetite and Tolerance 
Statements and represents a low-risk decision, as it strengthens governance, compliance and information 
security controls. 

STRATEGIC IMPLICATIONS:  

This is in keeping with the Cityôs Strategic Community Plan 2022-2032: 
 

Connected and Healthy Community 

We recognise, engage and partner with the Whadjuk Noongar people and culture. 
 

Innovative and Accountable 

We engage with our community so they are involved in what we are doing and how we are meeting our 
goals. 

SUSTAINABILITY IMPLICATIONS:  

Sustainable Vincent Framework  
 

This does not contribute to any specific sustainability outcomes of the Sustainable Vincent Framework. 
 

Enhanced Environment Strategy  
 

This does not contribute to any specific sustainability outcomes of the Cityôs Enhanced Environment 
Strategy 2025-2030. 

PUBLIC HEALTH IMPLICATIONS:  

This does not contribute to any public health outcomes in the Cityôs Public Health Plan 2020-2025. 

FINANCIAL/BUDGET IMPLICATIONS:  

Nil. 
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