COUNCIL BRIEFING AGENDA 14 JULY 2026

7.4 APPROVAL TO ADVERTISE - REVIEW OF CLOSED-CIRCUIT TELEVISION (CCTV) POLICY i
STANDARD AMENDMENT
Attachments: 1. Closed Circuit Television (CCTV) Policy 2026

2. Closed -Circuit -Television Policy 3.9.12

RECOMMENDATION

That Council APPROVES the proposed amendments to the  Closed -Circuit Television (CCTV) Policy,
at Attachment 1, for the purpose of community consultation, which is proposed to replace Policy

Closed -Circuit -Television (CCTV) Policy No 3.9.12 , at Attachment 2 .

PURPOSE OF REPORT:

For Council to approve, for the purpose of community consultation, the proposed amendments to the Closed-
Circuit Television (CCTV) Policy ( GCTV Policy 0 s detailed at Attachment 1.

DELEGATION:
Section 2.7 of the Local Government Act 1995s et s ou't the Role of Council as b
government 6s policiesd. There is no delegation to Admi
BACKGROUND:

The requirement of provisions outlined in clause 1.3 of the Corporate Document Development Policy were
presented to Council Members though the monthly Policy Paper in May 2026.

The Closed -Circuit -Television (CCTV) Policy No 3.9.12 was adopted by Council in April 2010, when the
City of Vincent, aided by a grant from the then Office of Crime Prevention (now WA Police), obtained eight
CCTV cameras and installed them in a number of locations in Leederville.

Following this, the City developed a five-year CCTV Strategy in 2013, which led to further expansion of the
Cityés CCTV camera network outside of the Leederville

In 2019, the Safer Vincent Plan 2019-2022 was developed in line with community feedback, stakeholder
experiences, feedback from the Citydéds Safer Vincent Ad
and the Citybés own data and records. This saw:

1  The City maintains a Memorandum of Understanding with WA Police Force for access and sharing of
CCTV footage under the State CCTV Strategy;

Mapping of all CCTV cameras owned by the City (Figure 1);

Investigation of the feasibility of a mobile CCTV trailer for use at events and in hotspot areas which was
later procured; and

1 Further expansion of the CCTV camera network where supported by grant funding.

f
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Ifigure 1: CCTV CameramLocations

Foll owing this, funding for CCTV systems has been
financial planning processes. Any proposal for new CCTV infrastructure is supported by an appropriate
business case that demonstrates an identified risk, s af ety or operati onal need

Strategic Community Plan. Subject to approval, funding may be provided through existing operational or
capital budgets, external grant funding or contributions from partner agencies.

While CCTV systems, coverage and practices have evolved, the CCTV Policy has not. In 2023,
Administration undertook a review of the policy to modernise its content and reflect contemporary CCTV
practices and governance requirements. A revised policy was presented to Council and approved for
advertising at the Council Briefing on 4 April 2023.

During the advertising period, public feedback identified that the draft policy contained references to
legislation applicable to another Australian jurisdiction. In response to this feedback, further progression of
the policy was paused.

Since that time, the commencement of the Privacy and Responsible Information Sharing Act 2024 has
introduced a requirement for local governments to ensure handling and disclosure of footage are aligned
with Western Australiads privacy framewor k.

This review recommences the previously paused policy update, with a specific focus on ensuring alignment
with legislation, correcting jurisdictional references and finalising a contemporary, compliant and practical
CCTV Policy for the City.

DETAILS:
Requirement for a documented City position (including community need or legislative requirement):

The City operates CCTV systems and Recording Device Systems within public spaces and City facilities. A
documented policy position is required to ensure these systems are managed lawfully, transparently and
consistently, particularly where they involve the collection, use and disclosure of personal information.

The introduction of the Privacy and Responsible Information Sharing Act 2024 has established clear
obligations for public authorities in relation to privacy, information handling and information sharing. In
conjunction with existing requirements under the Surveillance Devices Act 1998, a policy framework to
govern surveillance activities and associated privacy protections is required at the City.
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The proposed amendments ensure the Cityds CCTV governa
legislation and reflects community expectations regarding accountability, transparency and the responsible
use of surveillance technologies.

Examples of current / best practice:

The amended policy reflects governance approaches adopted by other Western Australian local
governments in the management of CCTV and surveillance systems.

In particular, the City of Stirling and the City of Perth articulate CCTV governance through high level policy or
principles that:

1 clearly separate policy intent from operational procedures;

1 define the lawful purposes for which CCTV systems may be used;

1  emphasise transparency, accountability and privacy protection; and

1 support cooperation with WA Police and other authorised agencies within legislative boundaries.

The amended policy adopts a similar governance focused
environment and | egislative obl Prigagyanddniosmation Breathudi ng t he
Policy .

Consultation/Advertising:

A

Community Jommunity Community Lead
: : : and Act

Community leads the

engagement and the community
is responsible for the action

g Shared Leadership
Who Is f 22p4 and Action

responsible :
for leading the Shared responsibility
engagement? : and work in partnership

for agreed outcomes

Organisation Behaviour
Implementation Change

Organisation leads the Organisation leads the
engagement and the organisation engagement and the community
is responsible for the action is responsible for the action

Organisation Who is responsible for implementing decisions or actions? Community

Developed by Anne Pattilio, Amanda Newbery, and Michefie Feenan (2014) for IAP2 Australasia

Organisation Implementation

Organisations lead engagement and seek input, shape the policies, projects and services for which they are
responsible. This is a familiar and traditional approach to policy development, project management and
service delivery.
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Tension: People feel forced leading to an unresponsive process.
Mitigation : Increasing the level of influence, and implementing a transparent, robust process.

Required under regulations/legislation
Communicate how community and stakeholder input has influenced the decision-making or implementation

I n accor danc e Cavgorath Dotument Oevetopm@&rg Policy draft policy documents are presented
to Council for approval and authorisation to commence community consultation. All proposed changes, other
than those covered by clause 5.8, will be advertised in accordance with, but not limited to, the requirements
oft h e CCormhnwiditg and Stakeholder Engagement Policy and guided by the following amendment
classifications;

1 Complex Amendments - Broad public engagement will be required, aligned with the Community and
Stakeholder Engagement Policy, to ensure significant changes are thoroughly communicated and
reviewed.

1  Standard Amendments - Will be advertised for a minimum of 21 days in accordance with the
Community and Stakeholder Engagement Policy. Consultation methods will be tailored based on the
potential impact of the amendments, with recommendations presented to Council for determination.

The proposed amendments to the Closed-Circuit Television (CCTV) Policy will be advertised for 21 days
via:

T notice published on I magine Vincent and the Cityods
T inclusi on i-newstplbkcatiGhiand 6 s E

T the notice board at the Cityds Administration and
Public notice of this proposed new policy will be provided from 21 July 2026.

LEGAL/POLICY:

Section 2.7(2)(b) of the Local Government Act 1995 provides Council with the power to determine policies.

The Ci t Gofpgrate Document Development Policy sets out the process for the development and review of
the Ci t pol@&ysdocuments.

In accordance with clause 2.3 of the Corporate Document Development Policy:

The purpose of a policy is to provide a general rule or principle to guide Administration and the
community onthe Ci t ded@s®on making and advocacy;

The purpose of the proposed policy is to govern the management and operation of CCTV systems at the City,
guiding the Citydtsusedeci si on making on

The policy supports alignment with the:

Freedom of Information Act 1992;

Premiers Circular 2025/03 Registration of CCTV Systems;
Privacy and Responsible Information Sharing Act 2024;
State Records Act 2000; and

Surveillance Devices Act 1998.

=A =4 =4 =4 A
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ENHANGED ENVIRONMENT ACCESSIBLE CITY COMNECTED COMMUNITY THRIVING PLAGES SENSITIVE DESIGN INNGVATIVE & ACCOUNTABLE

LBEAL EUUEH N M [NT AET The Local Government Act 1995 and associated regulations prescribe the function and powers of a

local government and requires the Council to determine the local government's policies (section 2.7).
—————¢ ]HHE AN" Assu E |AT[" ——=0  Policies can be in the form of a strategy, policy, action plan or internal procedure, as set out in this
framework. A local government is also required to plan for the future, and have a Long Term Financial
H[E UI_A“ HNS Plan, Corporate Business Plan and Annual Bidget {together these form the IPRF)

)

: Other legislation further prescribes the role of local governments. Includes but is not limited to:
Building Act 2011, Bush Fires Act 1954, Cat Act 2011, Caravan Parks and Camping Grounds Act
["HER I.[EISLM"]N ANI] 1995, Dog Act 1976, Fines Penalties and infringement Notices Enforcement Act 1994, Food Act
“][:M. LAWS 2008, Freedom of Information Act 1952, Gra Vandalism Act 2015, Planning and Development
Act 2005, Public Health Act 2015, Strata Titles Act 1945 and Tobacco Products Control Act 2005.

l Local Government may also make Local Laws which are adopted by Council.
STRAT[ EY A Strategy sets out how the City will deliver on the priorities of the Strategic Community Plan
2018 — 2028 to achieve the community’s vision. Time frame of 5 — 10 years. Adopted by Council
A Policy is the general rule or principle which is required to provide clear direction to Administration
Pn“ EY on the day to day management of the city. Reviewed every four years and/or as a result of changing
legislation, strategic objectives or changing industry standards. Adopted by Council

List of actions required to deliver a strategy or implement high level and/or externally focussed

AE""N PLAHS policy position. The IPRF sets out plans that are required by legislation - including a Workforce Plan
and Asset Management Plan. Reviewed in conjunction with changing legislation, strategic objectives
l or policy position. Adopted by Council

A series of actions conducted in a certain order to facilitate the operational aspects of policy statements

|NT[HNAL FR“E["U H[S — o  orstrategies. Internal procedures explain the steps and the considerations to be followed by
Administration. Determined by Administration to ensure they remain relevant, effective and pragmatic.

CULTURE & VISION ROLES & RELATIONSHIPS DECISION MAKING & MANAGEMENT ACCOUNTABILITY COMMITMENT TO SUSTAINABILITY

RISK MANAGEMENT IMPLICATIONS

Low: Adopting the proposed policy is low risk as the proposed changes provide clarity on City
practices and alignment with associated | egislati
Appetite and Tolerance Statements.

STRATEGIC IMPLICATIONS:

This is i n ke e pStrategic @immunity Plane2022-20827 6 s

Thriving Places

Our town centres and gathering spaces are safe, easy to use and attractive places where pedestrians have
priority.

Innovative and Accountable

Our decision-making process is consistent and transparent, and decisions are aligned to our strategic
direction.

PUBLIC HEALTH IMPLICATIONS:
This is in keeping with the f ol | dcPudlicHgaltlpRlan 2026i2031: heal t h

Healthy Urban Planning and Design of Communities; and
Healthy Streets.

FINANCIAL/BUDGET IMPLICATIONS:

The policy itself does not have direct financial implications. Any costs associated with CCTV systems are
managed through existing operational and capital budgets and are subject to separate approval processes.
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CLOSED CIRCUIT >
TELEVISION (CCTV) POLICY

Freedom of Information Act 1992

General Retention and Disposal Authority for Local Government
Information DA 2023-005

Premiers Circular 2025/03 Registration of CCTV Systems
Privacy and Responsible Information Sharing Act 2024

State Records Act 2000

Surveillance Devices Act 1998

Legislation / local law
requirements

Relevant delegations Not Applicable

Code of Conduct — Employee
Complaint Management Policy
Privacy and Information Breach Policy

Related policies, procedures
and supporting documentation

PRELIMINARY
INTRODUCTION

In support of the City’s vision to create a leafy and vibrant 24-hour City, Closed Circuit Television (CCTV) is
used to enhance community safety and protect our public spaces. CCTV assists in deterring crime and
anti-social behaviour while supporting a vibrant environment where people feel safe and protected.

PURPOSE

The purpose of this policy is to govern the management and operation of CCTV systems at the City.

OBJECTIVE

The City installs CCTV systems in public spaces and City facilities with the objectives of promoting public
and staff safety, and minimising damage to or theft of City assets.

City officers performing regulatory functions may be provided with a body worn camera, with the objective
of promoting public safety and minimising threats to public and City employees.

Vehicle mounted cameras may be used to enhance staff safety while providing a record of operational
activities.

To the extent possible without reducing the effectiveness of the CCTV systems in achieving those
objectives, the City will operate its CCTV systems in a way that protects the privacy of individuals.

SCOPE

This Policy applies to City owned and managed CCTV systems, body worn cameras and vehicle mounted
cameras.

This Policy applies to all City employees who have the responsibility for the implementation, monitoring,
access, use and disclosure of records from these systems.

Page| 10f5 CM D26/25341
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CLOSED CIRCUIT v
TELEVISION (CCTV) POLICY

POLICY PROVISIONS
DEFINITIONS

CCTV system — includes any fixed system or mobile trailer mounted system installed by the City to
electronically record video or video/audio of any public place or City facility.

Employees — includes City staff, contractors, volunteers and all others who perform work on behalf of the
City.

POLICY
1.  CCTV Principles
CCTV systems will be:

« installed only in locations where the system will promote public and staff safety, minimise damage,
vandalism or theft of City assets, or prevent unauthorised entry to City facilities;

« operated with efficiency, impartiality and integrity; and

« operated in a way that minimises intrusion upon individual privacy while still allowing the system to
serve the objectives for which it was installed.

Body worn cameras will be operated only by City officers conducting regulatory functions and operated with
efficiency, impartiality and integrity.

2. Identification of Locations

CCTV installation decisions are made using a risk-based approach and supported by an appropriate
business case to ensure resources are used effectively.

CCTV systems will be installed in locations where anti-social or criminal behaviour has been identified or
installed as a proactive measure to minimise damage to City facilities or property and protect the safety of
City staff.

3. Installation, Management and Maintenance
The Executive Director Infrastructure and Environment determines who is responsible for:

« selection of CCTV systems and their optimal placement within locations; and
« installation, management and maintenance of CCTV systems, including allocation of associated
costs within agreed City budgets and contract management of service providers.

CCTV systems will be registered on Cam-Map WA operated by WA Police Force as per Premier’s Circular
2025/03 Registration of CCTV Systems.

4. CCTV System Monitoring

City CCTV systems will primarily be used to collect information for use in regulatory and legal proceedings.
In public facilities such as leisure centres, recreation centres and community venues, authorised staff may
access and monitor CCTV systems in real time or retrospectively where required for:

Page| 20f 5 CM D26/25341
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CLOSED CIRCUIT P
TELEVISION (CCTV) POLICY

« community and staff safety, including supporting WA police investigations;

« incident response and emergency management, including locating lost or vulnerable persons;

« monitoring and responding to unlawful or inappropriate behaviour including theft, vandalism or
damage;

« responding to alleged fraud, misuse of City time or resources, misconduct or breaches of the City's
Code of Conduct;

« enforcement of conditions of entry including suspensions or bans, unlawful entry or misuse of
memberships; and

« review of accidents, workplace health and safety incidents, complaints or insurance matters.

Monitoring may also occur during public events, high risk periods or where operationally necessary to
maintain safety within the City.

Artificial Intelligence technologies may be used with CCTV systems to proactively detect safety concerns or
possible criminal activity.

Biometric identification may be used to assist in identifying individuals who are subject to a restriction on
entry to specific City facilities, for the purpose of preventing crime and supporting the safety of City staff
and the community.

5. Body Worn Camera and Vehicle Mounted Camera Monitoring

Body worn cameras will primarily be used to collect information for later use in regulatory and legal
proceedings. Body worn cameras and vehicle mounted cameras will not be monitored by the City on a “real
time” basis, nor will the recordings be generally reviewed unless required in the prevention of anti-social
behaviour, investigation of incidents, crime, complaints or staff conduct, or to facilitate a request for
information.

6. Privacy

All CCTV systems, body worn cameras and vehicle mounted cameras are to be operated in a way that
minimises the intrusion upon an individual's privacy whilst still allowing the system to serve the objectives
for which it was installed. This will include:

* appropriate training of operators;

* secure storage, retrieval and destruction of CCTV, body worn camera and vehicle mounted camera
data as set out in this policy; and

« the adoption of appropriate Cyber Security procedures, controls and technologies to prevent
unauthorised access, use, modification or disclosure of records.

The City will not install CCTV systems inside areas where a person has a reasonable expectation of
privacy, such as toilets or bathrooms. Clear and visible signage that states that CCTV cameras are in
operation will be displayed in the area covered by the CCTV cameras and at other key points. The signage
shall:

* inform the public that cameras are in operation;
« allow people entering the area to make a reasonable approximation of the area covered by the
system; and

Page| 30f 5 CM D26/25341
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CLOSED CIRCUIT P
TELEVISION (CCTV) POLICY

« identify the City of Vincent as the owner of the system.

In some instances, where covert cameras are used during investigations of breaches to the City’s Local
Laws, signage will not be installed.

Body worn cameras will only be used in private settings or private dwellings where required to ensure the
safety of City staff. Where safe and reasonable to do so, the City will verbally notify individuals of the use of
a body worn camera.

CCTV system, body worn camera and vehicle mounted camera records will only be used or disclosed for
the primary purpose for which they were collected, or used or disclosed for a secondary purpose that is
related and reasonably expected, or required by law.

7. Authorised Access to CCTV Systems
Access to CCTV footage within the City is restricted to authorised personnel.

Authorised personnel may access CCTV systems only for purposes consistent with this policy. All access
must be appropriate, proportionate and related to a City function or activity.

8. Destruction of Records

To minimise intrusion upon the right to privacy, unless further preserved under this policy or required by law
all CCTV system, body worn camera and vehicle mounted camera records are to be destroyed in
accordance with the General Retention and Disposal Authority for Local Government Information.

A record is to be further preserved under this policy if:

« the Manager Ranger Services believes preservation of the records is in the City’s interest for any
reason and is directly related to a function or activity of the City;

« the particular record is required as evidence in a potential legal proceeding, investigation or staff
disciplinary process;

e arequest to access the particular record is received from a law enforcement or government
regulatory agency (for example WA Police Force, Department of Fire and Emergency Services, or
another government body with the responsibility for enforcing laws);

e arequest to access the particular record is received from any party other than a law enforcement or
government regulatory agency under the relevant Act; or

« an extract of the record is made, whether or not that extract is provided to a third party.

9. Access to Records

To minimise intrusion upon the right to privacy, CCTV, body worn camera and vehicle mounted camera
records will be kept confidential and provided to third-parties only when that provision is authorised by the
CEO or delegate.

Page| 40f 5 CM D26/25341
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% CITY OF VINCENT

CLOSED CIRCUIT P

TELEVISION (CCTV) POLICY

OFFICE USE ONLY

Responsible Officer Manager Ranger Services
Initial Council Adoption 13/04/2010

Reviewed / Amended DD/MM/YYYY

Next Review Date MM/YYYY
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CITY OF VINCENT POLICY MANUAL

COMMUNITY SERVICES - PARKING, RANGER AND COMMUNITY SAFETY SERVICES
POLICY NO: 3.9.12

CLOSED CIRCUIT TELEVISION (CCTV)

POLICY NO: 3.9.12

CLOSED CIRCUIT TELEVISION (CCTYV)

OBJECTIVES

To provide guidance for the operation of CCTV operated and controlled by the
City of Vincent:

e within, on or around City of Vincent Buildings;
mobile CCTV installed in public spaces; and
future acquisition and implementation of CCTV within the City.

POLICY STATEMENT

1. This policy applies to City of Vincent owned, leased and operated CCTV systems
only.

2. Reducing crime and improving safety are key priorities for the City. The City of
Vincent is committed to “working in partnership to progress Crime reduction and
community safety within the City’ (Community Safety and Crime Prevention
Plan).

3. This Policy deals with the installation of CCTVs as a strategic element of the
City’s commitment to safety and crime reduction;

4. This Policy should be read in conjunction with the ‘Draft City of Vincent CCTV
Strategy 2010 and Beyond’.

Date Adopted: 13 April 2010
Date Amended: -

Date Reviewed: -

Date of Next Review: April 2015

Page 1 of 4
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CITY OF VINCENT POLICY MANUAL

COMMUNITY SERVICES - PARKING, RANGER AND COMMUNITY SAFETY SERVICES
POLICY NO: 3.9.12

CLOSED CIRCUIT TELEVISION (CCTV)

GUIDELINES AND POLICY PROCEDURES FOR
USE OF CLOSED CIRCUIT TELEVISION (CCTY)
POLICY NO. 3.9.12

Principles

The City of Vincent recognises best practise in administering operation of all City
owned operated, leased CCTV systems.

All CCTV systems and future acquisition of CCTV will comply and meet
minimum standards as prescribed in:

e Australian Standard 4806.1 — Closed Circuit Television (CCTV) Management
and Operation — Code of Practice.

e Australian Standard 4806.2 — Closed Circuit Television (CCTV) Application
Guidelines.

* Western Australia CCTV guidelines, WA State Government Office of Crime
Prevention.

e  Western Australia Police Preferred Minimum CCTV System standards.

Where appropriate and possible, Mobile CCTV will be registered on WA Police
register of CCTV systems within the State; https://blueiris.police.wa.gov.au/ . The
City registration of mobile CCTV cameras on Blue Iris will be managed by the
Coordinator Safer Vincent, whom will also handle ongoing police liaison and
enquiries with cameras.

The CCTV system will attain an appropriate balance between the personal privacy
of individuals utilising City infrastructure or public spaces with the objective of
recording incidents of alleged criminal or unwanted behaviour.

The system will be operated equitably, within applicable law, and only for the
purposes to which it is established.

Code of Practice
Signage

Prominent and appropriate signage will be permanently displayed at camera
locations to notify employees, council members and members of public of the
presence of CCTV cameras.

Access to CCTV equipment

All CCTV equipment will be located within secure areas and not accessible to
unauthorised persons.

Page 2 of 4
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CITY OF VINCENT POLICY MANUAL

COMMUNITY SERVICES - PARKING, RANGER AND COMMUNITY SAFETY SERVICES
POLICY NO: 3.9.12

CLOSED CIRCUIT TELEVISION (CCTV)

Recording and Storage of information

Recording of video images or still photographs will only occur if the Chief
Executive Officer or Manager of Rangers and Community Safety Services is of
the opinion that an offence against a Statute Law is being or is likely to be
committed. At no time shall the CCTV system be used with the intent to examine
individuals going about their lawful business.

Any person requesting a video recording shall apply in writing to the Chief
Executive Officer and give reasons for such requests.

At no time shall any original or copied video recordings, or still photographs, be
released to any media organisation, journalist, individual or group without the
prior approval of the Chief Executive Officer.

Liaison with WA Police

Members of the WA Police may request the cooperation of the City of Vincent
and usage of CCTV systems.

All requests made by the WA Police or any other law enforcement agency should
be referred to the Manager of Ranger and Community Safety Services who will
advise the City’s Chief Executive Officer of such a request and to seck approval.

Privacy principles

CCTV usage in the City will be guided by confidentiality and privacy provisions
in Western Australian law included within the:

. Freedom of Information Act 1992
. Surveillance Devices Act 1998
. Telecommunications (Interception) Western Australia Act 1996

Mobile CCTV deployment

Business, agency or community requests for mobile CCTV deployment and
installation will be handled by the Coordinator Safer Vincent. Requests are to be
made in writing, addressed to the Chief Executive Officer and forwarded to the
next available Safer Vincent Crime Prevention Partnership Meeting for
consideration of camera location(s) and duration of deployment
recommendations. Where this is not possible (i.e. over a leave period or duration
where the SVCPP is not meeting) the deployment of cameras will be determined
by the Coordinator Safer Vincent and Manager of Ranger and Community Safety
Services, in conjunction with WA Police.

Page 3 of 4
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CIY OF VINCEN T POLICY IMANUAL
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