ORDINARY COUNCIL MEETING AGENDA

12 AUGUST 2025

12.3 REPORT AND MINUTES OF THE AUDIT AND RISK COMMITTEE MEETING HELD ON 2 JULY
2025
Attachments: 1. Audit and Risk Committee Minutes - 2 July 2025
2. Audit and Risk Committee Confidential Attachments -2 July 2025 -

Confidential

RECOMMENDATION:

That Council :
1. RECEIVES:
1.1

2.

The Minutes of the Audit and Risk Committee Meeting of 2 July 2025, at Attachment 1
and the Confidential Attachments Paper at Attachment 2;

The Corporate Risk Register and Deep Dive Reviews

Management on

t

h e

Cityéos

The Local Government 2023 -24 Financial Audit and Information System Audit Results
reports from the Officer of the Auditor General.

The risk management actions for the high and

The Ci t wnierded Risk Management Procedure ; and

The developed Disaster Recovery Plans

Cityos

extreme risks ;

Audi t

Log

and d isaster recovery survey responses

The alignment of Corporate Risks to risk appetite and tolerance ratings ;

of t he

Cityos

submission to

1.2 The Business Continuity Plan 2025;
1.3
14 Reportfrom t he
Recognition; and
15
APPROVES:
2.1
2.2
2.3 Closure of action items noted in the
NOTES:
3.1
3.2
3.3 The status
3.4 The Cityos
Annual Collection; and
35

The 2025 Audit and Risk Committee Forward Agenda

PURPOSE OF REPORT:

Audi t

t

he

Publ i c

Log

journe

Sector

To report to Council the proceedings of the Audit and Risk Committee at its meeting held on 2 July 2025 in
accordance

DELEGATION:

wi t h

cl ause

2.

21(1)

of

t he

Cityéobs

In accordance with Section 5.22(2) of the Local Government Act 1995 the minutes of a meeting of a
committee are to be submitted to the next ordinary meeting of the council for confirmation.

Meeting
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BACKGROUND:

The Ci t yaddRisk*¥Qordnnittee is a statutory committee of Council, established in accordance with

Section 7.1A of the Local Government Act 1995. The role of the Audit and Risk Committee is to provide
independent advice and assurance to Council over the C
compliance and financial management.

The Audit and Risk Committee meets approximately every three months and comprises of up to three

external independent members (one of which is the Audit and Risk Committee Chair) and four Elected

Members.

DETAILS:

The Chairperson managed the order of agenda items for discussion for the convenience of the meeting,
visiting representatives of the Officer of the Auditor General and presenting members of Administration.

6.1 OAG i Standing Agenda Presentation Iltem

The Committee were presented with reports from the Office of the Auditor General on the Audit Planning
Summary and Audit Updates.

5.1 Business Continuity Plan and Disaster Recovery Plans

The Committee discussed the Business Continuity Plan 2025 and associated Disaster Recovery Plans.

The report providesas sur ance on the Citybés ongoing commitment to
the identification of critical business activities and the structured collection of disaster recovery information

from relevant service areas to inform recovery priorities and ICT dependencies.

52 Mont hly Review of the Cityds Corporate Risk Register

The report presents the Citybés Corporate Risk Register
high and extreme risks and alignment of Corporate Risks to Risk Appetite and Tolerance Statements.

The Committee reviewed the City's corporate risk register and discussed the outcomes of recent deep dive
reviews into Reduced Urban Tree Canopy Coverage and Increased Safety Hazards from Tree Limb Failures.

53 Review of the Cityds RiskDdddopagement Fr amewor kK

The report presentst he out come of Administrationés review of the
seeks approval of the proposed amendments to the Risk Management Procedure and associated action
plan.

5.4 OAG Best Practice Results

The report provides an overview of the Citydés progress
control environment, audit performance, and governance culture, culminating in formal recognition by the
Office of the Auditor General (OAG) as a Top 20 Best Practice Local Government in Western Australia.

5.5 Local Government 2023 -24 Audit Results

The Audit Committee Terms of Reference provides that the Chief Audit Executive will provideiupdat es on
any external or per f or ma n clTee fadlawithg répsrts fsoin the AuelitorgGernergl i ssues .
(OAG) were presented to the Committee for information.

The Office of the Auditor General released a report on the Local Government Financial Audit Results 2023-
24 and Local Government 2023-24 Information Systems Audit Results 2023-24. Links to these reports are
included in the minutes.

ltem 12.3 Page 2
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56 Review of the Cityds Audit Log

The report provides an update on the status of all out
tracks all open audit items from audits and reviews, until closure, and provides a summary of the progress

made against the management actions. Six actions were recommended for closure; 10 actions remain open

with four overdue.

5.7 2025 Public Sector Commission Integrity and Conduct Annual Collection T Submission for Noting
The Committee were presented with the Cityds 2025 subm
and Conduct Annual Collection, in Iine with the Chairo

reporting.

5.8 Audit Committee T Forward Agenda 2025

The Audit and Risk Committee Forward Agenda (Agenda) i
Committee Members. The Agenda identifies key issues, performance, monitoring and/or reporting
requirements scheduled for presentation to the Committee throughout the year.

The Committee noted amendments to the Forward Agenda as captured in the minutes.

6.2 Organisational Performance Program (OPP) Presentation

Administration provided an overview of the Organisational Performance Program (OPP) to the committee,
noting that the program is a vital initiative focused on improving the way services are provided to the
community.

CONSULTATION/ADVERTISING:

Nil.

LEGAL/POLICY:

In accordance with Section 5.22(2) of the Local Government Act 1995 the minutes of a meeting of a
committee are to be submitted to the next ordinary meeting of the council for confirmation.

The Audit and Risk Committee Terms of Reference govern the functions, powers and membership of the
Committee.

RISK MANAGEMENT IMPLICATIONS:

Low: It is low risk for Council to consider the report and minutes of the Audit and Risk Committee meeting on
2 July 2025 as the Committee provides advice and assists Council to fulfil its governance and oversight
responsibilities in relation to financial reporting, risk management, internal controls, legislative compliance,
ethical accountability, and the internal and external audit functions.

STRATEGIC IMPLICATIONS:

This is i n ke e pStrategic @ommunity Plane2018-2028y 6 s

Innovative and Accountable

Our resources and assets are planned and managed in an efficient and sustainable manner.
We are open and accountable to an engaged community.

SUSTAINABILITY IMPLICATIONS:

This does not contribute to any environmental sustainability outcomes. This action/activity is environmentally
neutral.

ltem 12.3 Page 3
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PUBLIC HEALTH IMPLICATIONS:
There are no implicationstot he pri ori ty heal t [RPublcideathdlrae2020-2G25.t he Ci t y 0 ¢
FINANCIAL/BUDGET IMPLICATIONS:

Nil.

ltem 12.3 Page 4
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AUDIT AND RISK COMMITTEE MINUTES 2 JULY 2025
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ORDINARY COUNCIL MEETING

12 AUGUST 2025

AUDIT AND RISK COMMITTEE MINUTES

2 JULY 2025

MINUTES OF CITY OF VINCENT
AUDIT AND RISK COMMITTEE
HELD AT THE E-MEETING AND ADMINISTRATION AND CIVIC CENTRE
244 VINCENT STREET, LEEDERVILLE
ON WEDNESDAY, 2 JULY 2025 AT 4:20 PM

PRESENT: Mr George Araj
Mr Conley Manifis

Mr Baptiste Isambert
Cr Ron Alexander
Cr Alex Castle

Cr Jonathan Hallett
Mayor Alison Xamon

IN ATTENDANCE: David MacLennan
Emma Simmons
Rhys Taylor

Peter Varris
Sarah Hill

Main Bhuiyan
Dee Ahrens
Carrie Miller
Alex Harris

Caitlin McGowan

1 INTRODUCTION AND WELCOME

Independent External Member (Chair)
Independent External Member (attended
electronically)

Independent External Member

North Ward

North Ward

South Ward

Presiding Member (attended
electronically)

Chief Executive Officer

Chief Audit Executive

Executive Director Community &
Business Services

Executive Director Infrastructure &
Environment

Manager Parks (attended electronically
until Item 5.3)

Manager Financial Services

Senior Governance & Risk Officer

Corporate Strategy & Governance Officer
Governance Officer

OAG, Director Financial Audit (attended
electronically, Item 6.1 only)

The Presiding Member, George Araj, declared the meeting open at 4:26pm and read the following

Acknowledgement of Country statement:

“The City of Vincent would like to acknowledge the Traditional Owners of the land, the Whadjuk people of the
Noongar nation and pay our respects to Elders past, present and emerging".

2 APOLOGIES / MEMBERS ON APPROVED LEAVE OF ABSENCE

Nil

3 DECLARATIONS OF INTEREST

Conley Manifis declared an impartiality interest. The extent of his interest is that his company is contracted

by the Office of the Auditor General to complete external audits.
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AUDIT AND RISK COMMITTEE MINUTES 2 JULY 2025

4 CONFIRMATION OF MINUTES

COMMITTEE DECISION

Moved: Mayor Xamon, Seconded: Mr Manifis
That the minutes of the Audit and Risk Committee held on 26 February 2025 be confirmed.

CARRIED (7-0)
For: Mr Araj, Mr Manifis, Mr Isambert, Cr Alexander, Cr Castle, Cr Hallett and Mayor Xamon

Against:  Nil

As a representative from the Office of the Auditor General was in attendance, the Presiding Member put to
the Committee that this item would be moved to the first item of business for consideration.

COMMITTEE DECISION

Moved: Cr Hallett, Seconded: Mr Manifis

That Item 6.1 be brought forward and considered as the first item of business.

CARRIED UNANIMOUSLY (7-0)

5 GENERAL BUSINESS

6.1 OAG - STANDING AGENDA PRESENTATION ITEM

Caitlin McGowan from The Office of the Auditor General (OAG) presented on the Audit Planning Summary
and Audit Updates.

NOTE: The Audit & Risk Committee supported the introduction of a self-assessment process for staff issued
credit cards, aimed at strengthening internal controls and compliance. Administration to report back on

implementation at a future meeting.

At 4:39pm, Caitlin McGowan left the meeting and did not return.

Page 4
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AUDIT AND RISK COMMITTEE MINUTES 2 JULY 2025

7 BUSINESS ARISING

5.1 BUSINESS CONTINUITY PLAN AND DISASTER RECOVERY PLANS

Attachments: 1. Business Continuity Plan
2, Compiled Disaster Recovery Plans - Confidential
3. Disaster Recovery Survey Responses - Confidential

RECOMMENDATION:
That the Audit and Risk Committee:
1. RECIEVES the Business Continuity Plan 2025 at Attachment 1, and

2. NOTES the developed Disaster Recovery Plans at Attachment 2, and disaster recovery survey
responses at Attachment 3

COMMITTEE DECISION ITEM 5.1

Moved: Mr Isambert, Seconded: Cr Hallett

That the recommendation be adopted.

CARRIED (7-0)
For: Mr Araj, Mr Manifis, Mr Isambert, Cr Alexander, Cr Castle, Cr Hallett and Mayor Xamon
Against: Nil
Page 5
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AUDIT AND RISK COMMITTEE MINUTES 2 JULY 2025
Pl
{f;k CITY OF VINCENT
& >4

BUSINESS CONTINUITY PLAN
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AUDIT AND RISK COMMITTEE MINUTES 2 JULY 2025
Document Title Business Continuity Plan
CM file number D25/21334
Maintained by Executive Manager Corporate Strategy & Governance
Version number 2 Version date 20/03/2025
Reviewed by Corporate Strategy and Date reviewed 2024/2025
Governance Officer
Approved by Executive Management Date approved 20/03/2025
Committee
Frequency of review Annually Next review due March 2026
Version Date Comments/reasons for change Made by
Name Position
Executive Management Committee Crisis Management Team
Related documentation
Document Title CM/Intranet Location Document Location
Crisis Comms Plan
Emergency Response Plans
IT Disaster Recovery Plan
Workplace Health, Safety and Wellness
Management Practice
WHS Management Plan
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AUDIT AND RISK COMMITTEE MINUTES 2 JULY 2025
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AUDIT AND RISK COMMITTEE MINUTES 2 JULY 2025

ACTION PAGE

Roles and Responsibilities

The contact details listed in this plan are for emergency use only and are not to be distributed or
used for non-recovery purposes.

Crisis Management Team (CMT)

Role Designated Employee(s) Contact

Crisis Manager David MaclLennan (CEO) Contact:
Emergency Responsibilities:

« Ensure the Business Continuity Plan has been activated

* Oversee smooth implementation of the response and recovery section of the plan

+ Determine the need for and activate the use of an alternate operation site and other

continuity tasks

« Communicate with key stakeholders as needed

* Provide important information to the Communication Officer for distribution

* Keep key staff apprised of any changes to situation
CMT Member Peter Varris (Chief Operations Officer) Contact:
Emergency Responsibilities:

* Oversee the implementation of operational continuity strategies

* Coordinate the allocation of resources

* Monitor operational impact
CMT Member (Chief Information Officer) Contact:
Emergency Responsibilities:

* Ensure IT systems and data recovery

* Ensure cybersecurity during the recovery phase

« Facilitate remote work capability
CMT Member Rhys Taylor (Chief Financial Officer) Contact:
Emergency Responsibilities:

* Manage emergency funding

« Monitor financial impacts

« Ensure continuity of financial services

Item 5.1- Attachment 1 Page 9
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AUDIT AND RISK COMMITTEE MINUTES 2 JULY 2025

ACTION PAGE

CMT Member Lisa Williams (Chief Communications Contact:
Officer)

Emergency Responsibilities:

« Implement internal and external communication strategies

* Allocate and coordinate spokesperson for the City.

* Coordinate with the CEO and other executives
CMT Member Emma Simmons (A/Chief Governance & Contact:

Audit Officer)

Emergency Responsibilities:

+ Ensure compliance with legal and regulatory obligations

* Conduct post-disaster audits

* Advise on risk management
CMT Member Nathan Stokes (Chief People Officer) Contact:
Emergency Responsibilities:

* Ensure the safety and wellbeing of staff

* Manage human resource allocation

* Provide crisis management support to employees
CMT Member Jay Naidoo (Chief City Planner) Contact:
Emergency Responsibilities:

* Coordinate emergency infrastructure planning

* Assess damage to City infrastructure

* Support coordination of evacuation and recovery planning
CMT Member Tara Gloster (Chief Urban Designer) Contact:
Emergency Responsibilities:

« Ensure urban recovery aligns with sustainable design principles

* Assess the damage to public spaces and urban design projects

* Plan for resilient urban design
CMT Member John Corbellini (Director Major Projects) Contact:
Emergency Responsibilities:

« Ensure continuity of major project activities

* Assess project site conditions

* Coordinate project stakeholders

Iltem 5.1- Attachment 1 Page 10
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AUDIT AND RISK COMMITTEE MINUTES

2 JULY 2025

N PAGE

Emergency Contacts

Service

Department of Fire and Emergency

Services (DFES)
State Emergency Coordination

Centre (SECC)

Western Australia Fire and Rescue

Service (WAFRS)

Western Australian Police

St John Ambulance

WA Department of Health -

Emergency Management

Western Power (Electricity)

Water Corporation

Alinta Energy (Gas)

Department of Transport

Department of Biodiversity,

Conservation, and Attractions

Australia Red Cross

Insurance Council of Australia

(Disaster Support)

Public Health Emergency

Mental Health Crisis Support

Contact

General Enquiries: +61 8 9395 9300
Emergency Services: 000 (for emergencies)

SECC Duty Officer: 1300 130 078 (24/7)

General Enquiries: +61 8 93239100
Emergency Services: 000 (for emergencies)
Emergency Services: 000 (for emergencies)
General Enquiries: +61 8 9265 7888 (for non-
emergencies)

Emergency Services: 000

Non-emergency patient transport: 9334 1222
General Inquiries: +61 8 9222 4222

Emergency Services: 13 13 51 (Power outages,
downed lines)

Emergency Services: 13 13 75 (Water disruptions,
flooding issues)

Emergency Services: 13 13 58 (Gas leaks,
emergencies)

Transport Emergency Services: 13 11 56 (for road
closures, transport disruptions)

Fire & Conservation Emergencies: +61 8 9219 9000

General Inquiries: 1800 733 276 (for disaster relief
support)

1800 734 621 (Disaster Assistance)

Public Health Emergency Information Line: 13 432
432 (for health-related emergencies)

Lifeline: 131114

Item 5.1- Attachment 1
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ORDINARY COUNCIL MEETING

12 AUGUST 2025

AUDIT AND RISK COMMITTEE MINUTES

2 JULY 2025

ACTION PAGE

I. Determine Level of Incident

The criteria for determining the level of incident and activating the appropriate response

is outlines in the table below.

Level Impact Actions Responsibility
INCIDENT Minor problems Person who encounters a problem or an Manager of
Priority 3 with little or no imminent threat should notify his/her manager.  impacted

impact to daily ) ) area.

oaations: The manager will 'take the necessary actions to

resolve the situation.

Including:

1.Loss or damage EMC will be notified of the incident and the

to critical assets fespore,

can easily be If the situation cannot be resolved by the

rectified or manager or requires a structured and

replaced. coordinated response, the Executive Director of

2.Minor injury to the impacted area and the CEO is to be notified,

staff orvisitorthat ' and the incident escalated to the Emergency

may require first Level.

aid.
EMERGENCY  Significant delay The E ive Di of the imp d areawill Critical
Priority 2 or interruption to mobilise the Critical Incident Control Team Incident

daily operations (CICT) to coordinate all necessary internal and Control Team

lasting < 24 hours external resources to resolve the problem.

Including: If the situation is likely to take > 24 hours to

1.Lossordamage  resolve or there is irreparable damage to assets,

to critical assets the Crisis Manager (CEO) should be notified and

that will take at the Emergency escalated to the Crisis Level.

least 24 hours to

rectify or replace.

2.Injuries to staff or

visitors requiring

medical attention.
CRISIS Prolonged The Crisis Manager (CEO) will convene the Crisis
Priority 1 interruption to Crisis Management Team (CMT). Management

operations lasting Team

> 24 hours. The CMT will activate the Business Continuity

Plans, if appropriate.

Including:

1.Irreparable The CMT will ider the broad: gic and

damage or total P ional implicati of the incident and

loss to critical provide any necessary support to the CICT. The

assets. CICT will continue to resolve the situation at the

2.Death / injuries
to staff or visitors
requiring
hospitalisation.

impacted site.

Iltem 5.1- Attachment 1
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AUDIT AND RISK COMMITTEE MINUTES 2 JULY 2025

2. Incident Response

The following section provides information, including checklists, that may be used when
planning a response to a Priority 1 critical incident.

Major whole-organisational incidents include, but are not limited to:

« Natural disaster or other destruction to City facilities;
e Security breach;

e Global pandemic;

e Indisposed CEO;

e Sudden staff shortage.

Priority 2 and 3 incidents are to be treated as per the table on the previous page.

*Crisis Manager (CEO) convenes the Crisis Management Team (CMT)

Escalated to
Priority 1: Crisis
Crisis Communications Plan

Emergency Response Pla

Business Continuity Plan is IT Disaster Recovery Plan
activated alongside any

other relevant plans Workplace Health, Safety and Wellness

Management Practice
WHS Management Plan

Identify Critical Business

Activities affected *Incident response checklists

Initiate contingency plans
for affected Critical Business

*Incident Recovery Meeting Agenda Checklist
*Recovery checklist

Debrief / Improvements

Iltem 5.1- Attachment 1 Page 13
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AUDIT AND RISK COMMITTEE MINUTES 2 JULY 2025

ACTION PAGE

2.1 FIRST MEETING - Appoint Scribe and Begin Event Log

Date Time Information / Decisions / Actions Initials

Item 5.1- Attachment 1 Page 14
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AUDIT AND RISK COMMITTEE MINUTES 2 JULY 2025

ACTION PAGE

2.2 FIRST MEETING - Initial Damage & Impact Assessment Checklist

This checklist is designed for initial assessment and should be used to quickly evaluate the
disaster’s impact on infrastructure, public safety, and services.

This data can be used to make informed decisions about resource allocation, public safety
priorities, and where to focus recovery efforts first.

Infrastructure Damage Yes/No

Roads and Transport

+ Are major roads and highways accessible?
« Are there any blocked roads due to fallen trees, debris, or flooding?
+« Are traffic signals operational or down?
Utilities
* Isthere any disruption to water supply or sewage systems?
« Are electrical power lines down?
+ lsthere a disruption to gas supply?
+« Are waste management services operational?
Government Buildings and Facilities
+ Are essential government buildings (e.g., city halls, emergency
operation centres) accessible?
* Are any government buildings severely damaged or unsafe for use?
« Are there any building evacuations in progress or required?
* Are there alternate workspaces identified?
Public Safety Yes/No
Emergency Services

+« Are police, fire, and ambulance services operational?
+ Are emergency response teams mobilized and equipped?
« Are emergency services hampered by infrastructure damage or
staffing shortages?
Health & Medical Services
« Are hospitals, clinics, and emergency medical services accessible?
+« Are there any casualties or medical emergencies requiring immediate
attention?
Safety Hazards
+ Are there downed power lines or fire hazards?
+« Are there hazardous materials spills (e.g., chemicals, fuels)?
+« Are there flood zones or areas at risk of further damage?

Communications \CETLT

+ Are phone lines and mobile networks operational?

* Are public communication systems (e.g., emergency alerts, media)
functional?

* Isthe internet service up and running, or is it disrupted?

+ Are there systems in place for receiving reports from residents and
emergency services?

Item 5.1- Attachment 1 Page 15
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AUDIT AND RISK COMMITTEE MINUTES 2 JULY 2025

ACTION PAGE

* Are key government officials and department heads informed of the

situation?
Immediate Needs and Resources Yes/No

« Are additional emergency responders or volunteers needed?

* Are any external agencies (e.g., Red Cross) needed for support?

« Are there any immediate financial requirements or emergency funds
needed for response?

e Are core network services (internet/intranet) operational?

¢ Isremote access functional for off-site employees?

e Are public-facing websites or portals accessible and functioning?

* Arerecent backups accessible and intact for key systems and data?

* Isthe primary data centre and server infrastructure operational?

e s the IT security infrastructure intact, and are their signs of any
cybersecurity breaches?

* Are essential government systems (e.g. financial, HR, public service
applications) operational?

2.3FIRST MEETING - Extended Impact Assessment

Assessment Question Log the Response

How long is the disruption to business
expected to be?

What areas of the site are affected?

What is the anticipated
recovery/restoration time?

What functions need to be shifted to
another site?

Will staff need to be relocated?

How often does the Team need to meet

and require updates?
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ACTION PAGE

2.4 FIRST MEETING - Incident Response Checklist

The followmg actions may note be relevant to the current situation and may need to be
amended or prioritised. The below is a guide only.

Incident Response Actions taken/delegated .~
Have you: to:

Evacuated the site if necessary?

Accounted for everyone and identified any injuries to
persons?

Contacted Emergency Services?

Started an Event Log?

Activated staff members and resources?

Appointed a spokesperson?

Gained more information as a priority?

Briefed team members on incident?

Allocated specific roles and responsibilities?

Identified Critical Business Activities that have been disrupted
and actioned Disaster Plans accordingly?

Kept staff informed?

Contacted key stakeholders?

Understood and complied with any regulatory/compliance
requirements?

Initiated media/public relations response?

2. 5FIRST MEETING - Next Steps

1. Crisis Manager to delegate above incident response actions that have not been
completed.

2. Use all FIRST MEETING checklists to create an action plan - remember to log any
decisions in the event log.

3. Set time for next meeting to reconvene.
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4. Recovery

4.1 PROGRESS MEETING - Recovery Meeting Agenda

Use this checklist to continually manage the incident. Arrange responsibilities for tasks and

determine target completion times.

Record all decisions, actions, and issues.
Monitor ongoing staff support and wellbeing
requirements

Considerations to be discussed and actioned
accordingly:

* Review effectiveness of recovery actions to date

e Discuss any emerging issues or new information

* Reassess resource requirements and
capabilities.

* Review all time critical business activities
(verbal report on progression of affected
services Disaster Recovery Plans).

» Review existing/current workload and any
backlogs

* Review all outstanding deferred activities and
arrange resumption

e Assess any insurance implications

Notify key contacts of amended working arrangements

Provide updates to impacted staff

Release external communications if deemed
appropriate

Conduct site visits if deemed appropriate and safe
Ensure all relevant stakeholders are kept informed
Continue to monitor incident and issue instructions as
appropriate

Review status of incident and scale down recovery as
situation dictates.

Implement staff rotation/rostering

Other:

Delegated to: Target

completion
time:
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4.2 POST INCIDENT MEETING - Recovery Checklist
Arrange responsibilities for tasks and determine target completion times.
Tasks Target completion
time:
Record all decisions, actions, and issues.
Monitor ongoing staff support and wellbeing
requirements.
For review and agreement:
e Completed action items
* Recovery objectives
e Plans are in place to deal with any backlogs
e Target date for completion of post incident
review
Provide copies of logs and decisions to admin officer
for collation
Undertake post-incident review/debrief, including:
o Communication within and between the
Crisis Management Team and support areas
* Effectiveness of communication with
affected areas and stakeholders
o Cost of recovery strategies
e Advice to external and internal customers
e Media arrangements
e Impact of incident on local governments
reputation
* Timeframes for tasks and achievement of
target
¢ Impact workflows of affected and
interdependent areas
e Special staffing arrangements and
acknowledgement of contributions
e [T recovery arrangements
Present findings to the Audit Committee for review
= ——————————————————————— . ——————]
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RATIONALE AND REFINEMENT

Section One: Overview

1.1 Purpose

The purpose of the Business Continuity Plan (BCP) is to set out the principles to be followed,
actions to be taken, and resources to be used in responding to an incident that could result in
prolonged disruption of services and business activities of the City of Vincent.

This plan is not a complete, step-by-step manual since each crisis is unique, with varying levels
of threats and business impact. The plan provides guidelines and actions to take in managing a
major incident. Real life decisions for reacting to a major incident must be guided ultimately by
the sound judgement and discretion of involved managers and staff.

1.2 Scope

Recovery
h Plans

The scope of this plan covers arrangements for responding to and recovering from disruptions
impacting Critical Business Activities (as detailed in the Business Impact Analysis) located at
the Civic Centre, Beatty Park, the Library and the Depot.

Rehearse,
Maintain &
Review

Critical Business Activities are defined as those with Maximum Tolerable Period of Disruption
(MTPD) of 3 weeks or less. Services and activities outside of this will temporarily be deferred
and appropriate arrangements will be made at the time of incident for the recovery of these
activities.

This plan is activated in a Priority 1 incident when a crisis has been declared by the Crisis
Management Team (CMT). The plan does not address procedures for dealing with emergencies
or day-to-day operational issues. These are retrospectively addressed in the appropriate
emergency response plans and standing operating procedures.

1.3 Assumptions

This plan is underpinned by the following assumptions:

+« Appropriately trained and equipped staff are available to execute the plan.

s Staff who are not involved in the recovery of prioritised services or from other
teams/directorates not impacted by the disruption may be redeployed to assist in
recovery efforts.

1.4 Audience
This plan should be read and / or referenced by:

+ Managers and staff responsible for carrying out business continuity tasks in the
respective Directorates / Units; and Members of the Crisis Management Team
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RATIONALE AND REFINEMENT

1.5 Business Continuity Planning Process

Prevent

Corporate

Risk

Rehearse

Maintain
and Review

Respond

Incident
Response

Plans

The identification and management of the likelihood and/or effects of nsk associated with an
ncdent

The dentification and pnontisation of the Cntical Business Activibies that may be adversely affected
by any disruptions.

Respond The immediate actions taken 10 respond 10 an incident in terms of containment, control and
MINIMISING iImpacts

Recover The contingency plans used 10 recover from an incident 10 minmise AISruphlions and recovery times

1.6 Document Structure Based on BCP Process

@ Respond

p ) S FEEUY

Rehearse
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