ORDINARY COUNCIL MEETING AGENDA 11 MARCH 2025

12.4 REPORT AND MINUTES OF THE AUDIT AND RISK COMMITTEE MEETING HELD ON 26
FEBRUARY 2025
Attachments: 1. Audit and Risk Committee Minutes - 26 February 2025

2. Audit and Risk Committee Attachments - 26 February 2025 - Confidential

RECOMMENDATION:

That Council:
1. RECEIVES:
1.1  The Minutes of the Audit and Risk Committee Meeting of 26 February 2025, at
Attachment 1 and the Confidential Attachments Paper at Attachment 2;
1.2 Thereports from the Office of the Auditor General for the Local Government sector
issued from May 2024 to June 2024;
1.3 The Better Practice Guide: Supplier Master Files report from the Office of the Auditor
General for all State and local government entities;
1.4 Thereview of the Fraud and Corruption Prevention Policy;
1.5 Swimming Pool Barrier Inspections Audit; and
16 The Cityds Corporate Risk Register;

2. ADOPTS the Compliance Audit Return for the period 1 January 2024 to 31 December 2024.

3. AUTHORISES the Compliance Audit Return 2024 to be certified by the Mayor and Chief
Executive Officer in accordance with Regulation 15 of the Local Government (Audit)
Regulations 1996.

4. SUPPORTS the presentation of the updated Fraud and Corruption Prevention Policy, to
Council for approval to advertise

5. APPROVES:

5.1 The risk management actions for the high and extreme risks;
5.2 The management actions for the high and extreme risks; and
5.3 Closure of action items notedintheCi t y6s Awudit Log
6. NOTES:
6.1 The audit planning summary for the 2024/2025 financial year;
6.2 The key findings of the Swimming Pool Barrier Inspections Audit and that the findings
and management actions arising will be add:i
6.3 That the City of Vincentds Compliance Audit
31 Dgcember 2024 was reviewed by the Audit Committee at its 26 February 2025
meeting;
6.4 The JLT Public Sectords report on the Cityi
6.5 The alignment of Corporate Risks to risk appetite and tolerance ratings;
6.6 The 2025 Audit and Risk Committee Forward Agenda; and
6.7 The Status of thge Cityds Audit Lo
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PURPOSE OF REPORT:

To report to Council the proceedings of the Audit and Risk Committee at its meeting held on 26 February
2025i n accordance with clause 2.21(1) of the Cityods Meet

DELEGATION:

In accordance with Section 5.22(2) of the Local Government Act 1995 the minutes of a meeting of a
committee are to be submitted to the next ordinary meeting of the council for confirmation.

BACKGROUND:

The Ci t yaddRisk¥Qordnnittee is a statutory committee of Council, established in accordance with

Section 7.1A of the Local Government Act 1995. The role of the Audit and Risk Committee is to provide
independent advice and assurance to Council over the C
compliance and financial management.

The Audit Committee meets approximately every three months and comprises of up to three external
independent members (one of which is the Audit and Risk Committee Chair) and four Elected Members.

DETAILS:

The Chairperson managed the order of agenda items for discussion for the convenience of the meeting,
visiting representatives of the Officer of the Auditor General and presenting members of Administration.

5.1 OAG Reports issued for Local Government Entities

The Committee were presented with reports from the Office of the Auditor General for the Local Government
sector issued from May 2024 to June 2024 and Supplier Master Files report. The presentation of this
information was acknowledged as being good practice and should be compiled annually as a snapshot of the
Citybds standing.

5.2 Review of the Fraud and Corruption Prevention Policy

The Committee discussed the proposed policy and noted that the policy updates mainly focused on

integration with the integrity framework, updated standards and OAG better practice guide. The policy review
naturally follows the recent review of the Cityés Frau
risk register.

5.3 Local Government Statutory Compliance Audit Return

Section 7.13(1)(i) of the Local Government Act 1995 (Act) requires local government to undertake an audit of
compliancefii n t he prescribed manner and. Inaccadarfcowitmseaignpr ov ed
7.13(1)(i) of the Act, the Department of Local Government, Sport and Cultural Industries (DLGSC) requires

that all local governments complete a Compliance Audit Return (CAR) by 31 March 2025.

In accordance with Regulation 14(3a) of the Local Government (Audit) Regulations 1996, the Audit and Risk
Committee is to review the CAR prior to the CAR being presented to Council for approval.

The report identifies one area of non-compliance. The Audit and Risk Committee were satisfied that this
issue would be addressed moving forward with the implementation of the Attain software which is used to
manage the Primary and Annual return process.

5.4 Internal Audit Report (Y3 Audit 1) - Swimming Pool Barrier Inspections
The report presents the findings of the internal audit, management responses and proposed actions.

The Manager Public Health & Built Environment provided an update on Administrations response to the
swimming pool barrier inspections audit and acknowledged that Administration were aware of the findings
and have been working towards rectifying them. The Committee discussed the importance of having
independent audits of this nature to verify information and processes are accurate as the management of
swimming pool barriers presents a significant risk to the organisation.
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5.5 Cyber-Security Controls Review 2024 From JLT Public Sector

The Executive Manager ICT presented the JLT public sector's report on the City's cybersecurity controls.
Discussion centred around action the organisation is taking to mitigate risks where the City did not perform
as well.

5.6 Review of the City's Corporate Risk Register

The report presents the Citybés Corporate Risk Register
high and extreme risks and alignment of Corporate Risks to Risk Appetite and Tolerance Statements.

The committee reviewed the City's corporate risk register, discussing the importance of addressing tree
canopy risks and requested that the July meeting include a deep dive into this risk.

5.7 Audit Committee - Forward Agenda 2024

The Auditand Risk Commi t t ee Forward Agenda (Agenda) is a 6liveb
Committee Members. The Agenda identifies key issues, performance, monitoring and/or reporting

requirements scheduled for presentation to the Committee throughout the year.

The Committee noted amendments to the Forward Agenda as captured in the minutes.

5.8 Review of the City's Audit Log

The report provides an update on the status of all out

tracks all open audit items from audits and reviews, until closure, and provides a summary of the progress
made against the management actions. Five actions were recommended for closure, six actions remain
open with four overdue.

6.1 OAG Entrance Meeting 2024/25 Audit

Representatives from the Office of the Auditor General (OAG) presented the Audit Planning Summary for the
entry meeting.

6.2 Briefing by CEO - City's Strategy, progress of key initiatives, and external events impacting the
City

The Chief Executive Officer provided an overview of the City's corporate business plan, highlighting key

focus areas, strategic projects, and the importance of the underground power program and tree canopy

revitalisation.

6.3 Audit & Risk Committee - self-assessment survey

The Presiding Member reminded Committee members to complete the Audit & Risk Committee Self-
Assessment Survey and noted that the results will be presented to the Committee for consideration at its
meeting on 2 July 2025.

CONSULTATION/ADVERTISING:

Nil.

LEGAL/POLICY:

In accordance with Section 5.22(2) of the Local Government Act 1995 the minutes of a meeting of a
committee are to be submitted to the next ordinary meeting of the council for confirmation.

The Audit and Risk Committee Terms of Reference govern the functions, powers and membership of the
Committee.
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RISK MANAGEMENT IMPLICATIONS:

Low: It is low risk for Council to consider the report and minutes of the Audit and Risk Committee meeting on
26 February 2025 as the Committee provides advice and assists the Council to fulfil its governance and
oversight responsibilities in relation to financial reporting, risk management, internal controls, legislative
compliance, ethical accountability, and the internal and external audit functions.

STRATEGIC IMPLICATIONS:

This is i n ke e pStrategic @ommunity Plane2018-2028y 6 s

Innovative and Accountable

Our resources and assets are planned and managed in an efficient and sustainable manner.

We are open and accountable to an engaged community.
SUSTAINABILITY IMPLICATIONS:

This does not contribute to any environmental sustainability outcomes. This action/activity is environmentally
neutral.

PUBLIC HEALTH IMPLICATIONS:
There are no implicationstot he pri ority heal t PublicieathdPlare2020-QG25.t h e
FINANCIAL/BUDGET IMPLICATIONS:

Nil.
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AUDIT AND RISK COMMITTEE MINUTES

26 FEBRUARY 2025

MINUTES OF CITY OF VINCENT
AUDIT AND RISK COMMITTEE
HELD AT THE E-MEETING AND ADMINISTRATION AND CIVIC CENTRE
244 VINCENT STREET, LEEDERVILLE
ON WEDNESDAY, 26 FEERUARY 2025 AT 4.15PM

PRESENT: Mr George Araj
Mr Conley Manifis
Mr Baptiste Isambert
Cr Alex Castle
Cr Jonathan Hallett
Mayor Alison Xamon

IN ATTENDANCE: David MacLennan
Rhys Taylor

Joslin Colli

Emma Simmons
Peter Ferguson

Main Bhuiyan
Carrie Miller
Prue Reddingius

Cait McGowan

David Kilgren

1 INTRODUCTION AND WELCOME

Independent External Member (Chair)
Independent External Member
Independent External Member

North Ward

South Ward (from 4.12pm)

Presiding Member

Chief Executive Officer

Executive Director Community &
Business Services

Executive Manager Corporate Strategy &
Governance (from 4.09pm)

Chief Audit Executive

Executive Manager Information &
Communication Technology

Manager Financial Services

Corporate Strategy & Governance Officer
Manager Public Health & Built
Environment (Item 5.4 only)

OAG, Director Financial Audit (ltem 6.1
only)

Office of the Auditor General (ltem 6.1
only)

The Presiding Member, George Araj, declared the meeting open at 4.09pm and read the following

Acknowledgement of Country statement:

“The City of Vincent would like to acknowledge the Traditional Owners of the land, the Whadjuk people of the
Moongar nation and pay our respects to Elders past, present and emerging”.

2 APOLOGIES /| MEMBERS ON APPROVED LEAVE OF ABSENCE

Cr Ron Alexander

3 DECLARATIONS OF INTEREST

Conley Manifis declared an impartiality interest. The extent of his interest is that his company is contracted

by the Office of the Auditor General to complete external audits.
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Item 12.4- Attachment 1

Page 7



ORDINARY COUNCIL MEETING 11 MARCH 2025

AUDIT AND RISK COMMITTEE MINUTES 26 FEBRUARY 2025

4 CONFIRMATION OF MINUTES

COMMITTEE DECISION

Moved: Mr Manifis, Seconded: Mr Isambert

That the minutes of the Audit and Risk Committee held on 7 November 2024 be confirmed.
CARRIED (5-0)
For: Mr Araj, Mr Manifis, Mr Isambert, Cr Castle and Mayor Xamon
Against:  Nil
(Cr Alexander was an apology for the Meeting.)

(Cr Hallett was absent from the Council Chamber and did not vote.)

As the Office of the Auditor General representatives were in attendance, the Presiding Member decided that
this item would be moved to the first item of business for consideration.

At 4.12pm, Cr Jonathan Hallett arrived at the meeting during the OAG presentation.
6 GENERAL BUSINESS
6.2 OAG ENTRANCE MEETING 2024/25 AUDIT

Cait McGowan from the OAG presented the Audit Plan Summary for the City, highlighting no significant
changes in processes, a reduction in on-site hours, and a focus on procurement and asset valuation.

6.1 OAG ENTRANCE MEETING 2024/25 AUDIT
Attachments: 1. Planning Summary - 30 June 2025 - Confidential
RECOMMENDATION:

That the Audit Committee recommends te Council that it NOTES the audit planning summary for
the 2024/2025 financial year.

COMMITTEE DECISION ITEM 6.1

Moved: Mayor Xamon Seconded: Cr Castle,

That the recommendation be adopted.

CARRIED (6-0)
For: Mr Araj, Mr Manifis, Mr Isambert, Cr Castle, Cr Hallett and Mayor Xamon
Against: Mil
(Cr Alexander was an apology for the Meeting.)
At 4.21pm Cait McGowan and David Kilgren left the meeting and did not return.
Page 4
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AUDIT AND RISK COMMITTEE MINUTES 26 FEBRUARY 2025

At 4.22pm, the Manager Public Health & Built Environment arrived at the meeting prior to general business.
5 BUSINESS ARISING

As the Manager Public Health & Built Environment was in attendance to speak to ltem 5.4, the Presiding
Member decided that this item would be moved to the second item of business for consideration.

5.4 INTERNAL AUDIT REPORT (Y3 AUDIT 1) - SWIMMING POOL BARRIER INSPECTIONS
Attachments: 1. Swimming Pool Barrier Inspections Audit - Final - Confidential
RECOMMENDATION:

That the Audit Committee recommends to Council that it:
1. RECEIVES the Swimming Pool Barrier Inspections Audit at Attachment 1;
2. NOTES the key findings of the review, as detailed in this report; and

3. NOTES that the findings and management actions arising from the review will be added to
the City's Audit Log.

COMMITTEE DECISION ITEM 5.4

Moved: Mayor Xamon, Seconded: Mr Manifis

That the recommendation be adopted.

CARRIED (6-0)
For: Mr Araj, Mr Manifis, Mr Isambert, Cr Castle, Cr Hallett and Mayor Xamon
Against: Mil
(Cr Alexander was an apology for the Meeting.)
Page 5
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AUDIT AND RISK COMMITTEE MINUTES 26 FEBRUARY 2025

5.1 OAG REPORTS ISSUED FOR LOCAL GOVERNMENT ENTITIES

Attachments: 1. Local Government IT Disaster Recovery Planning & j|
2. Local Government Management of Purchasing Cards 1 &
3. Local Government Physical Security of Server Assets 1 jr
4. Staff Exit Controls at Large Local Government Entities 1 T
5. Better Practice Guide Supplier Master Files 1 T

RECOMMENDATION:
That the Audit Committee RECEIVES:

1. The reports from the Office of the Auditor General for the Local Government sector issued from
May 2024 to June 2024; and

2. The Better Practice Guide: Supplier Master Files report from the Office of the Auditor General for
all State and local government entities.

COMMITTEE DECISION ITEM 5.1

Moved: Mayor Xamon, Seconded: Cr Hallett
That the recommendation be adopted.
CARRIED (6-0)
For: Mr Araj, Mr Manifis, Mr Isambert, Cr Castle, Cr Hallett and Mayor Xamon
Against:  Nil

(Cr Alexander was an apology for the Meeting.)
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AUDIT AND RISK COMMITTEE MINUTES 26 FEBRUARY 2025
M Office of the Auditor General

Serving the Pubiic Interest

Report 17: 2023-24 | 31 May 2024
PERFORMANCE AUDIT

Local Government IT
Disaster Recovery Planning
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Office of the Auditor General

for Western Australia

Audit team:

Aloha Mormissey

Paul Tilbrook

Adam Dias

Lyndsay Fairclough

Information Systems Audit team

National Relay Service TTY: 133 677
(to assist people with hearing and voice impairment)

We can deliver this report in an aiternative format for
those with visual impairment.

© 2024 Office of the Auditor General Western Australia.
All nights reserved. If acknowledged, this material may be
reproduced in whole or in part.

ISSN: 2200-1913 (print)
ISSN: 2200-1921 (onfine)

The Office of the Auditor General acknowledges the traditional custodians throughout
Western Australia and their continuing connection to the land, waters and community. We
pay our respects to all members of the Aboriginal communities and their cultures, and to
Eiders both past and present.

Image credit shulterstock comPanya_photo
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WESTERN AUSTRALIAN AUDITOR GENERAL'S REPORT

Local Government IT Disaster Recovery
Planning

Report 17: 2023-24
31 May 2024
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THE PRESIDENT THE SPEAKER
LEGISLATIVE COUNCIL LEGISLATIVE ASSEMBLY

LOCAL GOVERNMENT IT DISASTER RECOVERY PLANNING

This report has been prepared for submission to Parliament under the provisions of sections
24 and 25 of the Audifor General Act 2006.

Performance audits are an integral part of my Office’s overall program of audit and
assurance for Parliament. They seek to provide Parliament and the people of WA with
assessments of the effectiveness and efficiency of public sector programs and activities, and
identify opportunities for improved performance.

This audit assessed whether six non-metropolitan local government entities of varying sizes
effectively plan and test their ability to recover their information technology systems following
a disaster.

| wish to acknowledge the entities’ staff for their cooperation with this audit.

/.

Caroline Spencer
Auditor General
31 May 2024
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Auditor General’s overview s

Local government entities, like other public sector organisations, rely
heavily on information technology (IT) systems to operate and deliver a
vast range of services to their communities. This makes it increasingly
important for all entities, regardless of their size, to have planned their
response to disruptions such as cyber aftacks and natural disasters.

My Office’s previous information systems audits have consistently found
issues with local government disaster recovery planning’. This audit was
an opportunity to delve a little deeper into entities’ preparedness. Encouragingly, all the
entities we audited were aware of the importance of disaster recovery planning to recover
their IT systems and most had developed plans. However, none were fully prepared.

Further, as all the entities we audited relied on third party vendors to manage and recover
their IT systems, it is important that vendor service agreements clearly define what is to be
delivered.

| encourage entities to use the better practice principles we have included in this report to
improve disaster recovery planning across the local government sector. Timely recovery of IT
systems after a disaster can reduce financial and reputational losses, and minimise delays in
delivering services to the public.

" Office of the Auditor General, Local Govermnment 2022-23 - information Systems Audt Results, OAG, 27 May 2024, accessed
28 May 2024

Local Government IT Disaster Recovery Planning | 5
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Executive summary

Introduction

This audit assessed whether six non-metropolitan local government entities of varying sizes
effectively plan and test their ability to recover their information technology (IT) systems
following a disaster.

We have anonymised findings throughout this report to not compromise the security and
continuity of systems and information at the entities. Detailed findings were provided to each
entity.

Background
Themare 147bw90vemmerxenubeanAmpmv‘dekeysemsmdfadmestoM

enwesdependtosomedegraeonﬁmmgﬁsyswms Thesesystunscanbeasrupted
by disasters such as damage to equipment, cyber attacks, fire or fiood. Any such disruption
may impact an entity’s ability to provide its services.

Entities can best prepare themselves to deal with the impact of a disaster on their systems
through the process of IT disaster recovery planning. Good planning should consider several
elements, including how and when the plan should be activated, who is responsible, and a
clear description of recovery procedures (Appendix 1). These steps are typically captured in
a disaster recovery plan (DRP). DRPs generally focus on major disruptions and are not
concerned with minor issues such as system glitches or brief losses of communications that
occur as part of normal day-to-day operations.

Conclusion

None of the audited entities were ready to recover their IT systems following a disaster as
they had not effectively planned or tested their DRPs. All acknowledged the importance of
disaster recovery planning and most had developed DRPs. However, only one DRP was
adequate and none had tested if their plans would work. Appropriate planning and testing
help reduce the likelihood of prolonged system outages that can disrupt business operations,
the delivery of services to the community, and be costly to fix.

All the audited entities used third party vendors to manage and recover their IT systems.
However, none had adequate service agreements in place. The agreements did not clearly
define entities’ recovery expectations or vendors’ obligations to prepare and test plans. In
one case, the entity did not have a formal arrangement in place and relied on a verbal
understanding. Clear and appropriate service agreements help ensure vendors understand
an entity's needs and will prepare for and respond to a disaster as expected.
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Findings

Entities did not appropriately document how they plan to
recover their IT systems

Most entities did not fully document how they will respond to a disaster. Five entities
developed DRPs, but only one of these included enough information to be effective. The
others were missing key elements, such as:

. roles and responsibilities
. when and how to activate the plan
. recovery objectives aligned to entity needs

. which business systems are most important, the associated IT systems and the order in
which they need to be restored

»  detailed recovery steps.

One entity did not document how it planned to recover its IT systems at all. Entities were
aware of the need to recover their IT systems and all had developed high-level business
continuity plans which included a requirement to recover IT systems. However, these plans
did not have enough detailed information to help manage IT disasters and fully recover key
systems. Disasters are inherently disruptive, stressful and unusual situations. If entities do
not have a clear, documented plan, they may not be able to respond effectively and restore
systems to provide needed services to the community.

Entities did not know if their plans would work as expected

The five entities with DRPs did not test if these plans would successfully recover IT systems
and information to meet business needs. As part of day-fo-day operations, all had restored
individual data files from their backups. However, they had not tested if full IT systems
recovery was possible or if recovered data was consistent across applications. Without
periodic testing of system recovery, entities cannot be confident their recovery plans and the
steps they contain are achievable, up-to-date and effective.

Entities did not determine the nature and frequency of the testing they needed. For example,
testing can range from deskiop exercises io the recovery of full systems and may include
part or all of the DRP (Figure 1). As testing comes at a cost, can be disruptive to entity
operations and can lead to accidental outages, entities need to determine the combination of
levels of testing most appropriate for their business.

Local Government IT Disasier Recovery Planning | 7
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Figure 1: Levels of disaster recovery testing
Service agreements with IT vendors were not adequate
Entities’ agreements with IT vendors were not detailed enough to deal with disasters. All the
entities relied on IT vendors to participate in disaster recovery planning and testing and to
respond in case of disasters. Five had service agreements in place but these were missing
all or some of the following:
. a clear description of the disaster recovery service required
. where the disaster recovery services are to be provided
. a description of the hardware required and delivery timeframes
. a clear requirement for the vendor to participate in disaster recovery planning
. how vendors are involved in testing (nature and frequency)
. timeframes for recovering from a disaster
. processes for monitoring, tracking and evaluating vendor performance
. recourse if expectations are not met.

: O for St and the \ational Electr C ISOIEC 27031.2011
nformation technology Securiy lochigues Gesghelines for information and communiCition lechnolooy readness for
busmess condewaty, 1SO, 2011
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One entity only had a verbal understanding with its IT vendor. In response to the audit, the
entity started developing a written agreement. If entities do not have clear and detailed
agreements with their vendors, there may be misunderstandings about the service to be
supplied. This could impact entities’ ability to prepare for a disaster and prolong the
restoration of IT systems after an event.

Case study 1: Inadequate service agreement could delay recovery

One entity had a single physical server running its IT systems. If a disaster damages this

server, the entity’s DRP requires the IT vendor to provide a replacement within 48 hours.

However, the agreement with the vendor did not include the 48-hour timeframe nor outline
hardware specifications for the replacement.

If the hardware requirements are not clearly stated, the vendor may not be able to deliver
appropriate equipment in the required timeframe. This may prolong the entity’s reliance on
manual processes and increase the time needed to enter the backlog of information after

restoration.

Local G mD R y Planning | 9
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Recommendations
The six audited local government entities should

1 assess their recovery requirements and appropriately document detailed disasier
recovery plans. Consideration should be given to key elements as outlined in
Appendix 1

2 periodically test their recovery plans, to verify that key IT systems and information can
be restored in line with entity expectations

3 review and update their IT vendor service agreements to include obligations for disaster
recovery planning, testing and response. Any recourse if services are not met should
also be documented

In accordance with section 7.12A of the Local Government Act 1995, the six audited local
government entities should prepare a report on any matters identified as significant to them
for submission to the Minister for Local Government within three months of this report being
tabled in Parliament, and within 14 days of submission publish it on their website

Response from the audited local government entities

Audited entities generally accepted the recommendations and confirmed that where
relevant, they have amended plans and procedures or will improve practices for effective
disaster recovery planning.

10 | Westemn Austrakan Audilor General
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Audit focus and scope

This audit assessed whether six non-metropolitan local government entities of varying sizes
across WA had effective plans to manage IT disruptions.

Qur criteria were:

. Are plans aligned to current business needs?

. Are plans tested to verify effectiveness and continuous improvements?

We visited each entity and:

. reviewed their policies and procedures for disaster recovery planning and testing
. examined other relevant documents and records

. conducted interviews with key staff.

This was an independent performance audit, conducted under section 18 of the Audifor
General Act 2006, in accordance with Australian Standard on Assurance Engagements
ASAE 3500 Performance Engagements. We complied with the independence and other
ethical requirements related to assurance engagements. Performance audits focus primarily
on the effective management including compliance with legislative and other requirements of
entity programs and activities. The approximate cost of undertaking the audit and reporting
was $230,000.

Local Government IT Disasier Recovery Planning | 11
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Appendix 1: Better practice principles - key
elements of IT disaster recovery plans

The table below shows key elements of a disaster recovery plan to help guide an effective
plan. These elements are not exhaustive and entities should assess their own needs as part
of their preparation.

Key elements Description

Purpose and scope The purpose and scope of the plan should be defined and agreed with
senior management. it should include:
« details and location of the main technology supporting the business
« an overview of the organisation and people that manage the
technology
* the security classification of systems
« the relationship of this plan to other business continuity, incident

'Rolcsand —Ciearydéheu\eposmms,mandﬂmmmmesb
responsibilities governance, incident escalation and IT disaster recovery. These should
have the appropniate skills and knowledge, or contractual arrangements in
place
Decision-making and spending authorities should also be cleartly
Contact details Contact details for all key external and internal stakeholders
| Plan activation | Clearly document the circumstances and timeframes that cause the plan to
be invoked.
Recovery Entities should assess the risks and effects a disaster will have to key IT
objectives systems. Plans should reflect the current business needs of the entity and
outline:

* critical business functions and their supporting IT systems. These
should be listed in order of importance
« recovery lime objectives (RTO) - the timeframes in which the IT
systems are to be recovered
e recovery point objectives (RPO) - the amount of data which can be
lost, measured in time.
Recovery A description of, or direction 10, recovery procedures for.
procedures * networks, servers, applications and databases
¢ securly systems
« data synchronisation within and between applications, including
potential procedures to handle a backiog of information
* data restoration
* handover of services 10 users.

Communication 'mmummmemmnmdmmwuy

plan stakeholders such as the public, enforcement authonties and other

| vgwelmnerndepmm. )

Document control Ptans should include clear approvals, version control and where the plan

Testing Plans need to be tested to ensure they can recover IT systems and will
work as expected.

They should detail the intended frequency, nature and scope of testing.
i “Source: OAG based on ISONEC 270312011°

o E SCMIED 270312011
§ Ornga for and the Intemational Elec C SOIEC 270312011
informalion fechnoiogy Securily lectwigues Gesdalines for information gng comemuniCation lechnology readiness for

53 coodnaty, IS0, 2011
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Auditor General’'s 2023-24 reports

Number Title Date tabled
7 Local Government IT Disaster Recovery Planning 31 May 2024
18 I.éc;ilngovernmem 2022-23 - Information Systems Audit 27 May 2024
15 . Government Campaign Advertising 15 May 2024
14 | State Government 2022-23 - Information Systems Audit 12 Apnil 2024

Provision of Supplementary Information to the Standing
13 Committee on Estimates and Financial Operations - 5 April 2024
Opinions on Ministerial Motifications

12 D&?LI:I Identity and Access Management — Betier Practice 28 March 2024
1 Funding for Community Sport and Recreation 21 March 2024
10 State Government 2022-23 - Financial Audit Results 20 December 2023
9 gn;l;g:ntaﬂon of the Essential Eight Cyber Security & December 2023
B Electricity Generation and Retail Corporation (Synergy) B November 2023
T Management of the Road Trauma Trust Account 17 October 2023
(-] 2023 Transparency Repori: Major Projecis 2 Ociober 2023
5 Triple Zero 22 September 2023
4 Staff Exit Controls for Government Trading Enterprises 13 September 2023
3 Local Government 2021-22 - Financial Audit Results 23 August 2023
2 Electricity Generation and Retail Corporation (Synergy) 9 August 2023
1 Requisitioning of COVID-19 Hotels 9 August 2023
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THE PRESIDENT THE SPEAKER
LEGISLATIVE COUNCIL LEGISLATIVE ASSEMBLY

LOCAL GOVERNMENT MANAGEMENT OF PURCHASING CARDS

This report has been prepared for submission to Parliament under the provisions of sections
24 and 25 of the Auditor General Act 2006.

Performance audits are an integral part of my Office’s overall program of audit and
assurance for Parliament. They seek to provide Parliament and the people of WA with
assessments of the effectiveness and efficiency of public sector programs and activities, and
identify opportunities for improved performance.

This audit assessed whether three regional local government entities effectively managed
the issue, use and cancellation of purchasing cards.

| wish to acknowledge the entities” staff for their cooperation with this audit.

Dy

Caroline Spencer
Auditor General
12 June 2024
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Auditor General’s overview

Purchasing cards offer benefits for local government entities by
streamlining purchasing activities. However, these benefits come with the
risk of misuse and loss of public money if the purchasing cards are not
effectively managed.

In this audit, we looked at the management of purchasing cards at three
regional entities. While we found poor management of some important

controls, we did not find clear evidence that cardholders misused public
money, in part because the entities did not have policy guidance to underpin allowable and
reasonable use.

This audit follows on from our 2018 audit of local government entities’ use of credit cards’,
which found generally satisfactory controis but noted shortcomings of varying significance in
policies and procedures. In addition, our Local Government 2021-22 - Financial Audit
Resuits® report found 20 entities with credit card anomalies.

For a more comprehensive review of purchasing cards, this audit looked beyond the use of
credit cards and included other cards such as store cards. In reviewing each entity’s controls,
we did not apply a ‘one size fits all’ approach as the diversity of the seclor means some very
small entities, with few cardholders, may not need the same controls as larger entities with
more cardholders.

| encourage the sector to use our better practice guidance in Appendix 1 - it contains
considerations to help mitigate the risks associated with the use of purchasing cards and for
creating an effective control environment.

| thank the staff at each audited entity for their cooperation and assistance in completing this
work, and strongly encourage all local government entities to assess their own policies and
management of purchasing cards against the focus areas of this audit.

' Office of the Auditor eral, Controls Over Comporate Cregit Cards, OAG website. 9 May 2018

 Office of the Audtor Loza! Government 2021-22 Financial Audlt Resuts, OAG website, 23 August 2023.
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Executive summary

Introduction

The audit assessed whether three regional local government entities (City of Albany, City of
Kalgoorlie-Boulder and Shire of Murchison) effectively managed the issue, use and
cancellation of purchasing cards. We last audited this topic in the local government sector in
2018°.

In conducting the audit, we considered the requirements of the Local Government Act 1995
(LG Act) and associated regulations, guidelines issued by the Department of Local
Government, Sport and Cultural Industries (DLGSC) and our better practice guidance in
Appendix 1.

Background

Purchasing cards represent an approved line of credit and are a well-established par of
modern purchasing systems. They include corporate credit cards, store cards®, fuel cards
and taxi cards. These cards provide entities with a cost effective, convenient and timely way
to pay for goods and services of low value.

Local government entities need to have effective conirols, appropriate to their size and risk,
to prevent and detect inadvertent or deliberate misuse of their purchasing cards and meet
their legislated responsibilities around the allocation of finances. This includes being able to
demonstrate that purchases meet a business need and meet the expectations of ralepayers
in the responsible use of public money. Improper, wasteful or unauthorised purchases that
are not identified and resolved can result in financial loss 1o the entity.

The Local Government Act 1995 (LG Act) and associated regulations require:

. entities to develop procedures for the payment of accounts to ensure there is effective
security for, and properly authorised use of purchasing cardsS.

«  the CEO to keep proper accounts and records in accordance with regulations®

. the council to oversee allocation of the local government’s finances and resources and
determine policies”

. entities to provide information about each purchasing card transaction in a payment
listing to council and in council minutes to increase transparency, accountability and
council oversight of incidental spending®.

An effective control environment for purchasing cards should include:

. controls to prevent misuse and errors. These controls establish requirements up-front,
and before a purchase is made. Examples include clear policies and procedures,

! Difice of the Auditor General, Confrols Over Comporate Credt Cargs, OAG website, 9 May 2018

*Ausiralian Securities and Invesimenis C: 1, glore card, bk gov.au, nd., 29 April 2024.

% Local Governments (Financial ment) A 1996, 1 11(1)a

¥ | peal Govarnmant Act 1995 saction &6 5(a).
" Local Govemment Act 1895 sections 2 T(Z)(a) and (b)
* Local Governmeni (Financial Managemeni) Reguilaiions 1966, regulaiion 134 iook efiect from 1 Sepiember 2023

& | Wesiemn Australian Auditor General
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delegations to purchase, preset card limits and appropriate card authorisation and
destruction processes.

. controls 1o detect errors and misuse after a purchase is made. These include
processes to review and approve purchases, and the monitoring, reporting and
oversight of card use.

Figure 1 provides an overview of the key components of purchasing card management,
highlighting the controls we assessed during the audit and our better practice guidance

(Appendix 1).
- \
' X o i g N
= = =
Issue Use Canceliation
» .Mmm .mewm-\ ‘mmard!o -
operational need a timely manner- acministrator
cardholder has financial @ ensure purchase is destroy phys«cal
.mbgnon for authorised use . e
.mm.mwm @ spend within card limits .Mmm
o application form and financial delegations E o
.wm:qm @ attach appropnate
agreement supporting
estabiish card imas documentation
and restnctions. @ identify and recover
personal use
- 2N ¥ Ak J
1 A
Oversight, monitoring and reporting
.mmmmmm .mmmmmm
Source: OAG

Figure 1: Overview of the key components in purchasing card management and controls

The DLGSC provides the sector with broad guidance on the management of purchasing
cards and changes in legislation through accounting and operational guidelines, circulars,
alert bulletins and monthly webinars.

Local Government Management of Purchasing Cards | 7
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Conclusion

The three audited entities had varying controls in place to manage the issue, use and
cancellation of their purchasing cards, but weak implementation and control gaps meant their
controls were only partly effective.

Appropriately, the entities only issued cards to staff who had delegations to purchase and
cardholders generally provided receipts 10 support their purchases. These controls help
entities to meet their legislated responsibilities and ralepayers’ expectations around the
responsible use of public money.

However, we found gaps and weaknesses in all areas of purchasing card management that
increase the likefihood of cards being inadvertently or deliberately misused, which can cause
loss of public money:

. There was inadequate policy guidance on what each entity considered was allowable
and reasonable expenditure on such things as travel, accommodation, food and drink.
In addition, purchases were not always adequately reviewed and approved in a timely

manner.

. The operational need for a purchasing card was not always established, cardholder
obligations and responsibilities were not made clear, and cards were not prompily
returned and desiroyed when no longer needed.

. A lack of oversight and monitoring of control effectiveness meant entities were missing
opportunities to identify and promptly address the risks of card misuse and financial
loss.

Although our audit found poor management of some important controls relating to purchasing

cards, our transaction sample testing did not find clear evidence that cardholders misused

public money, in part because the audited entities had no policy guidance on what is
allowable and reasonable card use and expenditure.

8 | Wesiemn Ausiralian Auditor General
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Findings

Controls over the use of purchasing cards were partly
effective

We found cardholders generally provided receipts for their purchases and had appropriate
delegations to purchase. However, we identified control weaknesses of varying significance
across the three audited entities which increased the likelihood of unreasonabie or
unauthorised purchases. Detailed findings were provided to each of the audited entities.

Entities need to develop clear policy guidance on what is allowable and reasonable business
expenditure, regardiess of the payment mechanism, and improve card expenditure review
and approval processes 10 prevent and detect inadvertent or deliberate misuse.

The three entities varied in the number of cards issued and the number of purchases over
the audit period (Figure 2). All were using their purchasing cards to make low value
purchases with most transactions being for items less than $500.

$341,635

an vave

=)
P @

1 170 $32,724
card varsactons transactons value

Source: OAG based on information provided by each entity
* City of Albany: 5 credit cards (1,018 transactions and $318,543) and 24 store cards (347
transactions and $23,092)
** City of Kaigoorfie-Boulder: 30 credit cards (4,434 transactions and $759,181) and 2 store cards (122
transactions and $10,426).

Figure 2: Key purchasing card statistics for 1 November 2022 to 31 December 2023

Our analysis found card purchases generally fell into the following categories:

. general retail (e.g. industrial and construction supplies, hardware and equipment, and
office supplies and printing)

Local Government Management of Purchasing Cards | §
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. travel and accommodation

. food and drink purchases

. government services (e.g. postal services, licenses, registrations and permits)
. information technology and digital goods

. training and development

. vehicle fuel, parts and services

e  others

We further analysed credit card purchases, which made up most of the purchases over the
audit period.* Fi_gure 3 shows the percentage spend and the number of purchases in each
category by entity.

v -
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Source: OAG based on credit card information provided by each entity
Figure 3: Purchase categories for 1 November 2022 to 31 December 2023

* Crodit caed purchases were allocated using stancard merchant information. Siore card purchases were not analysed as
marchant calegones were not readdy avalable
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Inadequate policy guidance on allowable and reasonable business use

None of the three audited entities had adequate policy guidance for staff on what they
considered was allowable and reasonable business expenditure. The entities regularly
purchased air fares, accommodation and food and drink'® (including alcohol) in the absence
of any guidance around what was allowable and reasonabile.

Policies are an important preventive control designed to assist staff in their decisions prior to
them making a purchase and reduce instances of unreasonable and excessive spending.
The community has a right to expect that public money will be spent carefully and only for
legitimate business purposes. The following case study provides examples of purchases we
identified where, in the absence of clear policy guidance, we queried if the spending was
reasonable.

Case study 1: Reasonableness of business use
Air travel
. One entity spent $6,302 for its CEO to fly business class interstate. The entity's

current policy only allows business class air fares for elected members and there is
no policy to guide allowable and reasonable expenditure on staff air travel.

Food and drink

. An entity purchased alcohol including 24 bottles of wine, 12 bottles of champagne
and 15 cartons of beer and cider ($1,290) and dessert ($900) for a ‘staff celebration’.

«  An entity spent $726 on ‘reward and recognition catering' that included $394 for
alcohol and beverages (including five bottles of wine) and $332 for food.

. An entity paid $260 for food for a workshop. The approved receipt detailed the
purchase of ‘raw oysters'.

Supporting documentation did not show who and how many people attended, or the
business purpose of the events, so the necessity and reasonableness of expenditure could
not be clearly demonstrated.

We also found that none of the entities had documented processes or timeframes to recover
money when cards were used 1o pay for personal items. Corporate purchasing cards should
not be used to purchase personal items under any circumstances, even when the cardholder
plans to reimburse the entity. If purchases cannot be clearly spiit into personal and business
components at the time of purchase, a better approach is 10 pay with a personal account and
then seek a reimbursement from the entity for the business component.

Entities need to have processes in place to promptly recover the cost of personal purchases
to prevent loss of public money.

Case study 2 highlights examples where a purchasing card was used for personal use and
an entity failed to promptly recover the money:

* DLGSC Operational Guideline, Use of Corporate Credit Cards, requires local gor enttes 10 strict guidelines
for expenditure on entenanment.

Local Government Management of Purchasing Cards | 11
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Case study 2: Personal use

An entity used a purchasing card to pay for the air travel of a staff member’s partner who
was not travelling in a business capacity. There was a considerable lapse of time (118
days after the transaction) before repayment of the partner’s travel costs.

Inadequate review and approval of purchases

The audited entities did not always adequately review and approve purchasing card
transactions. We identified:

. none of the entities complied with their own policy and procedures on the review and
approval of purchases. For example, staff who were not authorised were approving
purchases and purchases were not reviewed within specified timeframes

. CEO purchases approved by a Mayor despite Mayors' having no established
administrative authority (City of Albany)

. purchases were approved by a subordinate of the cardholder (City of Kalgoorlie-
Boulder).

To ensure expenditure represents allowable and reasonable business use, a direct
manager'’ who is aware of the cardholder’s role and purchasing requirements should
conduct a timely review and approval of the purchases. This reduces the likelihood of
unreasonable, inappropriate or unauthorised transactions going undetected.

We also found:

. card sharing while the cardholder was absent from the office (Shire of Murchison). This
increases the likelihood of unauthorised or fraudulent purchases and makes it difficult
to identify the purchaser

. collection of personal reward scheme points on business purchases that were not
identified nor reported as part of the approval process (City of Albany and City of
Kalgoorlie-Boulder). A risk exists with reward schemes that cardholders may make
purchases through a particular supplier to gain a personal advantage.

The following case study is an example of approval timeframes set in the entity’s policy and
procedures that were not met.
Case study 3: Management approval exceeded timeframes

One entity’s corporate policy and procedures require all purchases to be approved by a
supervisor/manager within specified timeframes.

We found significant delays in the approval of card purchases during our audit.
. 63% were approved outside of the policy timeframes and included:

o  Asignificant number of purchases that were only approved in December 2023,
after we initiated our audit, through three bulk approval actions. Some of these
were for purchases spanning back 10 months to March 2023. The bulk
approvals suggest very little actual scrutiny of necessity and reasonableness of
expenditure.

" in the case of the CEQ, the chiel finance oficer (or equivalent) or a suitably senior stafi memiber
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o  Significant delays in approval with delays of up to 218 days.
Entities need to promptly review and approve purchases io ensure the expenditure
represents allowable and reasonable business use and to detect inadvertent and
deliberate misuse.

Controls over the issue and cancellation of cards were
partly effective and require improvement

The three audited entities’ management of the issue and cancellation of purchasing cards
were only partly effective. New cardholders had the necessary financial delegations to
purchase, and purchasing card policies were made available to cardholders. However, we
identified the following control weaknesses:

. policies and procedures were missing key elements including an application process o
approve eligibility and need for a card, and a cardholder agreement form outlining
cardholder legal obligations and responsibilities (Shire of Murchison and City of
Kalgoorlie-Boulder)

. no management approval of applications to ensure cards are issued to approved staff
and spending limits are based on operational need (City of Albany)

. delays of around one and two months in cancelling cards when staff exit the entity (City
of Kalgoorlie-Boulder and City of Albany) which can lead to continued card use and
unnecessary card administration fees

. purchasing card registers were missing key information such as an acknowledgement
of card return and date of card destruction (City of Albany and City of Kalgooriie-
Boulder).

There is an increased likelihood of inadvertent or deliberate misuse and financial loss to
entities when cards are not appropriately issued and cancelled.

Lack of appropriate oversight of purchasing card controls

Payment listings provided by the three audited entities to their councils generally met
legislated requirements. However, we identified instances where the included descriptions
were vague or inaccurate and could have better identified the expenditure to facilitate proper
scrutiny.

None of the audited entities had appropriate management oversight of purchasing card
control effectiveness. The entities informed us card administrators and line managers did not
monitor controls to issue, use and cancel cards or report on shortcomings to management.
Regular monitoring would assist entities to identify control gaps and address weaknesses in
a timely manner. We noted during the audit that the City of Kalgoorlie-Boulder does have
some insight into control effectiveness, but this is limited as it only reviews one month's card
use by one randomly selected cardholder as part of its monthly executive meetings.

Case study 4 provides examples that illustrate the need for management oversight over
control effectiveness. Our better practice guidance in Appendix 1 provides entities with a
range of oversight activilies to consider.
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Case study 4: Lack of management oversight

We found the following examples where a lack of management oversight limited entities’

ability to identify and improve controls:

. Several ‘top-up’ payments were made in the monthly card statement period as
cardholders exceeded their monthly limits. Regular monitoring and reporting may
have identified a need to reassess card limits based on operational need.
Transactions may be declined and service delivery disrupted when credit limits are
exceeded.

. A staff member had stored their entity’s card information in a personal online
accommodation account, resulting in personal use. The entity recovered the money
but did not consider if control improvements were needed 1o prevent further
OCCurmences.

We found the audited entities had reviewed their financial management systems and
procedures at least every three years as required by legislation's. While these included a
limited review of purchasing card procedures, they did not provide ongoing confirmation that
purchasing card controls are appropriate or effective. Oversight should be enhanced by other
regular monitoring and reporting activities.

“ Local Governmeni (Financial Managemeni) Regulations. 1996, reguiation 5{Z)c.
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Recommendations

The three audited entities, as relevant, should:

1

develop and implement clear policy guidance for staff on what is allowable and
reasonable business use expenditure on items such as travel and food and drink

hawve suitable controls in place to manage the issue and timely cancellation of
purchasing cards

review and approve purchasing card transactions in a timely manner

keep proper records of the review and approvals of purchasing card transactions and
card cancellations

include sufficient accurate detail in council papers to allow purchasing card expenditure
1o be appropriately scrutinised

regularly monitor and report on purchasing card controls to allow management to
oversee usage and control effectiveness. The results of reviews should be documented
and retained

In accordance with section 7.12A of the Local Government Act 1995, the three audited local
government entities should prepare a report on any matters identified as significant to them
for submission to the Minister for Local Government within three months of this report being
tabled in Parliament, and within 14 days of submission publish it on their website.
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