COUNCIL BRIEFING AGENDA 18 JULY 2023

8.2 REPORT AND MINUTES OF THE AUDIT COMMITTEE MEETING HELD ON 29 JUNE 2023

Attachments: 1. Audit Committee Minutes - 29 June 2023
2. Audit Log Attachments - Confidential

RECOMMENDATION:
That Council:

1. RECEIVES the minutes of the Audit Committee Meeting of 29 June 2023, as at Attachment 1;
and

2. ENDORSES the remaining recommendations contained within the Audit Committee minutes of
29 June 2023.

PURPOSE OF REPORT:

To report to Council the proceedings of the Audit Committee at its meeting held on 29 June 2023 in
accordance with clause 2.21(1) of the City’s Meeting Procedures Local Law 2008.

BACKGROUND:

The City’s Audit Committee is a statutory committee of Council, established in accordance with Section 7.1A
of the Local Government Act 1995. The role of the Audit Committee is to provide independent advice and
assurance to Council over the City’s risk management, internal controls, legislative compliance and financial
management.

The Audit Committee meets approximately every two months and comprises of up to three external
independent members (one of which is the Audit Committee Chair) and four Elected Members.

DETAILS:

The meeting agenda was managed by the Chairperson to accommodate external presenters in attendance
and staff.

It was suggested that in future we do not schedule a meeting at the end of June due to this being the end of
financial year and some members are unable to attend. Meeting should be scheduled in July instead.

6.1 Internal Audit Report — Update Year One

Representatives from Paxton attended to discuss the results of the Internal Audit. The Committee requested
that the wording in the audit report be changed from Management Comment to Action Plan, and be updated
to include with details of how the issues will be remedied, specifying accountable officers and timeframes.
Actions to be included in the Audit Log.

Two amendments were proposed:

1. Requested that the current strategic project portfolio be assessed against each of the findings in
these reports and commentary be provided to the Audit Committee as to how findings are being
addressed in each individual project.

2. Defer consideration of remaining year 2 audit programs to December 2023.

6.2 Interim Financial Audit Results for the year ending 30 June 2023

Discussion took place around the interim financial audit results.
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6.3 Review of the City’s Corporate Risk Register

Discussion took place around the Risk Register and Mr Araj suggested improvements to how risk information
is presented to the Committee and would provide a template to the Chief Audit Executive for consideration.

6.4 Fraud and Corruption Prevention Plan - Annual Review

Discussion took place around the Fraud and Corruption Prevention Plan and an amendment was proposed
that Administration provides quarterly updates on the Fraud Management Plan 2023 — Action Log.

6.5 Audit Committee — Forward Agenda 2023
Discussion took place around the forward agenda, and the Committee requested feedback from all audit
reports, as well as project management reporting, and an internal audit draft charter be presented to the

August 2023 Audit Committee meeting.

It was also suggested that all the Internal Audit Activities on the forward agenda for 10 August 2023 should
be deferred to the last meeting of 2023.

6.6 Review of the City's Audit Log

Discussion took place on the Audit Log and the Executive Manager Human Resources confirmed
that there is a credible pathway for closure of the Manual Timesheet item on the Audit Log.

7. General Business

A response to the question on the budget opening surplus variance asked at the May 2023 meeting was
included.

The Audit Committee requested that the CEO provide an update on the Organisation Structure in relation to
the responsibilities of each directorate.

CONSULTATION/ADVERTISING:
Nil.
LEGAL/POLICY:

Clause 2.21 of the City’s Meeting Procedures Local Law 2008 states that the reports and minutes of a
Committee meeting are to be provided to Council.

The Audit Committee Terms of Reference govern the functions, powers and membership of the Audit
Committee.

RISK MANAGEMENT IMPLICATIONS:

Low: It is low risk for Council to consider the report and minutes of the Audit Committee meeting on 29 June
2023.

STRATEGIC IMPLICATIONS:
This is in keeping with the City’s Strategic Community Plan 2018-2028:

Innovative and Accountable

Our resources and assets are planned and managed in an efficient and sustainable manner.

We are open and accountable to an engaged community.
FINANCIAL/BUDGET IMPLICATIONS:

Nil.
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AUDIT COMMITTEE MINUTES 29 JUNE 2023

MINUTES OF CITY OF VINCENT
AUDIT COMMITTEE
HELD AS E-MEETING AND ADMINISTRATION AND CIVIC CENTRE
244 VINCENT STREET, LEEDERVILLE
ON THURSDAY, 29 JUNE 2023 AT 4.00PM

PRESENT: Mr Conley Manifis Independent External Member {Chair)
Cr Ashley Wallace South Ward
Cr Susan Gontaszewski South Ward
Mr Olaf Goy Independent External Member
Mr George Araj Independent External Member
IN ATTENDANCE: Peter Varris Executive Director Infrastructure &
Environment
Rhys Taylor Chief Financial Officer (Left at 5.40pm
after Item 6.2)
Peter Ferguson Executive Manager Information &

Communication Technology (left at
5.22pm after Item 6.6)

Main Bhuiyan Financial Controller (electronically)
Left at 5.40pm after Item 6.2)

Nathan Stokes Executive Manager Human Resources
Left at 5.30pm after Item 6.6)

Jeremy Chalmers Coordinator Procurement & Contracts
(Left at 5.19pm after Item 6.1)

Joslin Colli Chief Audit Executive

Wendy Barnard Council Liaison Officer

Cameron Palassis Paxton — Internal Auditor (electronically)

(Joined at 4.20pm, Item 6.1 only)

1 IN CAMERA SESSION

At 4:01pm the Presiding Member, Conley Manifis, ruled that the in camera session comprising Committee
Members and the Chief Audit Executive would be held first.

All officers (with the exception of the Chief Audit Executive) left the meeting.

At 4.19pm the meeting was reopened and the other attendees joined the meeting.

2 INTRODUCTION AND WELCOME

The Presiding Member, Conley Manifis, declared the meeting open at 4.20pm and read the following
Acknowledgement of Country statement:

“The City of Vincent would like to acknowledge the Traditional Owners of the land, the Whadjuk pecople of the
Moongar nation and pay our respects to Elders past, present and emerging’.

3 APOLOGIES /| MEMBERS ON APPROVED LEAVE OF ABSENCE

Cr loppolo was an apology for this meeling.
Cr Alexander was an apology for this meeling.

NOTE: The Presiding Member suggested that in future the meeting is held in July, as June is end of
financial year and some members are unable to attend.

Page 3
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AUDIT COMMITTEE MINUTES 29 JUNE 2023

4 DECLARATIONS OF INTEREST

Conley Manifis declared an impartiality interest. The extent of his interest is that his company is
contracted by the Office of the Audilor General to complete external audits.

5 CONFIRMATION OF MINUTES

COMMITTEE DECISION

Moved: Mr Goy, Seconded: Cr Gontaszewski

That the minutes of the Audit Committee held on 4 May 2023 be confirmed.

CARRIED (5-0})
For: Mr Manifis, Cr Wallace, Cr Gontaszewski, Mr Goy and Mr Araj
Against:  Nil
(Cr Alexander was an apology for the Meeting.)
(Cr loppolo was an apology for the Meeting.)
Page 4
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AUDIT COMMITTEE MINUTES 29 JUNE 2023

6 BUSINESS ARISING

6.1 INTERNAL AUDIT REPORT UPDATE YEAR ONE

Attachments: 1. Beatty Park Project Audit Report - Confidential
2. Procurement and Contract Management Audit Report - Confidential
3. Internal Audit Program 2022/23-2024/25 (marked up) - Confidential
4, Internal Audit Implementation Timetable Y2 & Y3 (revised) - Confidential

RECOMMENDATION:
That the Audit Committee recommends to Council that it:

1. RECEIVES the Beatty Park Project Audit Report at Attachment 1, and Procurement and
Contract Management Audit Report at Attachment 2;

2. ENDORSE the management comments provided by Administration which are included in the
Audit Reports at Attachment 1 and 2;

3. NOTES that:

3.1 the findings and any actions arising from the internal audits will be included in the City's
audit log until such time as they are completed; and

3.2  any new or emerging corporate risks, identified as a result of the internal audit findings,
will be documented, assessed and managed through the City's Risk Management
Framework; and

4, DEFERS consideration of remaining Year 2 and Year 3 audit programs, at Attachments 3 and 4.
until the scope of audits for Regulation 17 review have been determined.

Moved: Cr Gontaszewski, Seconded: Mr Araj
That the recommendation be adopted.

The Presiding Member invited Internal Auditor Cameron Palassis of Paxton to address the Committee in
respect to the Internal Audit findings and adquacy of Management comment and response.

Mr Palassis provided an overview of the Audits and responded to questions from the Committee.

Mr Palassis of Paxton left the meeting at 4.31pm and did not return.

NOTE: Mr Araj requested that the wording in the audit report be changed from Management Comment to
Action Plan, and be updated to include details of how the issues will be remedied, specifying accountable

officers and timeframes. Actions to be included in the Audit Log.

The Presiding Member invited the Executive Director Infrastructure and Environment Mr Varris to provide an
overview of Management's response to the Internal Audits and progress to date in maturity development.

Mr Varris provided an overview of progress and improvements undertaken and planned in project
management, procurement and contract management.
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AUDIT COMMITTEE MINUTES 29 JUNE 2023

AMENDMENT 1

Moved: Cr Gontaszewski, Seconded: Mr Araj

That an additional recommendation be included as follows:

5. REQUESTS that the current strategic project portfolio be assessed against each of the findings
in these reports and commentary be provided to the Audit Committee as to how findings are
being addressed in each individual project.

AMENDMENT CARRIED (5-0)

For: Mr Manifis, Cr Wallace, Cr Gontaszewski, Mr Goy and Mr Araj
Against:  Nil

(Cr Alexander was an apology for the Meeting.)

(Cr loppolo was an apology for the Meeting.)

AMENDMENT 2

Moved: Cr Gontaszewski, Seconded: Cr Wallace

That point 4 of the recommendation be amended as follows:

4, DEFERS consideration of remaining Year 2 until December 2023 and DEFERS Year 3 audit
programs, at Attachments 3 and 4.

AMENDMENT CARRIED (5-0)
For: Mr Manifis, Cr Wallace, Cr Gontaszewski, Mr Goy and Mr Araj

Against: Nl
(Cr Alexander was an apology for the Meeting.)

(Cr loppolo was an apology for the Meeting.)
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AUDIT COMMITTEE MINUTES 29 JUNE 2023

COMMITTEE DECISION ITEM 6.1

That the Audit Committee recommends to Council that it:

1. RECEIVES the Beatty Park Project Audit Report at Attachment 1, and Procurement and
Contract Management Audit Report at Attachment 2;

2. ENDORSE the management comments provided by Administration which are included in the
Audit Reports at Attachment 1 and 2;

3. NOTES that:

3.1 the findings and any actions arising from the internal audits will be included in the City's
audit log until such time as they are completed; and

3.2 any new or emerging corporate risks, identified as a result of the internal audit findings,
will be documented, assessed and managed through the City’s Risk Management
Framework; and

4, DEFERS consideration of remaining Year 2 until December 2023 and DEFERS Year 3 audit
programs, at Attachments 3 and 4.

5. REQUESTS that the current strategic project portfolio be assessed against each of the findings
in these reports and commentary be provided to the Audit Committee as to how findings are
being addressed in each individual project.

CARRIED (5-0
For: Mr Manifis, Cr Wallace, Cr Gontaszewski, Mr Goy and Mr Araj
Against:  Nil
(Cr Alexander was an apology for the Meeting.)

(Cr loppolo was an apology for the Meeting.)

NOTE: Cr Gontaszewski requested that if the CEQ is unable to attend these meetings in future he arranges
for the acting CEO to attend in his place or seek to rearrange the meeting date.

NOTE: Request Paxon review Item 5.3 on page 11 of the report: A report of purchase orders entered after

the invoice date for the period 01/07/2021 to 30/06/2022 identified, to clarify if it refers to total
Purchase Orders for the period or is it actually specifically PO raised after the invoice.

Coordinator Procurement and Contracts left the meeting at 5.18 and did not return.
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AUDIT COMMITTEE MINUTES 29 JUNE 2023

6.6 REVIEW OF THE CITY'S AUDIT LOG

Attachments: 1. Audit Log as at 19 June 2023
2. Audit Log as at 19 June 2023 - Confidential

RECOMMENDATION:
That the Audit Committee recommends to Council that it:
1. NOTES the status of the City's Audit Log at Attachment 1; and

2. APPROVES proposed completion dates as specified at Attachment 1.

COMMITTEE DECISION ITEM 6.6

Moved: Mr Araj, Seconded: Cr Wallace
That the recommendation be adopted.
CARRIED (5-0)
For: Mr Manifis, Cr Wallace, Cr Gontaszewski, Mr Goy and Mr Araj
Against:  Nil
(Cr Alexander was an apology for the Meeting.)

(Cr loppolo was an apology for the Meeting.)

Executive Manager Information Technology and Communications left at 5.22pm and did not return.

NOTE: Executive Manager Human Resources confirmed that there is a credible pathway for closure of the
Manual Timesheet itern on the Audit Log.

Executive Manager Human Resources left the meeting at 5.30pm and did not return.
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AUDIT COMMITTEE MINUTES

29 JUNE 2023

AUDIT LOG

Contents
Stanton Reg 5 & 17 Review

EA:2020/12 (8) Manual Timesheet
Office of the Auditor Financial Audit for 2021/22
EA: 2022/12 (1) Fair value of Infrastructure Assets — Frequency of Valuations

EA

2022/12 (8) Corporate Executive — Terms Of Reference Review

ITEMS OUTSTANDING FROM PRIOR AUDITS

EA:

EA
EA
EA
EA

2022112 (13) Vulnerability MAanagement.................ccccceveeevvemesmressssssmrmssssassssssssssssessssnsssssssssmssssssass

2022112 (14) Classification Of Information ......_...........ooooiiiiiiiiiiiiennnn.
2022/12 (15) Finance And Payroll System Event Monitofing..............c.c....
2022/12 (17) Business Continuity Plan — Testing ...
2022/12 (20) Data Centre Management.......

Office of the Auditor General Financial Audit for 2022/23

EA
EA

2022/01 Rates Receivable Reconciliations
2022/02 Bank Reconciliations

SC2566 - D19/147633

= O W o~ =\t ok B oW K

P
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s

Summary of open Confidential items (D21/61059)

EA: 2022/12 (9) Remote Access Controls

Page 1
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COUNCIL BRIEFING

18 JULY 2023

AUDIT COMMITTEE MINUTES

29 JUNE 2023

AUDIT LOG

Audit Details

Stanton Reg 5 & 17 Review

SC2566 - D19/147633

Action

Approved
Compietion
Date

Page 2

Status

Proposed
Compietion Date

Iltem 6.6- Attachment 1

Page 10

Item 8.2- Attachment 1

Page 12



COUNCIL BRIEFING

18 JULY 2023

AUDIT COMMITTEE MINUTES

29 JUNE 2023

AUDIT LOG

EA 2020712 (8) Manual Timasheet
Stanton Reg 5 & 17 Review - Manual Timesheet

Finding
The City uses manual timesheets, predominately for those employees

who work in the depot and recreational leisure centre.
Recommendation

The use of manual timesheets should be eliminated, it is worth noting that
the City has already noted this as a finding within their own audit log.

Recommendation
Risk Rating (prior to controils)
Mocerate

Responsible Officer:
Executive Manager Human Resources and Executive Manager
Information and Communication Technology

SC2566 - D19/147633

Management Comment

The City requires a robust onfine time-sheeting
system which is it for purpose of a casual
workforce (i.e. Beatty Park) that is flexible,
easy lo use and aligned (o the relevan! cost
centres and employment

Administration has determined that Civica’s
oniine time-sheeting module will be suitable for
the City. The module however can only be
implemented once work orders are activated
as part of the Chart of Accounts project
scheduled for compiletion in July 2021. Online
time-sheeting will have a mobile option as well.
The scoping of this project will be requested to
commence in March next year with
implementation in December 2021

December 2021

Page 3
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Partially completed Beatty Park are now partially using mobde  Masch 2022

apphcation for rostering and ime-sheeting. Further roliout
subject to Beatty Park change management resourcing

in progress: for Depot staff with mobile application AND job
costing requirements for ime-sheeting, two solutions are being
1. The City will heip Civica test their new mobile time-
sheeting (currently in development) in early 2022.
2. A CRM-based approach where jobs are electronically
work-flowed 10 staff who can then update and complete
the job using a mobile application.

March 2022

No further progress. Resources have not been avaiable 1o
progress the Beatty Park roll-out; Civica have not completed
their new mobile time-sheet. CRM project in early phases.

May 2022
No update

July 2022

Ongoing HR team challenges have impacted attempts to

resource this initiative. The HRAT plan is now 1o:

1. Prepare a change management plan in November &
December

2. Implement in January & February 2023

November 2022

In line with WA Government annour it (1st No D
2022) that all WA Local Governments will transition to the
State IR Legisiation effective 1st January 2023, the City is now
procuring a timesheet solution 10 meet legisiative
requirements. An electronic system will initially be rolled out to
admunistrative staff, followed by transition of other teams using
manual imesheets (Rangers, Depot field staff, Beatty Park)
The City is aiming for go-live in January 2023.

February 2023

Go-live delayed while extensive lesting continues 10 ensure
smooth roliout to staff and future application to field-based staff.
Final technical changes being made for late February 2023
release.

April 2023

Timesheet functionality considered 100 basic for effective go-

kve. Additional functionality requires Payroll integration works

o ensure workflow approvals, flexi leave management and job
costing details for field stafl. HR progressing this work

June 2023 - Payroll & Timesheet project key dates
established

9" Octlober testing (2 pay cycies end-to-end)

1¥ November "go / no go” meeting based on lesting results
6™ November go live

21% November ~ first pay-run

Timing risks: OAG finance/payroll audit, key payroll staff
availability (eg: unexpected heaith issue)

Fabrsany 2024

Ry fd D
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COUNCIL BRIEFING

18 JULY 2023

AUDIT COMMITTEE MINUTES 29 JUNE 2023
N
Y
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Audit Details Action Approved Completion Date Status Proposed Completion
Date
Office of the Auditor Financial Audit for 2021/22
EA: 2022112 (1) Fair value of Infrastructure Assets — Frequency of . ;rﬁrrmﬂilnw%mmdﬂw June 2023 June-2033
Valuabons
infrastruciure assel camying values as af 30 June 2022 July 2023
Office of the Auditor Financial Audit for 2021/22 10 assess ¥ these values were malerially comect.
Finding )
The City has . 10 de ) s mmmmchmedm
e periormed m“r“' 'm"' lermine whethes assels dunng 2021-22 as in lne with Regulation
BANUCHIS S000k FOpr an vatue. 17A(4)(b) of the Local Government (Financial
& high t0p asses of its Management) Regulatrons 1996, the 5-year detaled
- extemnal valuabon of nfrastructure assets has been
infrastructure assets as a whole and not across each sub-category of the budgeted and due 1o be conducted in 2022-23. After the
infrastructure asset class. This assessment relied on the City's internal detad valuation has been performed in 2022-23, the City
assessment by management of the current market conditions. This review Mhmwmﬂﬂmmm;aﬁw:
indicaled there were no significant movement or impact on its lorward
infrastructure assets relevant to 30 June 2022. moving '
anificant Management notes the OAG s recommendation but
gnifican does not agree with the rating of this finding as if no
implication internal assessment of carying values were parformed,
Without a robust assessment of fair value of the City's Infrastructure A0 P T SN R S
Assets there is a nsk that the far value of infrastructure assets may not
have been assessed adequately and in comphance with AASB 13 Fair
Value Measurement, as well as Regulabon 17A(4)(b) of the Local
Govemnmentl (Financial Management) Regulations 1996 (the Regulations).
Recommendation
The City should consider implementing as part of the preparation of
financial statements a formal robust process to determine whether
indicators exist annually, that would trigger a requirement 1o perform a
formal revaluation of Infrastructure Assets. Where indicators exist a robust
far value assessment should be performed captunng the requirements of
AASB 13 Fair Value Movements. This process is to ensure that the LG
Entity’s infrastructure assets are recorded at fair value in comphance with
AASB 13 Fair Value Measurement and the Regulations
This may ental obtaming relevant nput from an independent valuer as 1o
whether or not they consider there are any prevailing market factors which
may indicate that the far value of relevant assets are likely to have been
impacted to any significant / matenal extent from the pnor year. Where a
far value assessment has been performed ntemally the LG entity may
consider having this assessment peer reviewed by an independent valuer
to obtain assurance over the valuation methodology applied, inputs and
the reasonableness of the valuation model apphed
SC2566 - D19/147633 Page 4
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COUNCIL BRIEFING

18 JULY 2023

AUDIT COMMITTEE MINUTES 29 JUNE 2023
" '.
-
AUDIT LOG %
Audit Details Action Approved Completion  Status Proposed Completion
Date Date
EA: 2022/12 (B) Corporate Executive — Terms Of Reference Review Management Comment: February 2023 Compileted May 2023 April 2023
Office of the Auditor Information Systems Audit for 2021/22 The City accepts this finding. EMC adopled amended Terms of July 2023
+ The Terms of Reference will be reviewed and Reference 18 May 2023
Finding updated in light of the Cify’s current use of ICT. Completed May 2023
We found that Terms of Reference for Corporate Executive that provides
direction and oversight of City’s ICT has not been reviewed since November
2019.
Rating: Minor
Implication
Without an appropriately approved and up-to-date terms of reference, there is
an increased sk that IT resources (e.g.. fnance. systems and people) will not
be aligned to the business strategy and pnombes.
Recommendation
The City should review and update lerms of reference o ensure direction and
oversight of ICT is adequate.
SC2566 - D19/147633 Page 5
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COUNCIL BRIEFING 18 JULY 2023

AUDIT COMMITTEE MINUTES 29 JUNE 2023

AUDIT LOG

Audit Details Action Approved Completion Status Proposed Completion
Date Date
= - - April 2023

Office of the Auditor General Information Systems Audit for 2021/22

This has been added to the confidential register.

SC2566 - D19/147633 Page 6

Iltem 6.6- Attachment 1 Page 14

Item 8.2- Attachment 1 Page 16



COUNCIL BRIEFING

18 JULY 2023

AUDIT COMMITTEE MINUTES

29 JUNE 2023

AUDIT LOG

Audit Details

ITEMS OUTSTANDING FROM PRIOR AUDITS
EA: 2022/12 {13) Vulnerability Management
Office of the Auditor General information Systems Audit for 2021/22

Update 2022

We reviewed vuinerability scans conducted by the City in July 2022 and found
that of 158 devices discovered, 157 scans were performed without credential
check, as a result not all vuinerabilities would be identified.

mmmmmwm
17 critical and 38 high seventy vuinerabilities in total across 15
servers. 12 unique vulnerabilities have exploits available and patches
released before 2018
e 7 critical and 11 high severity vuinerabilities in total across 3 sampled
workstations. 9 unique vuinerabilities have patches released before
2018

These vuinerabilities are mostly due to unsupported versions and missing
software updates for third-party product (Adobe, Java, Oracle)

In addition, the City has not yet performed a penetration test, however, it is in
the process to schedule this lest.

Furthermore, the City currently has 5 servers and 16 workstations with
unsupported operating systems on the network. These include Windows
Server 2003, Windows Server 2008 R2 Standard, Windows 10 Enterprise and
Windows 10 Pro

We acknowledge that the City is conducting quarterly vuinerability scans and
are working on resolving the configuration to enable effective identification of
vulnerabilities. The City is still in the process of decommissioning Windows
Server 2003 and 2008 servers.

Finding 2021

The finding remains open as scans conducted as part of the audit identified”

+ Unique 16 critical severity vulnerabilities which totals 48 across 15 servers
* Unigue 56 high severity vulnerabilities which totals 152 across 15 servers
These vulnerabiities relate 10 unsupported windows operating systems and
vendor related vuinerabilities {i.e., Windows Server 2008, Oracle Java,
Microsoft SQL Server)

assessments. We reviewed the internal vuinerability assessments completed
in June 2021 and September 2021 and found that the majority of the
workstatons falled the scans due to misconfiguration, therefore not all
wuinerabilites were detected

SC2566 - D19/147633

Action

Management Comment:

The City accepts this finding. noting that & has
made considerable effort to mature its
processes in this space, however
improvements still need to be made.
TMOAGM.M:MM"

improve the coverage of scans

Page 7

Approved Completion  Status
Date

May 2023

.;‘ ”"‘ ¥ NCE
Proposed Completion
Date
On track. May 2023
April 2023
¢ On track. Intemnal penetration
testing being completed May
2023
June 2023 Completed
e internal penetration test
compieted. issues analysed
remediations actioned

Iltem 6.6- Attachment 1
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COUNCIL BRIEFING

18 JULY 2023

AUDIT COMMITTEE MINUTES

29 JUNE 2023

AUDIT LOG

Audit Details Action

Rating: Moderate (2021: Moderate)

Im,

Without having effective procedures for identifying, assessing, and addressing
potential vuinerabilities within a timely manner, the system and/or data may
not be adequately protected against polential threats. Fadure to patch
operating systems effectively and timely also exposes the City 1o similar
threats. These vulnerabilties could be exploited and may result in
unauthorised access o sensitive data or the loss of system operabon

Recommendation

The City should continue to enhance its vuinerability management process
and ensure software updates (patches) 1o fix known vuinerabilities, and
operating system updates, are evaluated, tested and where appropriate,
applied to systems within a timely manner

The City should increase the frequency of their vuinerability scans 1o align to
their patching cycle, and errors reported in the scan should be reviewed and
result to ensure their effectiveness

SC2566 - D19/147633

Page 8

Status

TV

Proposed Completion
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COUNCIL BRIEFING

18 JULY 2023

AUDIT COMMITTEE MINUTES 29 JUNE 2023
A
AUDIT LOG g
Audit Details Action Approved Completion  Status Proposed Completion
Date Date
EA: 2022/12 (14) Classification Of information Management Comment: June 2023 On track, currently being piloted by IT  June 2023
Office of the Auditor General Information Systems Audit for 2021/22 The City accepts this finding. team. Classification in line with
* An independent review of the City’s record- Federal standard and as being
Update 2022 keeping and information classification referenced by WA Government
The finding remains open as the City has recently conducted an independent requirements has been completed. A project to Information Classification Policy
review of their information classification requirements and development of an design and implement a solution that meets the e Unofficial
information management system is in early stages. modern needs of staff while also addressing e Official
these issues will commence in December 2023 e Official - Sensitive
Finding 2020
We found that the City does not classify and secure information in terms of April 2023
legal requirements, value, criticality and sensitivity of the information. A ¢ On track. Pilot extended to
classification policy and guidelines are not in place to label and protect Drectors and Managers for
information based on its sensitivity. awareness pre-rofiout to all staft
Rating: Moderate (2021: Moderate) June 2023
e Completed ful roll-out to staffin ~ Completed
Implication line with Information Classification
Without protecting its information in line with its sensitivity, there is an Policy
increased risk that information will be misused. This could result in
unauthorised access or disclosure of the City’s information
Additionally, there is a risk that inappropriate levels of security will be applied
to protect information that does not require it. This may result in wasted
resources and increased costs
Recommendation
The City should continue to develop its information classification process o
identify and assess the sensitivity and value of its information assets
SC2566 - D19/147633 Page 9
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COUNCIL BRIEFING

18 JULY 2023

AUDIT COMMITTEE MINUTES

29 JUNE 2023

AUDIT LOG

Audit Details

EA: 2022/12 (15) Finance And Payroll System Event Monitoring
Office of the Auditor General Information Systems Audit for 2021/22

Update 2022

This finding remains open as there is no process in place 1o manage the
logging and monitoring of application.

Finding 2020

We found that there are no formalised requirements for pro-active or regular
review of event logs generated by key business application to identify
unauthorised access or malicious activity,

Rating: Moderate (2021: Moderate)

Implication
Wmmmmdnmm.m_u

administration actions, there is an increased risk that any potential problems,

trends, or ongoing attempts to compromise systems or data will not be
detected

Recommendation

The City should continue to work towards an appropriate application event
logging and monitoring process and capacity 10 report on inactivity and
account creation dates.

SC2566 - D19/147633

Management
The City acceplts this finding.

o Requestor/Approver separation for
financial changes

o Change of bank details

o Unusual hours of activity

o Falled logins

o Priv access activities — non-IT (CFO,
HR) person to review

Page 10

£ '73;
,o.k/
Proposed Completion
Date
Behind schedule. Vendor consultant April 2023
still being scheduled for support. May 2023
April 2023
« Stll delayed by vendor consulting
services. Expected to be
completed May 2023.
June 2023

Vendor's response 13/6/23: “We
are unable lo assist on cusiom
reports as all our resources are
fully scheduled. This request has

The City has commenced some  July 2023 for bank
work on basic database queries to  detail alerts
provide alerts 1o changes in staff

and suppliers profiles that include  Other reports: TBA
bank details. Other desired

reports are being investigated but

may not be possible due to lack of

data or lack of understanding of
the software database

Iltem 6.6- Attachment 1
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COUNCIL BRIEFING

18 JULY 2023

AUDIT COMMITTEE MINUTES 29 JUNE 2023
A,
AUDIT LOG g
Audit Details Action Approved Completion  Status Proposed Completion
Date Date
EA: 2022/12 (17) Business Continuity Plan — Testing Management Comment: March 2023 = BC faiover sile lesling in May 2023
Office of the Auditor General Information Systems Audit for 2021/22 The City accepls this finding. February has identified several
+ The City noles that its lechnical capability fo technical improvements to be
Update 2022 recover data or operate from a faillover/recovery made.
This finding remains open, as the business continuity plan has not been tested Site is operabonal. » Scenanos and Playbooks
during the audit period. Additionally, the business continuity plan does not = The City will review its BCP and workshop delayed.
+ Two ‘playbooks” with Executive tabletop April 2023
Finding 2020 ses5i0ns have now been commissioned + Back on track.
We found that appropriate tests of the business continuity plan (BCP) have not -~ Data breach * BC faiover site successfully
been undertaken. Due to the lack of testing, the effectiveness of the plans and - Ransomware tested March 2023
the City’s ability to execute them is unknown.
June 2023 Completed
Rating: Moderate (2021: Moderate) = May 2023 Corpex
meeting scenano
Implication ) ) revew of two ACSC
Without appropriale testing of the BCP there is an increased risk that key (Australian Cyber
business functions and processes may not operate as expected during a major Security Centre)
incident. In addition, the key business functions may not be appropriately “Exercise in a Box™
recover following a major incident. This is likely to impact business operabions 5  Responding to a
and the delivery of key services. ransomware
aftack
Recommendation Insider Threat
The City should create a business inuity test schedule to ensure resulting in & Data
appropriate tests are regularly conducted to verify the effectiveness of the Breach
BCP. These lests should also vernify that key staff are familiar with the plans
and their specific roles and responsibilibes in a disaster situation. The results
of these tests should be recorded, and the relevant actons taken 1o improve
the plan where necessary.
SC2566 - D19/147633 Page 11
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COUNCIL BRIEFING

18 JULY 2023

AUDIT COMMITTEE MINUTES

29 JUNE 2023

AUDIT LOG

Audit Details

EA. 2022/12 (20) Data Centre Management

Office of the Auditor General Information Systems Audit for 2021/22
Update 2022

The finding remains open as the City still does not have an adequate process
1o manage data centre access. Our testing identified:
* Third party/ Contractor access is not set to expire in line with their
contract.
* User access is not penodically reviewed to verify if their access is still
appropnate
* There was no humidity sensor in place 1o provide an early
warmning/detection if the room's humidity exceeds maximum/minimum
levels

We acknowledge that the City has enforced swipe card access and has
recently implemented humidity controls as part of a broader data centre
security upgrade that is in progress.

Finding 2021
The finding remains open as the City does not have adequate policies or
centre and access gement proc ¢

We found that the swipe card reader for primary data centre is not functonal
and there is no logbook to record access 1o the data centre.

Additionally, we also found non-IT related hardware located in the data centre.

Implication

Without adequate protection against various physical and environmental
threats there is an increased risk of unauthorised access, damage, and theft 1o
the City’s IT systems. This may impact the confidentiality, integrity, and
avaiability of the City's information.

Recommendation

The City should:

e develop appropriate data centre access management policies and
procedures

« perform regular access reviews and remove inappropriate users in a timely
manner. Records of the reviews should be retained.

* Appropriate environmental controls and alerts are in place.

SC2566 - D19/147633

Action

Management Comment:
The City accepts this finding.

o The City's current building secunly access
system does not provide the functionality
necessary to meet all recommendations. A new
solution has been procured and is currently
being implemented as a cross-team project with
Rangers.

Page 12

A 4

Approved Completion  Status :‘o:o“dcm

Date
March 2023

In progress, however contractor-led May 2023

* Back on track.

early June 2023.

City waiting on supplier 10 complete
implementation (RFQ awarded in Apni

Iltem 6.6- Attachment 1
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COUNCIL BRIEFING

18 JULY 2023

AUDIT COMMITTEE MINUTES 29 JUNE 2023
N
=
s b7
t.
Audit Details Action Approved Completion  Status Proposed Completion
Date Date
Office of the Auditor General Financial Audit for 2022/23
EA: 202201 Rales Recervable Reconcliabons Management Comment: July 2023
Office of the Auditor General Financial Audit for 2022/23 Management completed the reconcikation in a imely
manner with adequate supporting documentation, The
Finding vanance wentfied above is a known issue that was
From the review of the rates receivables reconciliations for February and raised with CIVICA in January 2023. The City is still
March 2023, we found the reconciliations have not been adeguately ::j:ﬁ I;D';_‘sm and hopes to have this issue resolved
prepared and reviewed, as there was an unexplained variance of $121,294,53 Managemenf is comfortable with the design of the
between the rates module and general ledger for both months reconciliation as this item as identified as part of the
process
Rating: Moderate
Implication
The absence of a robusl process over reconciliations on penod end balances
can result in efrors or omissions remaining undetecled, leading o
messtatements in the financial statements
Recommendation
Management should review the design of ther rates recervable reconciiation
process 1o ensure balances are appropnately reconciled
SC2566 - D19/147633 Page 13
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COUNCIL BRIEFING

18 JULY 2023

AUDIT COMMITTEE MINUTES

29 JUNE 2023
A

AUDIT LOG G
Audit Details Action Approved Completion  Status Proposed Completion

Date Date
EA: 2022/02 Bank Reconciliations Management Comment: July 2023
Office of the Auditor General Financial Audit for 2022/23 Management has implemented a new balance sheel
OUTSTANDING FROM PREVIOUS YEARS reconciliations process that was rolled out in February

2023. As part of the bank reconciliation process
Finding additional steps were taken to
From our review of bank account reconciliabions for February and March 2023:  explain items included on the sysiem generated report
_— . that related to the next reporting period.
we found the reconcliations were not adequately prepared and reviewed as ; - -
they included receipts and payments that were incurred in the bank and This additional information will be removed for future
recognised in the general ledger in the subsequent month, and therefore bank reconcikations.
were inappropriate 1o be recognised as reconciling items. : :
nm.mmm_DﬂmdFMwo&wﬂeﬂw wﬂwmwhm
$7,658.79 due 1o an incomrect joumnal that was identified by audit. “'I ncluﬁss X w"“"' A ““:" E";EI iems
From our review of investment account reconciliations for February and March
2023:
we found the March 2023 reconciiation was not adequately prepared
and reviewed. It contained a reconciling item of $70,704.63 that was
applcable to the February reconciliation and therefore was
inappropriate o be a reconciling item in March.
Findings relating 10 bank reconcikations have been raised since 2020-21
Rating: Moderate (2021-22 - Moderate)
Implication
Inappropnately prepared bank and investment reconcikations increases
the risk of errors, omissions or fraud remaining undetected.
Recommendation
Management should review the design of their bank and investment
reconciliation process to ensure balances are appropnately reconciled and
property completed and reviewed.
SC2566 - D19/147633 Page 14
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COUNCIL BRIEFING 18 JULY 2023

AUDIT COMMITTEE MINUTES 29 JUNE 2023

6.2 INTERIM FINANCIAL AUDIT RESULTS FOR THE YEAR ENDING 30 JUNE 2023
Attachments: 1.  Interim Management Letter - 30 June 2023
RECOMMENDATION:

That the Audit Committee recommend to Council that it NOTES findings from Office of the Auditor
General's Interim Financial Audit Report 2023.

COMMITTEE DECISION ITEM 6.2
Moved: Mr Goy; Seconded: Mr Araj
That the recommendation be adopted.
CARRIED (5-0)
For: Mr Manifis, Cr Wallace, Cr Gontaszewski, Mr Goy and Mr Araj
Against:  Nil
(Cr Alexander was an apology for the Meeting.)

(Cr loppolo was an apology for the Meeting.)

At 5.40pm Chief Financial Officer left the meeting and did not return.
At 5.40pm Financial Controller left the meeting and did not return,

ltem 6.2- Attachment 1 Page 23
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COUNCIL BRIEFING 18 JULY 2023

AUDIT COMMITTEE MINUTES 29 JUNE 2023

ATTACHMENT

CITY OF VINCENT
PERIOD OF AUDIT: YEAR ENDED 30 JUNE 2023
FINDINGS IDENTIFIED DURING THE INTERIM AUDIT

INDEX OF FINDINGS Rating
Significant Moderate Minor

Findings identified in the current year

1. Rates receivable reconciliations of

Matters outstanding from prior years
2. Bank reconciliations v

Key to ratings

The Ratings in this management letter are based on the audit team’s assessment of risks and
concerns with respect to the probability and/or consequence of adverse outcomes if action is
nol taken. We give consideration to these potential adverse outcomes in the context of both
quantitative impact (for example financial loss) and qualitative impact (for example inefficiency,
non-compliance, poor service to the public or loss of public confidence).

Significant - Those findings where there is potentially a significant risk to the entity should the
finding not be addressed by the entity promptly. A significant rating could
indicate the need for a modified audit opinion in the current year, or in a
subsequent reporting period if not addressed. However, even if the issue is not
likely to impact the audit report, it should be addressed promptly.

Moderate - Those findings which are of sufficient concemn to warrant action being taken by

the entity as soon as practicable.
Minor - Those findings that are not of primary concern but still warrant action being
taken.
Page 10of 3
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COUNCIL BRIEFING 18 JULY 2023

AUDIT COMMITTEE MINUTES 29 JUNE 2023

ATTACHMENT

CITY OF VINCENT
PERIOD OF AUDIT: YEAR ENDED 30 JUNE 2023
FINDINGS IDENTIFIED DURING THE INTERIM AUDIT

1. Rates receivable reconciliations

Finding
Reconciliations are an essential control in managing the accuracy and completeness of the
City’s accounting records. The purpose of a reconciliation is to monitor the balances and

From our review of the rates receivables reconciliations for February and March 2023, we
found the reconciliations have not been adequately prepared and reviewed, as there was an
unexplained vanance of $121,294 53 between the rates module and general ledger for both
months.

Rating: Moderate

Im

The absence of a robust process over reconciliations on period end balances can result in
errors or omissions remaining undetected, leading to misstatements in the financial
statements.

Recommendation
Management should review the design of their rates receivables reconciliation process to
ensure balances are appropriately reconciled.

comment
Management completed the reconciliation in a timely manner with adequale supporting
documentation. The variance identified above is a known issue that was raised with CIVICA in
January 2023. The City is still waiting for a fix and hopes to have this issue resoived by June
2023

Management is comfortable with the design of the reconciliation as this item was identified as
part of the process

Responsible person: Financial Controller
Completion date: July 2023
Page 2 of 3
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COUNCIL BRIEFING 18 JULY 2023

AUDIT COMMITTEE MINUTES 29 JUNE 2023

ATTACHMENT

CITY OF VINCENT
PERIOD OF AUDIT: YEAR ENDED 30 JUNE 2023
FINDINGS IDENTIFIED DURING THE INTERIM AUDIT

2. Bank reconciliations

Finding
Bank reconciliations are an essential control in managing the accuracy and completeness of
the City’s accounting records.

From our review of bank account reconciliations for February and March 2023:

« we found the reconciliations were not adequately prepared and reviewed as they included
receipts and payments that were incurred in the bank and recognised in the general ledger
in the subsequent month, and therefore were inappropriate to be recognised as reconciling
items.

« in addition, the general ledger balance at February was overstated by $7,658.79 due to an
incorrect journal that was identified by audit.

From our review of investment account reconciliations for February and March 2023:

+ we found the March 2023 reconciliation was not adequately prepared and reviewed. It
contained a reconciling item of $70,704.63 that was applicable to the February
recongciliation and therefore was inappropriate to be a reconciling item in March.

Findings relating to bank reconciliations have been raised since 2020-21.
Rating: Moderate (2021-22: Moderate)

Implication
Inappropriately prepared bank and investment reconciliations increases the risk of errors,
omissions or fraud remaining undetected.

Recommendation
Management should review the design of their bank and investment reconciliation process to
ensure balances are appropriately reconciled and properly completed and reviewed.

comment
Management has implemented a new balance sheet reconciliations process that was rolled out
in February 2023. As part of the bank reconciliation process additional steps were taken to
explain items included on the system generated report that related to the next reporting period
This additional information will be removed for future bank reconciliations.

Management will continue to improve the process and ensure all reconciling tems are
identified and reviewed in a timely manner.

Responsible person: Financial Controller
Completion date: July 2023
Page 30of 3
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COUNCIL BRIEFING 18 JULY 2023

AUDIT COMMITTEE MINUTES 29 JUNE 2023

6.3 REVIEW OF THE CITY'S CORPORATE RISK REGISTER

Attachments: 1. Corporate Risk Register 2023
2. Risk Management Procedure
3. Risk Appetite and Tolerance Statements

RECOMMENDATION:
That the Audit Committee recommends to Council that it:
1. RECEIVES the City's Corporate Risk Register as at Attachment 1; and

2. NOTES the status of risk management actions for the high and extreme risks.

COMMITTEE DECISION ITEM 6.3

Moved: Cr Gontaszewski, Seconded: Mr Goy
That the recommendation be adopted.
CARRIED (5-0)
For: Mr Manifis, Cr Wallace, Cr Gontaszewski, Mr Goy and Mr Araj
Against:  Nil
(Cr Alexander was an apology for the Meeting.)

(Cr loppolo was an apology for the Meeting.)

NOTE: Mr Araj suggested improvements to how risk information is presented to the Committee and would
provide a template to the Chief Audit Executive for consideration.

Item 8.2- Attachment 1 Page 29
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AUDIT COMMITTEE MINUTES 29 JUNE 2023

ﬁ;& CITY OF VINCENT Corporate Risk Register
— ———————————————————————————— - ————————
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COUNCIL BRIEFING 18 JULY 2023

AUDIT COMMITTEE MINUTES 29 JUNE 2023

RISK MANAGEMENT PROCEDURE A

Responsible directorate Office of the CEOQ.

Responsible team Corporate Strategy and Governance.

Responsible officer Executive Manager, Corporate Strategy and Governance.

Affected teams Al Staff

Legislation / local law Regulation 17 Local Government (Audit) Regulations 1996
requirements

Relevant delegations Mil.

Related policy procedures and This document supports the Risk Management Policy by further
documents defining the systems and processes in place to facilitate good
practice risk management

PURPOSE

To set out the framework within which the City of Vincent (City) will manage its strategic, operational and
project risks.
BACKGROUND

The City has a Risk Management Policy (Policy) approved by Council (16 June 2020 Council Meeting).
The Policy sels the tone for the City's risk management approach and establishes the risk management
responsibilities of Council, the Audit Committee, City employees and contractors and other relevant parties
as required.

This Procedure supports the Policy by defining the systems and processes in place to facilitate good
practice risk management and the roles and responsibilities of City employees.

PROCEDURE

1. RISK MANAGEMENT APPROACH

The City's approach to risk management determines how the City will go about managing its risks.
The City's risk management approach aligns with the AS31000:2018 Risk Management — Guidelines

Page| 1 Reference. D20/240006
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COUNCIL BRIEFING 18 JULY 2023

AUDIT COMMITTEE MINUTES 29 JUNE 2023

o

P
ot CITY OF VINCENT

RISK MANAGEMENT PROCEDURE hd

2. OTHER RISK DOCUMENTS
Corporate Risk Register
The Corporate Risk Register (Register) lists the City's ‘whole of organisation’ strategic, operational and
project risks. The risks are assessed without controls (i.e. inherently), with controls (i.e. residually) and
following the proposed risk management actions (i.e. post-treatment).
The Register is divided into a list of residually-rated medium, high and extreme risks (which require
reporting to the Executive Management Committee, Audit Committee and Council) and residually-rated low
and medium risks for each service area. Timeframes and ownership for the implementation of the risk
Risk Appetite and Tolerance Statements
‘Risk Appetite’ sets out the risk type and levels that the City is looking to pursue to meet and optimise
opportunities. ‘Risk Tolerance’ reflects how much risk the City is able to accept in the pursuit of its

ic. onal and Drok biectives.
Strategy House Service Area Risk Matrix
Each of the City's service areas has a risk matrix which sets out its strategic (where relevant), operational
and project risks which are specifically considered, where appropriate, within the context of the specific
Strategy House.
A number of documents and guidelines are also relevant to the City’s risk management. These include:

. Business continuity plan (BCP) — This document describes how the City will respond to and function
in the event of a business interruption event. It is a ‘mitigative’ control as it seeks to reduce the
consequences of risks eventuating.

. ICT disaster recovery plans - these plans assist the City to recover from Information and
Communication Technology {ICT) interruption events, from a routine, operational incident through to
a large-scale ICT event. The plans will ultimately align with the City's BCP and, again, are ‘mitigative’
controls in seeking to reduce the consequence of a risk eventuating.

. Event risk management plans — These are formal plans to mitigate any foreseeable risks that may

. Procurement risk assessments - A systematic, documented assessment of risks associated with all
significant purchases, as set out in the Procurement Plan. Procurement risk assessments are
required for procurement of greater than $50,000, and the level of detail required for the risk
assessment will vary depending on the significance of the purchase. Note that although the $50,000
mandatory threshold has been set by the City. the contract value of a procurement does not define its

Page |2 Reference: D20/240006
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COUNCIL BRIEFING 18 JULY 2023

AUDIT COMMITTEE MINUTES 29 JUNE 2023

RISK MANAGEMENT PROCEDURE @

risk to the City so there is discretion — which should be exercised — in contract values below this
figure.
3. RISK CATEGORIES
Strategic Risks
Strategic risks relate to the uncertainty of the City achieving its long-term, strategic objectives. They are
usually owned and managed by Council and/or the Executive Management Committee. Strategic level risks
may include risks associated with achieving the objectives of the Strategic Community Plan, Corporate
Business Plan and the Long-Term Financial Plan.
Operational Risks
Operational risks relate to the uncertainty associated with developing or delivering the City's services,
functions and other activities. These risks typically have day to day impacts on the organisation or more
widely. These risks are owned and managed by the person who has responsibility for the activity, service or
function to the level of their delegated authority or capability.
Project Risks
Project risks typically sit undemeath operational risks and will be managed in accordance with the City's
Project Management Framework and depending on their progress.
4. RISK MANAGEMENT PROCESS
Step 1 - Establishing the scope, context and criteria
Prior to commencing risk management, the context for the activity is clearly specified. This includes
defining:
. the purpose of the risk exercise and the expected outcomes;
. the scope, boundanies, assumptions and interrelationships;

consideration; and

. the risk assessment methodologies or approach.

Once this is determined, the essential personnel who need to be involved in the assessment are identified.
Step 2 - Risk Assessment

A, Risk Identification

The context defined in the previous step is used as the starting point for identifying risks. A practical and
effective approach to risk identification is to consider what is critical to the successful achievement of the

Page |3 Reference: D20/240006
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AUDIT COMMITTEE MINUTES 29 JUNE 2023
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RISK MANAGEMENT PROCEDURE R4

objectives related to that particular context, and what are the potential opportunities or ‘roadblocks’ arising
from areas of uncertainty (e.g. assumptions, limitations, external factors, etc). Included in this consideration
are any internal or external events or situations which may give rise to a risk, and also any risks identified

through intemnal or third-party audits, assessments and reviews. Typically, risks are worded either with the
use of ‘cnitical success factors’ (CSFs) or through ‘cause-event-consequence’ (CEC) statements:

CITY OF VINCENT

1)  CSFs - When considering an activity, consider what is critical that you get right about the activity (e.g.
with City reporting, it may be timeliness and accuracy), and word the risk based on this critical activity
(e.g. failure to ensure timely and accurate City reporting);

2) CECs - Consider the event that you are most concerned about (e.g. timely reporting), the principal
potential cause (e.g. Inadequate reporting systems) and the principal potential consequence (e.g.
sub-optimal decision making). These can then be constructed into a statement (e.g. Inadequate
systems cause untimely reporting leading to suboptimal decision making).

Both ways of phrasing risks are acceptabie to the City. Each risk requires a risk owner who is responsible for

managing the risk and is accountable for determining if the risk level can be accepted, reviewing the risk,

monitoring the controls and risk treatments. High and extreme risks require the risk management action to
be approved by Council, via the Audit Committee.

B_Risk analysis and evaluation

For each risk, possible causes of the risk eventuating are identified. Each risk may have one or more
causal factors which can either directly or indirectly contribute to it occurring. Identifying the range of

of existing controls and designing effective risk treatments. This step also considers the potential
consequences of the risk, including knock-on or cascading effects.

Comparing the level of risk with the contents of the risk assessment criteria determines the acceptability of
the risk. Risk analysis is undertaken with varying degrees of detail, depending on the risk, the purpose of
the analysis, and the information, data and resources available. Analysis is qualitative, semi-quantitative or
quantitative, or a combination of these, depending on the circumstances. Such technigues are
comprehensively considered in 'ISO 31010: Risk Assessment Techniques’, a companion to AS ISO
31000:2018. Risk analysis and evaluation involves identifying and evaluating any existing controls and
analysing the risk in terms of consequences and likelihood, taking into account the effectiveness of the
controls (i.e. ‘Residual Risk’). Understanding the following terms is key:

Page | 4 Reference: D20/240006
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RISK MANAGEMENT PROCEDURE hd

CITY OF YINCENT

Controls - Controls are the measures that are currently in place (i.e. at the time of the risk
assessment), that materially reduce the consequences and/or likelihood of the risk. Controls are
tangible, auditable and documented. A ‘Hierarchy of Control’ is applied which ensures the most
effective controls are considered first (e.g. eliminate entirely, substitute it, isolate it and engineer it
out prior fo relying on administralive conirols). At the City, controls are considered to be either
‘preventative’ (i.e. affecting likelihood), ‘mitigative’ (i.e. affecting consequence) or both.

Consequence - A risk that eventuates may impact the City to a greater or lesser extent across
multiple areas. Consequences of the risk can be assessed across the relevant consequence
calegories, which are defined in the risk assessment criteria tables.

Likelihood - This describes how likely it is thal a risk will eventualte with the defined consequences.
Likelihood can be assessed in terms of terms of probability or frequency, depending on what is most
appropriate for the risk under consideration. When you are rating the likelihood of residual risk, ask
“How likely is it for this risk to occur, given the existing conirols, to the level of consequence
identified?

Level of Risk - The Level of Risk (LoR), or Risk Rating, is calculated by multiplying the consequence
and likelihood ratings. For any risk, there may be a number of different consequence/ likelihood
scenarios. Within each calegory there may be multiple scenarios ranging from ‘minor but likely’ to
‘catastrophic but rare’. The City expects the most realistic worst-case scenario 10 be rated. In some
instances, it may be appropriate lo rate the same consequence category more than once. Where
there are multiple ratings for a risk, the highest combination of consequence/likelihood is taken as
the LoR. The LoR is then compared fo the defined risk criteria to assist the risk owner in determining
whether a risk requires further treatment. The City captures three different ‘Levels of Risk’ -
Inherent risk (i.e. before conirols are applied), Residual risk (Le. after conirols are applied) and
‘Post-treatment’ (i.e. a prospective level of risk considering further treatments).

Step 3 - Risk Treatment

Once a risk has been analysed and evaluated, the risk owner makes an informed decision to do one of the
following:

Accept the risk — the opportunity outweighs the risk, the existing controls meet the criteria specified in
the Risk Assessment Criteria and the risk is within the defined tolerance and appetite of the City:
Avoid the risk — do nol carry on with the activity that is associated with the risk;

Treat the risk — reduce the consequence, likelihood or both andior improve the controls rating by

strengthening existing controls or developing new controls so that the risk can be accepted. The
treatment selection and implementation will typically be based on financial, technical and operational
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RISK MANAGEMENT PROCEDURE hd

. viability and alignment to the City’s values and objectives. Note: It is expecied that any risks associated
with health and safety are managed to a level which the City considers to be “as low as reasonably
practicable™ (ALARP).

Y OF VINCEN

Risk-based decisions are made in line with the criteria outlined in the risk assessment criteria tables.
Communication and consultation with external and internal stakeholders/interested parties is an essential
and valuable part of the risk management process al the City. A collaborative approach is preferred as it
provides the opportunity for different perspectives and expertise. The City has an expectation this will
occur throughout the steps 1 to 3 documented. Communication and consultation should include, amongst
others, staff of the City, Councillors, contractors, rale payers and residents. Some of this consultation and
communication will be formalised through workshops and training and some — for example with ralepayers
and residents — may be less formal. Risk management training will be provided to staff, commencing at
induction. In addition, regular risk management awareness information will be communicated via the
Vintranet.

Monitoring and Review and Recording & Reporting are considered integral parts of the planning,
management and oversight activities of the City to ensure contemporary, relevant and evidential risk
management. The Corporate Risk Register is updated as risks are ideniified and is reporied 1o the
Executive Management Committee monthly, and to the Audit Committee quarterly or more frequently as
required.

Ad-hoc review of risks may also occur where:

. There is a change to the risk environment, for example, changes to legislation or to the SCP or the
CEBP;

- An internal audit or other review highlights a new or changed risk;

- A material risk treatment is implemented or a key control is considered no longer effective or
adequate;

. Major changes are made to the organisation including change of key personnel; or

. The complaints or leamings in relation to processes indicate a new or changed risk to the City.

5. RISK MANAGEMENT CULTURE

A risk aware culture is essential 1o good risk management. The Policy and this Procedure will be
communicaled across the organisation and embedded inlo practices and processes rather than be viewed

or practiced as a separate activity.
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RISK MANAGEMENT PROCEDURE @

It's important that all staff support and encourage a positive risk management culture by:

playing an active part, and not simply mandating production of reports;

empowering employees to manage risks effectively;

acknowledging, rewarding and publicising good risk management;

having processes that promote leaming from errors, rather than punishing;

encouraging discussion and analysis of unexpected outcomes, both positive and negative; and
not over-responding to problems by introducing restrictive, complicated or one-size-fits-all controls.

Council and the EMC have a key role in promoting risk by setting the tone from the top and in allocating
sufficient resources for risk management activities.

6.

RISK MANAGEMENT RESPONSIBILITIES

The City’s Audit Committee is responsible for:

Facilitating effective management of the City's risks through regular review and challenge of the City's
Corporate Risk Register, and reporting the high and extreme risks to Council for approval of the
proposed risk treatment.

Considering the CEO's performance indicators in relation to the effectiveness of risk management
and providing advice to Council on performance in this area.

On an annual basis, providing a report to Council on the effectiveness of the City's risk management.

The Executive Management Committee is responsible for:

On a monthly basis, reviewing and updating the Corporate Risk Register and confirming that risks are
appropriately captured, rated and managed (or identifying exceptions where they exist).

Presenting the Corporate Risk Register, including the proposed risk treatments for high and extreme
risks, to the Audit Commiittee on a quarterly basis, or more frequently if required.

Ensuring all staff are aware of their risk management responsibilities.

Each Executive Director is responsible for:

-

Reviewing risks for their directorate to ensure risks are appropriately managed and included in the
Corporate Risk Register as appropriate (medium, high and extreme risks to be included in Corporate
Risk register).

Approving the risk treatments for medium level risks.
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RISK MANAGEMENT PROCEDURE

Each Manager is responsible for:

Approving the risk treatment for low level risks.

Providing updates on new and emerging risks (medium, high and extreme) and control effectiveness
to the Governance leam so they can be included in the Corporale Risk Register.

Ensuring their Strategy House Risk Register is contemporary and comprehensive.

Alerting the relevant Executive Director of changes to the risk environment including changes to
control adequacy and effectiveness or increases or decreases 1o ratings of likelihood and
consequence.

The Corporate Strategy and Governance team is responsible for

-

Ensuring the City’s Corporate Risk Register is reviewed monthly and presenting it to the Executive
Management Committee.

Presenting the Corporate Risk Register to the Audit Committee.

Reviewing the Policy and Procedure annually to ensure they remain relevant and reflect the City's
risk management approach.

Organising annual training for all staff on risk management and communicating the Policy and
Procedure lo relevant staff.

A flow chart detailing responsibilities for risk management is attached at Attachment 1.
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ATTACHMENT 1 - RISK RESPONSIBILITY

External and Internal CEO and Executive Management
Auditors Committee

Governance Team

Managers

Employees and Contractors
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RISK APPETITE & TOLERANGE STATEMENTS

Overall City of Vincent risk appetite statement

20
7

l

CITY OF VINCENT

The community want us to be a Council and an organisation that is clever, creative, and courageous - willing to push the operational boundaries and
willing to think and act as an enabler.

We put this into practice in our everyday work and decision making by understanding and managing the risks in being clever and creative but still taking
action to meet our strategic goals.

The City seeks to minimise its exposure to key risks relating to people, financial operational and regulatory and compliance responsibilities, while still
taking action. We will ensure appropriate measures to mitigate our risks are in place,

Detailed Statements and Descriptors

Risk Category

Risk Appetite / Tolerance Statement

Descriptor /clarification

Financial Sustainability

Financially Volatile Decisions

Decisions causing Budget Deficiency

Fimancial Investment & Growth

Sustainable financial investments

Thie City has a low appetite for rsk in decision making that impacts
financial volatility and sustainability

The City has a low tolerance for decisions or actions that result in
material deficiency in achievement of budgeted:
- Surplus
Balance sheet ratios
- Profit and loss ratios
= Rate of return on investments

The City has a moderate risk appetite for investments;
investments must support strategic initiatives and financial
sustainability. Investments must be aligned with the values and
principles of the City.

These are for those dechsions not specifically considered
below

Based on risk consequence criteria - Risk of loss in excess of
£100,000 (0.035% - 0.17% of operating budget)

Risk of loss or missing
0.17% of operating

Based on risk consequence criteria
budget in excess of 100,000 (0.035%
budget)

Investments need to be in line with the City's Corporate
Business Plan and Strategic Community Plan
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RISK APPETITE & TOLERANGE STATEMENTS £y e or

Risk Category (114 etite / Tolerance Statement 5 tor /clarification

Forwards, hedges, and derivatives The City has no tolerance for investments in forwards, hedges, and ~ Organisations often use financial instruments to manage the
derivatives. risk in commeodity and foreign currency. These can be very
risky if not appropriately utilised; and the City has chosen not
to use these instruments.

Debt for growth The City has a moderate appetite to take on risk to fund growth. This ties into the investment appetite; however specifically
considers the use of debt funding. Based on the consequence
table, a moderate risk would be in the vicinity 5100,001 to
$250,000 (0.17% - 0.43% of operating budget).

Specific ratios - &  The City's debt to service ratio must always be above 5. The debt to service ratio measures the City's ability to pay its
debt. It ts calculated by the annual operating surplus (before
depreciation and interest), divided by the debt service cost,
s Proposals supporting debt funding must be supported by a cash  and is currently 5.092.

flow analysis that is financially sustainable

Mo specific rating given as these are sel  «  Total Liabilities are never to exceed Total Assets
parameters that the City has
determined that it must operate

within. Ratlons jand thresholds) are
determined by the State Government.

Financial sustainability for debt funding will need to consider:

» Free cash flow for monthly, capital or balloon
payments

@  Interest cover - refer above for the level of financial
risk acceptable

» Cost of not undertaking project - i.e., repairs and
maintenance of the current selution

&  Future cost of new project ance implemented - i.e.,
for a community centre, insurance, licences etc

Business collaboration

Commercially viable collaboration The City has a moderate risk appetite Lo being more commercially ~ Within the boundaries of the appetite stated above in respect

adept and to explore avenues to identify cost efficiency drivers, to investments being within the City's Corporate plans and
collaboration with business partners to deliver on objectives strategies, the City is willing to consider proposals to use
through commercially viable arrangements and partnerships. partnerships and contracts to facilitate meeting the City's

objectives, where consistent with legislative requirements
(Local Government Act 1995). Suggestions would include using
outside service providers to deliver current services provided
by the City more efficiently, i.e., Waste Collection; or working
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RISK APPETITE & TOLERANGE STATEMENTS

Risk Category

Risk Appetite / Tolerance Statement

37 party Partner (Contractor) failure The City has a low risk appetite for third party partner

Procurement

Asset & Environment management &

sustainability

Environmentally dangerous activity

Procurement fallure

{contractors) failure

The City has a low risk appetite for procurement failures that lead
to poor value for money or financial loss, poor quality of service;
incorrect or substandard products or delayed delivery, wastage of
funds or services.

The City has zero tolerance for procurement decisions that
endanger our staff and community,

The City supports investments, activities and developments that
result in a sustainable future for our community while meeting the
current needs of our residents.

It recognises that this may at times involve accepling some degree
of risk and is comfortable with this, subject to always ensuring that
potential benefits and risks are fully understood before planning is
approved and that appropriate measures to mitigate risk are
established.

{
éj% CITY OF VINCENT

Descriptor /clarification

collaboratively with an Arts organisation to set up a festival.
Other projects may include working with developers.

The City utilises many outside organisations in delivering on its
mandate. This low appetite means that even minor or
insignificant breaches in contracts or delays in delivery of
products and services will be taken seriously. Accordingly,
third party risk must be considered before entering into any
contract, including reputation of third party, financial viability,
audit clauses etc.

This ties into the above point; and thereby requires
appropriate procedures in the procurement process Lo ensure
the required outcomes for the City and appropriate enguiry
and planning prior to purchases. MNote, appropriate delegations
must exist to support this.

Procurement decision making must consider the risk of injury
or harm to the staff & community of Vincent. An example of
this would be allowing the Beatty Park pool to use unregulated
or unauthorised chemicals,

There is often a payofi. Proposals need to consider the risks
and rewards based on the promises made te the community.
This has been envisaged with the City's Project Management
Framework implementation and future actions,
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RISK APPETITE & TOLERANGE STATEMENTS £y e or

Risk Category [ Tolerance Statement Descriptor /clarification
Ecologically sustainable decisions  The City has a high risk appetite for ecologically sustainable Activities that favour environmentally conscious actions will
e —g— decisions more likely be approved than those that don't. Furthermaore,
o5 the City will act swiftly against actions that are detrimental to
The City is committed to protecting and preserving the environment . o ccon ant

and has a low risk appetite for activities that would significantly
degrade the environment and a high risk appetite for decisions
that promote ecologically sustainable development. The City has a
low risk appetite for irresponsible use of its resources,

Activities against ratepayer values &8 The City has a very low risk appetite for investments and activities  The City has set its vision, purpose and guiding values based an
ethics  that do not align with the City's values. the interpretation of those of the community it serves. When
entering into new projects, investments and proposals, these

values must be considered as one of the key consideration sets.

Activities, structures, projects that The City has a low risk appetite for activities, structures and The City is committed to ensuring the health and wellbeing of

present health risk for the community projects that threaten the health of its community. its residents, this must be considered within the activities,
projects, and new builds it approves or invests in. Activities
that do not align with this will only be approved in exceptional
circumstances. An example might be the approval of a Neo-
Mazi festival to eccur within the City's park space. A multi
residential building with no nearby open space may be another
example

Values and Behaviours

Behaviour or conduct against City  The City is an equal opportunity employer that employs skilled and This sets the City's view on the criticality of its employees and
values  experienced employees in positions with clearly defined roles and the City culture; accordingly, staff must be selected based on
responsibilities; it has a low risk appetite for actions and appropriate due diligence and fit for purpose considerations
behaviours that threaten the people and organisational capacity. including against the City values. Behawviours and actions of
current staff must be measured against their job performance
critéria and against the values.

Low individual and team performance The City places high importance on its values and a culture of Refer abave.
integrity in conduct, performance excellence, innovation, equality
and diversity, dignity and respect, collegiality, and cultural
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RISK APPETITE & TOLERANCE STATEMENTS

Risk Category

Human Resource

Lack of Staff feedback & development

Behaviour reducing cultural diversity &
awareness

Harm of staff, clients, partners, or
visitors

Breach of code of conduct, ethics, and
Law

Health and Safety

Inodequate & untimely reporting of
breach & near-miss incidents

Negligent & deliberate violations of
heaith & safety requirements

Risk Appetite / Tolerance Statement

sensitivity. It has a low risk appetite for behaviour or conduct
which does not meet these standards

The City has a low risk appetite for human resource risk.

The City has a low risk appetite for risk in practices or behaviours
that lead to staff not receiving feedback and development; resulting
in low staff performance, moral and staff retention

The City has a low risk appetite for practices and behaviours that
result in a workforce that is not diverse and culturally aware, be
this through recruitment or day to day workplace activities.

The City has a very low risk appetite for risk in practices or
behaviours that lead to the harm of staff, clients, partners, or
visitors in its premises or when undertaking work related activities
{within its control and responsibility).

The City has no appetite for conduct that is unlawful, unethical, or
otherwise breaches the Code of Conduct or reflects misconduct /
serious misconduct.

The City has a low appetite for health and safety risk, and in
particular a very low tolerance for inadequate or untimely remedy
and reporting of breach incidents, or near misses.

The City has no tolerance for negligent, deliberate, or purposeful
violations of health and safety requirements.

{
%} CITY OF VINCENT
.

Descriptor /clarification

KPI's need to be developed that ensure that staff performance
management is undertaken within certain timeframes and
parameters - timely responses and feedback provided, and that
retention rations are considered and acted on were outside
norms, Regular surveys will support understanding moral &
engagement and to understand what can be done to improve
areas.

Activities and actions to involve and include staff from diverse
backgrounds considering culture, age, gender, experience sets
etc.

The City's continued focus on OH&S matters, staff and
contractor induction support this appetite. All new activities
and projects should further consider the impact on the City's
community.

The City's continued focus on OH&S matters, staff and
contractor induction support this risk.
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RISK APPETITE & TOLERANGE STATEMENTS

Risk Category

Business Service

Disruption to the operation of the
business

Loss or lack of documentation of
corporate knowledge

Governance

Breaches in regulations, professional
standards, and ethics

Bribery or Fraud

Less than better practice for
Governance,

Due diligence, Accountability and
Sustainability

/ Tolerance Statement
The City acknowledges that in order to be innovative and nimble
that some degree of risk taking Is inevitable, however these risks
must be considered in light of maintaining continuity of services to
our stakeholders.

The City has a very low tolerance for risks that may result in
disruption to the operation of the business, Including loss of
statutory services, operational continuity, loss, or lack of
documentation of corporate knowledge. These risks will be
mitigated and controlled to where the cost of control is equal to the
marginal cost of the risk

The City has a very low risk tolerance for loss or lack of
dacumentation of corporate knowledge.,

The City 1s committed to best practice governance and practices
and behaviours that support ethical, consistent, and informed
decision making, compliance with legislation, regulation and
internal and external reporting requirements.

The City has a very low risk appetite for any breaches in
regulations, professional standards, and ethics.

The City has no tolerance for bribery or fraud.

The City has a low risk tolerance for less that better practice
decision making for governance, due diligence, accountability, and
sustainability, as measured by accepted industry standards and
practices

{
%% CITY OF VINCENT

Descriptor /clarification
See below

Interruption to services has been included in the Consequence
criteria. A very low tolerance would be considered where
“Failure of assets / disruption which results in inconvenience
but no material service interruption (resoived within one
day).” S0, where there is a disruption, for example the phone
lines are down, then a solution needs to be found within one
day. The cost of this control must also be considered in the
action sought.

In order for the City to continue to provide services to its
stakeholders to the degree required, the City must continue to
maintain adequate systems and processes that support
maintenance of all corporate knowledge.

There is a low, but not zero appetite for breaches. An example
would be the submission of a BAS late due to resource
constraints within the City. See specific examples below

The City will investigate all allegations and take action to the
full extent of its capacity.
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Descriptor /clarification

Risk Category
A breach in Delegated Authority

Poor Project or Change Management

Information & Systems management

Compromising information, its
management, security, and storage

Information management and Security
risk

Internal or External threats to private
information

Deliberate misuse of information

Breaches of the Code of Conduct

Safe & approved Systems Development

Community Services

The City has a very low risk telerance for breach in delegated
authority

The City has low risk tolerance for incidents or impacts which are
generated by poor project management or change management
practices

The City has a very low appetite for the compromise of processes
governing the integrity of, and access to, information; the use of
information, its management, security, and storage

The City of Vincent has very low appetite for information
management and security risk.

The City has no GI’F'HH for threats to private information arising
from internal breaches or external malicious attacks

The City has no appetite for the deliberate misuse of information.
The City has no appetite for repeat breaches of the Code of

Conduct.

The City has a moderate risk appetite for systems development
and changes where it is within the approved strategy, budget, and
plans; and appropriate safeguards are installed.

The City seeks to create a connected community where the City’s
residents can interact with the built environment and nature to

The risk consequence level will need to be considered.

The City wishes to keep the information it has custody of, safe,
secure, and uncompromised. Accordingly, it requires
appropriate governance, a framework and processes in place
for managing this risk.

Systems development always comes with an inherent risk
factor, accordingly there must be an acknowledgement that for
changes Lo occur some risk must be taken, however
appropriate project plans and procedures should be in place to
manage this risk.
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Risk Category

Community Engagement and Increased
Participation

Constructive Community Consultation

Activity risking long-term values or
reputation of Council

Fallure to meet customer commitments

and/or provide appropriate advice and
address regulatory concerns

Negotiate with Regulators, State &
Federal Government Agencies

Leasing of Community Facilities

Risk Appet [ Tolerance Statement

create a vibrant and inclusive place to live, work and play. The City
recognises that its purpose is tied to the needs and expectations of
its community and in particular the rate payers. In order to meet
these needs a certain level of collaboration and co-operation with
these stakeholders is beneficial and necessary.

The City has a high appetite for risks that will drive strong
community engagement and increased participation.

The City has a high risk appetite to engage in community
consultation to deliver on our strategic objectives. This
collaboration cannot be to the detriment of ensuring an efficient
and effective decision-making process in the spirit of sustainability
and achievement of abjectives. (5ee sustainability above)

The City has zero risk appetite in any activity that will put its long-
term values or reputation at risk.

The City has a very low risk appetite for operational risks arising
from failure to meet customer commitments and/or appropriateness
of advice

The City has a high risk appetite to consult and negotiate with
regulators, State & Federal Government Agencies to achieve the
City"s objectives

The City has & moderate risk appetite for financial lo3s in respect
to the use of the City's community facilities provided the use is:

# in the community interest

« satisfies a recognised community purpose

{
%% CITY OF VINCENT

Descriptor /clarification

The City wishes to maich its community desire for high levels
of engagement, and this is acknowledged to come with more
risk. An example is the BMX track, which was highly desired by
the community, but has associated risks,

This point was important in driving the high engagement and
participation in delivery of the City's objectives. But this
should not be used as a lever to hinder progress or
unnecessarily delay decision making.

The City must provide appropriate advice to stakeholders and
meet ils commitments.

The City will promptly take action to address
ratepayer/customer complaints and regulatory concerms

This is to ensure we are considering the needs of our
community together with the financial impacts of decision
millrlg.
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RISK APPETITE & TOLERANGE STATEMENTS & o oren

Strategic Risks & Categories

Finance, procurement & contracts

Risks relating to ensuring reliability and timeliness of financial and other information; as well as ensuring the financial sustainability and viability of the City
Risk of failures in the City"s procurement and contract engagement and management processes resulting in business loss or disruption.

Asset Management & sustainabllity, environment management

Risks associated with investing in, developing and maintaining the City's infrastructure to ensure reliability and to meet its Vision and strategy

Risk of the City's current activities compromising the ability for the future residents meeting their needs. This refers to social and environmental needs. Consideration of both
physical and investment actions.

OH&S, employment practices
Risks relating to strategies and systems to maintain a workforce and partnerships that are productive, safe, and diverse as well as an effective and accountable organisational
environment. Risks include workforce capability and capaCity, including staff, volunteers, contractors, and subcontractors.

Business service disruption:
Risks oF @vents that could cause disruption to services oF operations; and/of impair of enhance the delivery of the program of project on time and within budget, or the quality of its
outcomes; events that could lead to damage to your reputation, assets or compromise the security of sensitive infarmation.

Governance, misconduct & fraud:
Risks resulting in fallure to meet regulatory, compliance and accountability requirements; inadequate or unclear definition of roles and responsibilities; lack of effective and
transparent deciston-making processes; inadequate control and procedural frameworks; the robustness of any third-party systems and processes.

Information & systems management:

Risks that jeopardise information being authentic, appropriately classified. properly secured, and managed in accordance with leghslative and eperating requirements. Technology
solutions must support strong internal control processes and the development of robust system and process solutions for the management and protection of information assets; and
align technology, systems, processes and culture with business strategy and goals,

Community services:
Risks or events that hinder the City's ability to meet the current and changing expectations of the ratepayers and community; including ratepayers’/customers’ expectations of
providing efficient, considerate, and cost-effective services; building positive and collaborative relationships and outcomes for the City.
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6.4 FRAUD AND CORRUPTION PREVENTION PLAN - ANNUAL REVIEW

Attachments: 1. Fraud and Corruption Prevention Plan

2. Summary of Proposed Actions

3. Evaluation of Existing Controls - Public Sector Risks - Confidential
RECOMMENDATION:

That the Audit Committee recommends to Council that it:

1. NOTES the progress delivery summary of the Fraud and Corruption Prevention Plan as
detailed within this report; and

2. APPROVES the proposed actions summarised at Attachment 2.

COMMITTEE DECISION ITEM 6.4

Moved: Mr Araj, Seconded: Cr Gontaszewski

That the recommendation be adopted.

AMENDMENT
Moved: Mr Araj, Seconded: Mr Manifis

That a recommendation be added as follows:
3. REQUESTS Administration provides quarterly updates to the Audit Committee on the Fraud
Management Plan 2023 — Action Log.
AMENDMENT CARRIED (5-0)
For: Mr Manifis, Cr Wallace, Cr Gontaszewski, Mr Goy and Mr Araj
Against:  Nil
(Cr Alexander was an apology for the Meeting.)

(Cr loppolo was an apology for the Meeting.)
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COMMITTEE DECISION ITEM 6.4
That the Audit Committee recommends to Council that it:

1. NOTES the progress delivery summary of the Fraud and Corruption Prevention Plan as
detailed within this report; and

2. APPROVES the proposed actions summarised at Attachment 2.

3. REQUESTS Administration provides quarterly updates to the Audit Committee on the Fraud
Management Plan 2023 - Action Log.

CARRIED (5-0)
For: Mr Manifis, Cr Wallace, Cr Gontaszewski, Mr Goy and Mr Araj
Against: Mil
(Cr Alexander was an apology for the Meeting.)

(Cr loppolo was an apology for the Meeting.)
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Executive Summary

The City of Vincent (City) is committed 1o the prevention, deterrence, monitoring, investigation and
reporting of all forms of fraud and corruption. Fraud and comuption is damaging 1o an organisation as
it may cause financial loss, loss of public confidence (either perceived or real), reputational damage
and adverse publicity.

Local governments are the custodians of significant public funds and assets. Therefore it is important
that the community has assurance that these are adequalely prolecied from fraud and cormuption.

Fraud and cormuption prevention forms parl of the City's Risk Management Framework. It is a risk
that the City actively seeks to identify and limit its exposure to, by reducing the potential opportunity
(risk likelihood) for fraud and comuplion o occur.

The purpose of this Plan is to clearly document the City's approach to the prevention of fraud and
cormuption at both strategic and operational levels. It is to be read in conjunction with the City's Risk
Management Policy and relevant legisiation.

*Developing o

co-ordinated fruud mlu,
approach te
managing
fraud risks.
huldhu an
ethicol culture.

*Policies and

proceedures
to act on froud

Adapied from Office of Auditor General for Westem Australia, Repon 5: 2019-20, Fraud Prevention in Local
Govermmant
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Section 1 - Background

1.1 Purpose

This Plan supports the City’s Fraud and Corruption Prevention Policy to provide a structured
framework and approach to fraud and corruption prevention, detection, monitoring and reporting.
This Plan aligns with the Australian Standards for Fraud and Cormuption Control (AS8001-2008) and
has been endorsed by the Executive Management Commitiee

The Plan will be reviewed by the Audit Committee annually.

1.2 Communication

This Plan is communicaled to all staff via annual training and is available on the City's internal
Vintranet site. All new staff are also made aware of the Plan as part of their induction.

1.3 Zero Tolerance to Fraud and Corruption

The City has zero lolerance for comupi conduct or fraudulent aclivities. The City s committed lo
preventing, detemring, detecting and investigating fraudulent and comupt behaviour in the delivery of
City services. Elecled Members and Administration must nol engage in praclices that may constitute
fraud or comuption.

The desired outcome of this commitment is the elimination of fraud and corruption throughout City
operations both internally and exiemnally. The City may prosecute people identified as committing
fraud or undertaking comupt behaviour. Employees may also face disciplinary action under the City's

Code of Conduct, and restitution of money or property lost through fraudulent activity will be pursuwed
through legislative means.

Fraudulent and commupt activities may also be required o be referred o external agencies or may be
referred at the discretion of the Council or CEQ. These agencies include but are not limited to -

. WA Police

. Crime and Corruption Commission

. Public Sector Commission

. Local Government Standards Panel.

wiENT
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1.4 Definitions
Fraud is defined by Australian Standard AS8001-2008 as -

Dishonest activity causing actual or potential financial loss to any person or &
monies or other property by employees or persons extemai to the entity and w
at the tirme, immediately before or immediately following the activity

luding thef! of

DOON IS used

Fraud can take many forms including -

. the misappropriation of assets;

. the manipulation of financial reporting {either internal or external to the organisation);
. cormuption iving abuse of p 1 for personal gain

Corruption is defined by Australian Standard AS8001-2008 as -

Corruption is dishones! activily in which an employee or contractor of the entity acts contrary o the
interests of the entity and abuses their position of trust in order to achieve some personal gain of
advantage for themselves or for another person or organisation. The concepl of ‘corruption” can also
involve corrupt conduct by the entity. or a person purporting to act on behalf of and in the interests of
the entity, in order fo secure some form of improper advantage for the entity

Corrupt conduct tends to show a deliberate intent for an improper purpose and motivation and may
involve misconduct such as: mwmwmnmdo«umu
exercise of a power or duty for an improper purp or dish ty. Some wies of corrupt or
criminal conduct which could be serious misconduct include —

. abuse of public office;

. blackmail;
. Mmmnmbmm
. delib ly 'g confidential information;

. exiortion;

. obtaining or offering a secret commission;
. fraud or stealing:

. forgery.

. perverting the course of justice;

. an offence relating 1o an electoral donation:
. falsification of records.
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1.5 Objective

The City is committed to meeting its legislative obligations under the Local Govermment Act 1995
including ensuring thal resources are mainfained in a responsible and accountable manner.

The City's commitment to fraud control will be met by ensuring an environment in which fraudulent or
cormupl conduct is discouraged, and confllicts of inlerest are avoided

This commitment is reflected in the City's Governance Framework, which has the following five
prnciples:

e pN -

Culture and Vision

Roles and Responsibilities
Decision Making and Management
Commitment to Sustainability
Accountability

1.6 Scope

This Plan applies to all Elected Members, employees, contractors and volunteers

Elected Members must also adhere 10 the standards mandated by the Local Governmeant Act 1995.

Further guidance on the City's responsibiliies are detailed in the:

Department of Local Government, Sport and Cultural Industnes, Fraud & Corrupbion Conirol
Framework, July 2015
Office of Auditor General for Western Australia —

Report 24: 2018-2019, Verifying Employee Identity and Credentials
Report 5: 2019-2020, Fraud Prevention in Local Government

Australian Standard AS 8001-2008
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Section 2 - Context

2.1 Corporate Framework

This Plan supports the objectives in the City's Strategic Community Plan and Corporate Business
Plan, both of which directly inform the City's budgets, strategies, policies and service delivery.

2.2 Legislative Framework

The Local Government Act 1995 (LG Act) requires local governments 1o develop and maintain
adequate internal control systems. Local governments are also required to establish a Code of
Conduct for employees, contractors and Counci and have an Audit Committee

The Public Interest Disclosure Act 2003 (PID Act) requires the local government to establish written
procedures for handling of any protected disclosures

The diagram below shows the interdependency of this Plan with complimentary programs and

processes.
Fraus Polcy Code of Contuct
“~ 7
tena Aust
N
Fraue Intena
\ Tranng Controm /
\ \’
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Financial s 1 R
(1) Efficient systems and procedures are to be established by the CEO of a local government —
(a) for the proper collection of all money owing lo the local government. and

(b) for the safe custody and security of all money collected or held by the local government.
and

(c) for the proper maintenance and secunity of the financial records of the local
government (whether maintained in written form or by electronic or other means or
process); and

(d) to ensure proper accounting for municipal or trust -
0] wved or ivable; and
(i) expenses paid or payable; and
(i) assets and liabilities; and

(e) to ensure proper authorisation for the incurring of liabilities and the making of payments:
and

(1) for the maintenance of payroll, stock control and costing records; and
(g) to assist in the preparation of budgets, budget reviews, accounts and reports required

by the Act or these regulations.
(2) The CEOisto~
(@ that the of the local government are effectively and efficiently
managed;, and

(b) assist the council to undertake reviews of fees and charges regularly (and not less
than once in every financial year); and

(c) undertake reviews of the appropriateness and effectiveness of the financial
management systems and procedures of the local government reguilarly (and not less
than once in every 3 financial years) and report to the local government the results of
those reviews.
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(1) The CEO is to review the appropriateness and effectiv of a local government’s
systems and procedures in relation to -

(a) risk management; and
(b) intemal control; and
(c) legisiative compliance.

(2) The review may relate to any or all of the matters referred to in subregulation (1)(a). (b)
and (c), but each of those matters is lo be the subject of a review at least once every 3
calendar years.

(3) The CEO is to report to the audit commitiee the results of that review.

2.3 Australian Standards

Although not obligatory, Australian Standard for Fraud and Corruption Control (AS8001-2008) provide
mmportant guidance.

2.4 Roles and Responsibilities
Audit Committee
In relation to fraud control, the Audit Committee’s responsibiities include ~

. 7 g risk o Wt fr rks and associated procedures for the effective
identification and management of fraud risks;

* providing assurance that the City has appropriate processes and systems in place to
prevent, detect and effectively respond to fraud-related information; and

* providing leadership in preventing fraud and corruption.

Chif Exective Officer (CED)

The CEO applies the City's resources to fraud pr jon and the impl tation of
adequate controls for managing fraud and corruption risks within the City.

The CEO, under the Corruption, Crime and Misconduct Act 2003 must notify the Corruption and
Crime Commission or the Public Sector Commission if misconduct is suspected.
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Executive Management Committes (EMC)

The Executive Management Committee is responsible for impl ting this Plan. In particular, the
EMC must -
. provide leadership, guidance, training and support to empioyees in pr ing fraud and
corruption;
identify high fraud risk areas;

participate in fraud and corruption risk assessment reviews.;
monitor the continued operation of controls;
ensure the protection of compiainants who report fraudulent and corrupt activities.

Chief Audit Executive (CAE)

The CAE (Executive Manager Corporate Strategy and G ) is responsible for —
. coordinating the fraud and corruption risk assessment process:;

. developing and maintaining this Plan, in consultation with key stakeholders:;

. communicating the existence and importance of the Plan to all staff, and

. delivering and/or coordinating fraud and corruption training.

Executive Manager HR
The Executive Manager Human Resources is responsible for ging the gnevance and
discipline process

Pablic Interest Disclasare (PID) Oficer

The City’s PID Officers (Executive Manager Corporate Strategy and Governance and Executive
Manager Human Resources) investigate disclosures in accordance with the Public interest
Disclosure Act 2003.

Al Employees

All employees have a responsibility to contribute to preventing fraud and corruption by following the
Code of Conduct, complying with controls, policies and processes; resisting opportunities 10 engage
in fraudulent or commupt behaviour; and reporting suspected fraudulent or corrupt incidents or
behaviour
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Section 3 - Planning and Resourcing

Awstralian Standard 8001/2008 list the following for consideration in planning and resourcing —

« control planning,
« review of control plans,

= control resourcing,
« internal audit activity.

3.1 Program for fraud and corruption control planning and review

The LG Act requires that all local governments establish an Audit Committee. An Audit Commities
plays a key role in assisting a local government to fulfil its govemnance and oversight responsibilities in
relation o financial reporting, internal controls, risk management systems, legislative compliance,
The Recommendation on p.7 of the WA Office of Auditor General's Report, Fraud Prevention in Local
Govemnmment notes -

In hne with befter practice, all entities should ensure they implement a coordinated approach fo
manage thei fraud risks. Entibes should —

assess fraud nsks across thewr business

develop a Fraud and Corruption Control Plan and review it al least once every 2 years

develop and implement a periodic fraud awareness fraining program for all staff

ensure thal all conflicts of inlerest are recorded, assessed and appropriale managemant plans

are in place

have policies and procedures in place o verify the identily and inlegrity of employees and

suppliers

[ documeni clear infernal processes and sysiems fo repori any poiential frawd, thal nclude
aNoNymMous reporting

T collect and analyse information received aboul polential fraud fo ideniify any trends or

emenging iSsues

ot Ry o=

This Plan is designed lo achieve compliance with each of these recommendations.

The Plan operales in association with existing programs and initiatives throughout the City and forms
an integral part of the overall risk management framework.

Commitiee. In reviewing the Plan the CAE shall give regard to the following -

. significant changes in business conditions

. strategies arising out of recently detected fraud or comuption control incidents
. results of fraud and commuption risk assessments compleled

. changes in fraud and cormuption control practices locally and intermnationally
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. resourcing requirements
. any identified changing nature of fraud and corruption within the sector.

The Plan will be presented to Audit Committee annually.

3.2 Fraud control responsibility and resources

The responsibility for implementation of this Plan is with the CAE. The CAE will report yearly to the
Executive Management Committee, on the progress of delivery on the outcomes from this Plan

The City is committed 1o allocating the required resources across the organisation 1o ensure
appropriate controls in regards to fraud and corruption. In particular resources will be made available
Io_

implement the Plan

undertake fraud and corruplion risk assessments
deliver organisational training and awareness
review incidents reports

undertake investigations

3.3 External assistance

Where required, external assistance will be engaged 1o support the delivery of any aspect of this Plan,
including the delivery of training
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Section 4 - Prevention

Australian Standard 8001/2008 list the following for ideration in planning and resourcing —
) ing and maintaining an & X

senior 9 it
line management accountability
intemnal control
communication and awareness
employment screening
supplier and customer vetting
controlling the risk of corruption

4.1 Implementing and maintaining an integrity framework

The City's Code of Conduct specifies the expected behaviour of employees and contractors, which
includes reporting and preventing any fraud or corruption.

Recruitment materials will include information on val and conduct expectations

The City will provide a formal induction process for all new staff and contractors that includes a clear
focus on integrity.

Managers will exercise and demonstrate high levels of integrity in the perf, of their roles and
functions and will remind employees of the importance of complying with the City's Code of Conduct

Annual performance reviews will include a requirement for employees 10 review the City's Code of
Conduct each year and to complete the online ing programs for both Fraud Awareness and
Accountable and Ethical Decision-making (AEDM).

4.2 Commitment to controlling the risk of fraud and corruption

Managers will not be complacent and will treat fraud and corruption risks as a serious threat to
the City.

The Executive Management Committee and Audit Commitiee will regularly be briefed on the following:

. inf 1 on the progs and roby of the intemal control environment in regards to
preventing and detecting fraud

. the types of fraud and corruption common with the sector

. incidence of fraud and corruption generally in Australia

. information on the types of fraud and corruption that have been detected at the local
government over the previous five years

. information of new or emerging trends in this area.

VINCENT
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4.3 Maintaining strong internal control systems and internal control culture
The City has an existing culture of continuous improvement. The implementation of effective systems
of intemal control is an integral part of this program, particularly for activilies assessed as having a
high predisposition to the nsk of fraud and comuption.

Well planned and documented intemal controls will be a major defence for avoiding fraud and
cormuption. When undertaking projects or reviewing existing practices into the future consideration
will be given to appropriate fraud and cormuption controls in the development of oulcomes.
Internal controls will be:

Appropriately documented

Accessible

Reviewed and amended regularly

Communicated effectively to all relevant employees
Subject o review ol adherence.

4.4 Fraud and corruption risk assessment

Risk assessmenis will be underiaken for all identified fraud and corruplion risks in accordance with
the City's Risk Management Policy.
As a minimum the following risks will be assessed —

theft of cash

theftmisuse of assets

misuse of confidential conporate information
conflict of Interest

accounts payable

payroll practices

procurement

IT and information security

recruitment

misuse of credit cards.

. & 8 & & & 8 8 8

Additional nsks will be identified through normal business unit operations and through the regular
review of the risk register.
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4.5 Communication and awareness of fraud and corruption

It is important that fraud and corruption is identified and reported at an early stage and that employees
have understanding and confidence in the syst

Employees will be provided with the following -

. a dedicated page will be maintained on the City’s Vintranet in regard to fraud and corruption,
this will include links 10 all relevant documents in particular the process for reporting allegations
and Public Interest Disclosures;

. fraud & corruption awareness training and AEDM training will be conducted annually, and
leamings measured through staff assessment surveys:

. regular news feeds o remind staff of key integrity responsibilities including the process for
reporting any instances of misconduct; and

. staff assessment surveys 1o staff confidence and attitudes about integrity. including
confidence in speaking up about misconduct and inlegrity matters and identifying steps to
address any findings

year. This will be published in each Annual Report.

4.6 Employment screening

Prior to appointment the following screening shall be undertaken with the express consent of the
individual concemed, irrespective of whether they are intemal or external applicants -

. verification of identity requinng at least two forms of identity (passport, birth certificate,
drivers licence, rate certificate, at least one must include photo identification)

Police criminal history check — relevant positions

Working with Children check — relevant positions

reference checks with two most recent employers

consideration of any gaps on employment history and the reasons for the gaps
verification of formal qualifications claimed — where relevant or required for position

if necessary, residency or visa status.

The Recommendation on p. 10 of the WA Office of Auditor General's Report, Verifying Employee
Identity and Credentials notes —

Pubdic sector entities should -

1 have approved policies and procedures for verifying empioyee identity and credentials which
oover —
using a 100-point identity check
- criminai background checks, based on the risks associated with the position
periodic monitonng of existing employees
2 assess the positions which may require a criminal background or working with chiidren check
and ensure that these requirements are cléarly documented in position descnption forms
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3 for high risk positions. or positions where there is an ongoing requirement 1o hoid a licence or
professional qualification, obtain regular declarations from employees that there is no
significant change in their circumstances

4 ensure that sufficient documentary evidence is oblained prior to appointment which supports an
empioyee's ~

identification and right to work in Australia
professional qualifications and memberships
- crminal background or capacily lo work with chiidren {where necassary)

5 perform appropriale referee checks for all potential empioyees and ensure that all employees’
reference checks are retained in their empioyee or recruitment file

6 develop a procedure for manitoring the expiry dates of licences, certificates or working with

chidgren checks so that they can be foliowed up with the employee close 1o expiry date

perform peciodic criminail background checks for positions which require it

~

4.7 Dealing with annual leave and job rotation

same or similar functions and the position is deemed a high risk from a fraud or corruption
perspective, local law enforcement, parking enforcement, planning officers, contract management,
for example

Excess annual leave will be monitored on a quarterly basis and reported to the Executive Management
Committee.

4.8 Supplier vetting

The City will conti 1o undertal ppher vetting for new and ongoing suppliers in accordance with
existing practices.

To avoid scams and incorrect payments, all suppliers are o have banking details verified upon initial
entry of their 1o the IT system and then periodically.

In accordance with the Procurement Policy, new suppliers with prospective business in excess of
$150,000, the minimum checks will include —

. search of Australian Securities & Investment C Company Register,

. Australian Business Register ABN verification,

. currency of insurances.

For new contracts exceeding, or potential 1o exceed $500,000, the following additional checks should
be considered —

. corporate scorecard check which looks at Bankrupicy search,
. assessment of credit rating,
. dei’-" gs @ d g o § Aw pend: e 8
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Section 5 - Detection

Australian Standard 8001/2008 list the following for ¢ ’ jon in planning and resourcing —

implementing a fraud and corruption detection program
role of external auditor in detection of fraud
whistie-blower protection program.

5.1 Fraud and corruption detection program

CITY OF VINCENT

As pan of the development of the annual internal audit program the Audit Committee will consider
opportunities o undertake pro-active fraud and corruption detecting activities that might include —

(a) conducting unscheduled internal reviews and audits

(b) post-trar tional i - a review of tra ) after they have been processed, with the

aim of identifying or uncovering —
. documentation that may be missing, altered, missing or falsified,
. authorisations that may have been omitted or altered, or

dequate doc
. nadeq y supp

(c)  Analysis of management accounting reports — using relatively straight forward techniques in
analysing management accounting reports, trends can be ined and i igated which

may be indicative of fraudulent of corrupt conduct.
(d) Financial Management and Risk Reviews will include a review of ~
IT and information security
grants and other payments
tendering processes, purchasing and contract management
services provided to the community
revenue collection
use of credit cards
travel allowance and other allowances
salanes
money, property and other physical assets
(e) internal audits

n annual reports to management, the Audit Committee and Council regarding the position of risk

management, internal controls and legisiative compliance.
In accordance with the LG Act, the CEO is required to -

a) in accordance with the Local G nent (Fi ial Manag ) Regulati 199615,

advise Council at least once every 3 years in respect to -

. efficient systems and procedures
. ensure efficient use of resources
. appropriateness and effectiveness of systems
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b) n accordance with the Local Governmeni (Audii) Regulaiions 1996 r.17, at least once every 3
YEars review —
= risk management
« intemal controls, and
* legislative compliance.
5.2 External auditor’s role in the detection of fraud
Consistent with recent changes to intemnational and Australian auditing standards, the auditor's
accountability for the detection of fraud will form pari of any audil. These provisions will increase the
likelihood of detecting material miss-statements or ermors in the City's financial statements.
5.3 Mechanisms for reporting suspected fraud and corruption incidents

The City's Public Interest Disclosure Procedures (PID) Information Guidelines set out how employees
can report suspicious or known illegal or unethical conduct.

Reports can be made anonymously. Anonymous repors will be examined and investigated on the
available evidence.

All employees have the right io make a disclosure in accordance with the PID Act. This is
encouraged where any person wishes 10 access the protections afforded by the PID Act.

5.4 Whistle blowers

Whistle-blowers, whether intemal or external, may be an important component in the detection and
exposure of fraud or comupt behaviour.

They will be protecied o the exient permitied by law. Prolection may include but is not limited to —
ensuring the person's safety

arranging any necessary physical or mental support

referral to an external agency having greater resources for investigation.

. & & @

A whistie-blower who has been involved in the repored misconduct may be provided with immunity or
due consideration from City initiated disciplinary proceedings by agreement, however, the City has no

Where viclimisation or reprisals are reporied, a record of the report and the action laken muslt be
placed on the file relating to the public interest disclosure. Steps taken to prevent acts of victimisation
or repnsal should be recorded in @ manner that they will be accessible for reference, should legal
action be taken against the City.

However, vexatious or malicious complaint will not be tolerated, and an appropriate response may be
made against the complainant
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Section 6 - Response
Australian Standard 8001/2008 list the following for consideration in planning and resourcing -

policies and procedures
investigations

internal reporting and escalation
disciplinary procedures
external reporting

civil action for recovery of loss
review of internal conirols
INSUranNce.

6.1 Procedures of the investigation of detected or suspected incidents

The City's Public Interest Disclosure Information Guidelines set out —

. appropriate measures for the comprehensive investigation of such matters based on the

principles of independence, objectivity and fair due process (rules of natural justice)
= sysiems for iniernal reporting of all detecied incidents

- process for reporting the matters of suspected fraud and corruption o appropriate external

enforcement agencies

The Guidelines will be reviewed regularly to ensure that it continues to meet these objectives.

6.2 Internal reporting

ITY OF VINCENT

The CAE is to ensure that all incidents reported and investigated are documented and registered on

the appropniate confidential file.

The documentation placed on the file must include the following minimum information —
date and time of report

how the incident came to the atlention of management

the nature of the incident

value of loss (if any) lo the enlity

action taken following discovery of the incident.

L L

6.3 Disciplinary procedures

The City's disciplinary guidelines and procedures outline the potential disciplinary outcomes that apply

in regards lo the application of this Plan.
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6.4 External reporting

The City's Public Interest Disclosure Information Guidelines provide direction to reporiing any
suspecied fraudulent or commupt conduct o any exiernal enforcement agencies including —

Department of Local Government, Sport and Cultural Industries;
Police; or
Crime & Cormuption Commission.

Employees may report any reasonable suspicion of minor misconduct involving a public officer to the

Public Sector Commission (PSC), in accordance with the Comuption, Crime and Misconduct Act
2003.

Employees should consider what behaviours and circumstances constitute minor misconduct and
whether the person/s involved is a public officer

There is a good chance that if the public officer’s involved could be the subject of a disciplinary
investigation at the City, then it might be minor misconduct. If you suspect the behaviour is minor
misconduct employees can report it to the PSC or the CAE.

Department of Local Government Sport and Cultural Industries
Gordon Stephenson House, 140 William Streel, Perth WA 6000
GPO Box R1250, Perth WA 6844

Telephone: (08) 6551 8700

Fax: (08) 6552 1555

Free call (Country only): 1800 620 511

Email: infofidige wa.gov.au

Website: www digc wa gov.au

Translating and Interpreting Service (TIS) — Tel: 13 14 50

Public Sector Commission

Two office locations:

. Dumas House, 2 Havelock St, West Perth WA 6005

. Hale House, 1 Pariament Place, West Perth WA 6005
Locked Bag 3002, West Perth WA 6872

Phone: (08) 6552 8500

Fax: (08) 6552 8501

Email: admin@@psc wa, gov au

Website: hitps:/publicsector. wa gov.au
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Corruption and Crime Commission

Level 5, 45 Francis Street, Northbridge WA 6003
PO Box 330, Northbridge Post Shop WA 6865
Phone: (08) 9215 4888

Fax: (08) 9215 4884

Toll-free: 1800 809 000

Email: info@@cce wa gov au

Website: hilps //www coc wa gov.au/

Hearing impairment: If you are deaf, or have a hearing impairment or speech impairment, contact
us through the National Relay Service

TTY users phone 1800 555 677 then ask for 1800 809 000
Speak and Listen users phone 1800 555 727 then ask for 1800 809 000.

6.5 Civil proceeding to recover the proceeds of fraud and corruption

The City may seek recovery of any losses due to fraud or corfruption where there is clear evidence
of fraud and cormmuption and where the likely benefits of such recovery will exceed the funds and
resources required 10 be invested in the recovery action

6.6 Internal control review following discovery of fraud

Where fraud or corruption is detected the relevant Executive Manager will be responsible to assess
the adequacy of the relevant i ral control er t and provide a report to the Executive
Management Committee on the improvements identified.

6.7 Maintaining and monitoring adequacy of insurance

The City will maintain a fidelity guarantee insurance policy that insures the risk of loss arising from
internal fraudulent conduct. The level of the policy and other policies relevant to fraudulent or
improper conduct will be reviewed annually by the Executive Management Committee.

OFFICE USE ONLY

Approved by EMC Date: 17/12/2021, Ref# D20/244570

Reviewed / Amended EMC - Date: 18/1172021, Ref#: D21/213617
Presented to Audit Committee: 15/02/2022, Ref8 D22/24825
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Fraud Management Plan Review 2023 - Proposed Actions

# Proposed Action Responsiblility Due Date

1 | Develop an integrity framework, based on the Public Sector Commission’s template integrity | Executive Manager Corporate Strategy and | June 2024
framework to underpin the principles outlined in the Better Practice Guide and align with the | Governance in consultation with Executive

requirements of Australian AS 8001:2021 Standard Fraud and Corruption Control. Management and Audit Committees.
The framework will
o link existing policies, pr res, s, and codes relevant to fraud and
corruption risk;
* assign responsibilities for defining, supporting, controlling and enforcing integrity
across the City;

« outline the systems and activities used to detect fraud, corruption, integrity breaches
and other errors and irregularities; and
 model and embody a culture of integrity

. +

2 | Facilitate fraud and corruption risk awareness training/workshops for all Managers and key Executive Manager Human Resources & June 2024

personnel with the aim of identifying key areas of vuinerability at the City Executive Manager Corporate Strategy and

Identified fraud and corruption risks are to be documented and managed within the City Risk to faclitate raining

Management Framework All Managers to attend training and
complete fraud and corruption risk

assessments for service areas

3 | Develop and implement fraud and corruption control programs that are aligned to the level ‘ Executive Manager Corporate Strategy and | June 2024
and nature of corporate risks Governance in consultation with Executive

Programs will include, but not be limited to Management and Audk Commitiess.

¢ Integrity education and training programs;
o Pressure testing programs; and
« Fraud and corruption detection programs

Fraud and corruption control programs will enable Administration to measure and report on

implementation of the integrity framework. |

4 | Update the City's Fraud and Cormuption Prevention Policy to align with the Australian AS | Executive Manager Corporate Strategy and | June 2024

8001:2021 Standard Fraud and Corruption Control Governance in consultation with Executive
Management and Audit Committee.
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6.5 AUDIT COMMITTEE - FORWARD AGENDA 2023
Attachments: 1. Audit Committee Forward Agenda 2023
RECOMMENDATION:

That the Audit Committee recommends to Council that it NOTES the Audit Committee Forward
Agenda at Attachment 1.

COMMITTEE DECISION ITEM 6.5

Moved: Mr Goy, Seconded: Cr Wallace again
That the recommendation be adopted.
CARRIED (5-0)
For: Mr Manifis, Cr Wallace, Cr Gontaszewski, Mr Goy and Mr Araj
Against: NIl
(Cr Alexander was an apology for the Meeting.)

(Cr loppolo was an apology for the Meeting.)

NOTE: Request feedback from all audit reports, as well as project management reporting and an internal
audit draft charter be taken to the August 2023 meeting.

Internal Audit Activities on the agenda for 10 August 2023 to be deferred to the last meeting of 2023,
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Audit Committee Forward Agenda 2023

Standing ltems February (no meeting scheduled) 2 March 2023

. Rovarw and update of Aud? Commitee Foraard Agenda 2023 . Cormaeration of Audt Comenttee Forward Agenda 2023

. Reverws staius of pandirg action sams from the iast mesding . Fraud and Corruption Piar Anmust Reveew

. Rovaw audt log - vtemal & extomal .04 recommendatons . G S Comphance Audt Return 2027 - Arvnual Review

. Review of the nlemal audt activities, progress agamnst plan, and intema sudit " 2 CAE ¢ scal Govermnment Ac 19685 and key logralation smpactng e City
reports lssued duning the period h itiaves, a0 extenal everts

. Roview of the City s Corpocate Risk Register o Schank ‘8

- Revaw the stitus of any fraud investigation reporns

. Betefing by CAE on performance audits of CAG reponts camied oul i the state

Note Reports and recommendatons to 14 March 2023 OMC

government or other LGAS along With any action plians put in place Dy the City

April (no meeting scheduled) 4 May 2023 29 June 2023

. Trawsng and professons dovelopmeny sessaon delemined by Cormittes har - el Ovaloly waih: the aaierras aadinn | OAl - wihond manageres i geasel i) deduns

- Review the Audlt Commttee Terms of Reference Aovy vkl g o war

¢ Review and recommend to the Councsl any changes 1o the propesed annual internal Audit o Envy Meelng - GAG
Pan (6 months pricr 1o the nitial revew) - Fraud and Comuplion Plan ~ Annual Review (deferred Fum March meeting)

* Moot prvately wan the externa suditor (QAG) withoy! managemant prosent to discuss any e Meet pnvatety (without management present) with the CAE 10 discuss any matiers
Maliers deemed IPFOONIlE deemed appropnate

*  Eotry Meetog - OAG o Meet pavately with the nternal audt Service Drovider svery six months

Note' Reports and recommendations 10 20 June 2023 OMC Note' Repors and recommendations 10 25 July 2023 OMC

July (no meeting scheduled) 10 August 2023 September (no meeting scheduled)

Recommend o the Councll the proposed annual intemal Audit Plan along with aspects of

COONBnation with he extornal suditor's olen and 1hose of other assWence providers

o Evaluate the performance of the islemal audit service provider and CAE

»  Review and recommend changes (f any} to the intemal Sudkt charter

. Reviow O business ek peports issued Dy imanage:
Bevafng by CEO on the Clly's Sirstegy. rOges

OFFESPOHCING FCTOM (hars

emal vents impactng

tre Oty lag., pew regui@ion R O-eCOTOMmic Taciors o
Review the Aud Commitise Terms of Kelerance (getered from May mesing)

Note Regorts and recommendatons 1o 19 September 2023 OMC

5 October 2023 30 November 2023 December (no meeting scheduled)

Annual francial repont for year end 30 June draft annual fmancials

. Briefing by CFO of significant accounting polices and signiicant judgements made
propang the fnancsl statements

. Review the DAG's audit plan inciuding view of signficant accounts and fraud nisk

*»  Fut Meeting - DAG

. Meet privatoly (without management present) with the CAE to dscuss any matters deemed
appropriate Meet povately with the rdemal audt service provider every six months

o Beigfiog by CEO O the City's St r

g exlernal everts

. Annust Boknowtedgement of the Code of conduct, svalusstion of menmiber ¥ a
MPRCLNg e 5 e regul - el
AIROENANNCS & <O mtlise PRSI <o Ay (o .
. Commerce E01 for external Commties Members L o
Note: Reports and © 12 D 2023
. Heview fsk management processes and aclivites (nciexbing sk Mot Policy and

Apipet ent

> Review the s response 1 the Public Sector Commisseon integrty Survey

. Review adequacy of procedures for the confos

VR, SNONYMOoUS SulrmiESon by

SNPROYOSS FEQINTING POSItIe fraug o iIMeRUlanes

Note: Reports and 1021 N 2023

CATEGORIES

Committee Operations

Financial Reporting & External Audit (OAG)
internal Audit Activities

Risk Management & internal Conltrol

Ethics and Compliance

Other Matters

BN -

0232825
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7 GENERAL BUSINESS
71 Budget Opening Surplus Variance

At the recent Audit Committee meeting Administration was asked to see how Vincent's opening budget
surplus variance of $1.0m benchmarked against other Local Governments.

We have prepared the analysis below against several other Local Governments and as you will see
Vincent's opening surplus variance was the 3™ lowest in dollar value and 2™ lowest as a percentage of
rates.

The opening surplus variance ranged from $0.8m to $16.6m, with a mean of $5.0m and median value of
52.7m. As a percentage of rates this ranged from 1.9% to 17.0%, with a mean of 7.5% and a median value
of 6.1%.

We will continue to review our processes year on year to ensure our estimated opening surplus is as
accurate as possible. The analysis below does provide us with comfort that our estimate last year was one of
the most accurate when benchmarked against several of our peers.

Opening Surplus Variance Surplus/Rates
City of Nedlands 781,589 3.1%
City of Fremantle 1,680,876 3.4%
[ city of vincent 1,019,862 2.8%
City of Kwinana 827,711 1.9%
Town of Victoria Park 2,696,615 6.1%
City of Belmont 7,247,207 14.3%
City of Subiaco 2,900,200 11.7%
City of Stirling 11,170,108 7.7%
City of Perth 16,599,593 17.0%
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Budget Opening Surplus Variance

QF

5:-Il-

o
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Oty of Otyof OCtyofVincemt  Ctyof Towen of Ciyof  (OtyofSublaco Gtyof Stirfing Oty of Perth
Nedands  Fremantie Kwinara  VictoriaPark  Beimont
B Surphus Variange  e=Surplus Variance/Rates Actual FY22
7.2 Organisation Structure

The Audit Committee requested that the CEO provide an update on the Organisation Structure in relation to
the responsibilities of each directorate and capacity to deliver services and projects.

8 NEXT MEETING

31 August 2023

9 CLOSURE

There being no further business the meeting closed at 6.10pm.
These minutes were confirmed at the 31 August 2023 meeting of the Audit Committee as a true and
accurate record of the Audit Committee meeting held on 29 June 2023

Signed: Mr Conley Manifis

Dated
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