ORDINARY COUNCIL MEETING AGENDA 13 DECEMBER 2022

12.1 OUTCOME OF ADVERTISING AND ADOPTION OF AMENDED RISK MANAGEMENT POLICY

Attachments: 1. Risk Management Policy (clean copy)
2. Risk Management Policy (marked up)
3. Risk Appetite and Tolerance Statements

RECOMMENDATION:

That Council APPROVES the amended Risk Management Policy at Attachment 1

PURPOSE OF REPORT:

To present the outcome of community consultation and seek approval of the amended Risk Management
Policy at Attachment 1.

BACKGROUND:

Council at its meeting16 June 2020 meeting adopted the current Risk Management Policy (Policy).
ThePol i cy replaced t he i(Risk Mabagenterd and theyriskNilelihoodand . 2 6
consequence tables were updated. Further amendments required high and extreme risks to be reported to

Council (via the Audit Committee) for approval of the risk management actions.

At its 6 July 2021 meeting the Audit Committee endorsed proposed amendments to the Policy subject to
community consultation and formal adoption by Council.

At its 23 August 2022 meeting, Council approved undertaking community consultation of the proposed
amendments to the Policy.

I n accor danc e Camimtnity ahdiSeakeldiddér Enyayement Policy, community consultation was
undertaken between Thursday 8 September 2022 and Monday 10 October 2022, which is in excess of the
21 days required.

The policy was advertised on the City of Vincent website, social media and through the following public
notices:

i Perth Voice T Thursday 8 September 2022;

i Vincent Reporter i Saturday 10 September 2022; and

i notice exhibited on the notice board at the Cityds |
No public submissions were received.

DETAILS:

ThePol icy establishes the Cityds risk management approa
Council and Administration.

The key amendments are listed below:

i a policy objective has beenincludedtoap pr opri ately document the Cityés |

i mi nor amendments to the terminology used, including
Airesidual risks (risks with c oAnoditCanhiteeintiske at ment s) o
management;

i ri sk consequence criteria has been updated to align

context, including the addition of contract / project risks, and the change in terminology of an extreme
consequence to a catastrophic consequence (to avoid confusion with extreme risks);

i risk likelihood criteria has been updated to include probability (from 0 -100 percent) this is an
alternative means of assessing risk likelihood to the risk frequency method;

i a controls rating table has been added, to identify what are fully effective, adequate and inadequate
controls;
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i risk classification matrix i likely and major risks are rated as extreme instead of high, and minor and
almost certain or catastrophic and unlikely are also rated as high risks;

1 terminology changes to the risk management table and inclusion of role of Audit Committee;

i an additional provision to ensure that an appropriate level of expertise is sought in relation to risk
classification;

1 addi tional provision regarding i mplementation of <cha
register; and

1 a new clause four has been addedt o ensure that the Cityds Risk Appet
are reviewed within three months of each ordinary Council election.

The proposed changes were prepared in consultation wit

Audit Committee.

The proposed changes will facilitate better risk managementandwile nsur e t hat the Gdtyobs F
Tolerance Statements at Attachment 3 are reviewed and considered by new and continuing Council
Members within three months of each ordinary Council election.

CONSULTATION/ADVERTISING:
No further consultation is required.
LEGAL/POLICY:

Regulation 17 of the Local Government (Audit) Regulations 1996 provides that the CEO is to:

freview the appropriateness and effectiveness of a | oca
tol

(& risk management; and

(b) internal control; and

(c) legislative compliance

éé.not | ess than once in every 3 financial years. o

Section 2.7(2)(b) of the Local Government Act 1995 provides Council with the power to determine policies.

h e CRolicy [Begelopment and Review Policy sets out the process for the development and review of
he Citybs policy document s.

RISK MANAGEMENT IMPLICATIONS

Low: Adopting the proposed policy is low risk.

STRATEGIC IMPLICATIONS :

ThePol i cy objectives, as set out above aloi8@oR8asifollols:t he Ci

Innovative and Accountable

We are open and accountable to an engaged community.

PUBLIC HEALTH IMPLICATIONS:

This does not contribute to any public health outcomesintheCi t y6s Publ i c -20285al t h Pl an 2
FINANCIAL/BUDGET IMPLICATIONS :

Nil.
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RISK MANAGEMENT POLICY Gy

Legislation / local law Regulation 17 of the Local Government (Audit) Regulations 1996.
requirements
Nil.
Relevant delegations

Related policy procedures and Risk Management Procedure supports this Policy — defines the

documents systems and processes in place to facilitate good practice risk

management, and assigns responsibilities for the identification,

management and treatment of risks.

PURPOSE

Risk management facilitates the efficient delivery of the City of Vincent's (City) strategic, operational and
project objectives. This Policy establishes the City’s risk management approach and the risk management
responsibilities of Council and Administration.

OBJECTIVE
To:

provide transparent oversight of risks to enable effective decision making;
e provide guidance on acceptable risk versus return associated with the City’s projects, services and
programs;
embed appropriate and effective controls to manage risk; and
ensure the City adheres to its statutory and regulatory obligations.

SCOPE

This Policy applies to Council, the Audit Committee and all employees and contractors of the City of
Vincent.

Responsibilities for identifying, managing and treating risks, dependant on the risk rating, are detailed in the
Risk Management Procedure.

Page | 1 Reference: D22/209332
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RISK MANAGEMENT POLICY 4

POLICY PROVISIONS

s

- CITY OF VINCENT

W

¢

POLICY

The City supports an organisation-wide risk management approach to identify and manage risks and
opportunities associated with the performance of the City's functions and the delivery of services. This
Policy applies to all service and project delivery and any other decision-making activities. It ensures risks
are identified and understood and the risk treatment is incorporated into service unit planning and resource
allocation.

1. The City will develop and implement effective risk management systems and processes, as further
defined in the City’s Risk Management Procedure, that:

. facilitate the achievement of the City’s vision, strategies and objectives;

. provide transparent and formal oversight of risks and the controls implemented, to enable
effective decision making;

. provide guidance on the level of risk versus return associated with the City’s services and
projects

. ensure risk controls and treatments align with the City’s risk appetite and tolerance;
. embed appropriate and effective controls to mitigate risk;

. achieve effective corporate governance and adherence to relevant statutory, regulatory and
compliance obligations;

. enhance organisational resilience;
. identify and provide for the continuity of critical operations;

. ensure risk management becomes part of day-to-day service and project management and
processes; and

. ensure that an appropriate level of expertise is sought in relation to risk classification.

2. Risks will be identified and managed in accordance with the risk consequence and likelihood criteria
at Attachment 1. Risks are to be classified in accordance with the risk classification matrix at
Attachment 2. Once classified, risks are to be managed in accordance with the risk rating at
Attachment 3.

3. The acceptance and treatment of risk is dependent on the risk classification and risk rating. The
treatment of residual (i.e., with controls) risks classified as high or extreme will be subject to review by
the Audit Committee and Council.

4.  The City's Risk Appetite and Tolerance Statements are to be reviewed within three months of each
ordinary Council election.

Page | 2 Reference: D22/209332
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R

RISK MANAGEMENT POLICY

IMPLEMENTATION

o

= CITY OF VINCEN1

\\v

¢

Any changes to this Policy will be applied to the City's existing risk register within 60 days of the Policy
being amended.

OFFICE USE ONLY

Responsible Officer Executive Manager Corporate Strategy and Governance
Initial Council Adoption 16/06/2020 - D20/105102

Previous Title Policy 4.1.26 — Risk Management,

Reviewed / Amended TBA

Next Review Date TBA

Page | 3 Reference: D22/209332
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RISK MANAGEMENT POLICY

ATTACHMENT 1 - RISK CONSEQUENCE AND LIKELIHOOD CRITERIA

1.1 Consequence criteria

T

L}

&

Ea

F & CITY OF VINCENT

L

m

Physical injuriesfiinesses
requiring limited first aid
treatment onsite only.

No expected ongoing
psychological impacts.

Impact managed through

narmal City business practices.

based complaint with no media

Isolated individual's issue-

coverage,

Breach of procedure but no
neticeable regulatory or statutory

and is within operating budget.

Localised damage to City  |Contained, local envirenmental
property which can be rectified |impact andfor negligible impact)
by routine internal procedures |on hertage asset. Immediately

rectifiable.

[funds, or financial loss less than

Short term impact on operating |

$20,000 (0.035% of operating
budget).

Insignificant breach of contract or|
delay in project which has a
minor impact on service delivery,
congsistent with 'low’ rating.

Medium term impact on

|Minor breach of contract or delay

First aid injury or illness
5 treated on site with < 3 days mfﬂﬁ:ﬁ:ﬁﬂf %ﬁl CitY | L ocal community impacts One or more temporary non Localised damage to City Emﬂrmﬂirﬁnrdﬂ%;fm operating funds, or financial | to project which will have minor
£ attributable lost time. o m%ire:tion of re snuroepsmto.sa restricted to one area or single- | compliances. Low or medium audit| property requiring additional resourne:.tg reciify but-can be loss between 520,001 - | financial impact or delay service
= Psychological Impacts treated issue based concemns. or regulator findings. resources to rectify. ined and reversible $100,000 (0.035% - 0.17% of | delivery, consistent with ‘minor’
on site, ' : operaling budget), rating.
Breach of contract or delay to
praject which will impact service
delivery or result in damages
Delays in City-critical functions, payable by the City, consistent
Physical injuryfillness requiring|services, activities or programs.| Megative community impacts ) with ‘moderate’ rating.
professional treatment, Administration sublect to and concerns publicly Environmental damage or harm . )
g hospitalisation and/or lost time significant review or fhange. expressed. Short term non-compliance but with|  Significant damage across m;::'chﬁm;:’g:oi?::f;:lme t:}r?r‘:‘aﬂ;’;a;“m qel“':gd‘:“;
£~ between 3 — 10 days. with City - critical outcomes | Reduced confidence publicly | significant regulatory requirements |City-critical properties requiring City aﬁ external organisations ﬁrlanggl loss bepalwee‘aml?ﬂ 00,001
E Psychological impact requiring| only partially achieved. Impact | expressed by community and | imposed and/or significant internal °"9°'"fm:1:ﬂ":f°m°"t to contain, any damage/harm | to $250,000 (0.17% - 0.43% of
professional treatment. requires short |.EI'I'I'It Slgll:"llﬁcal'll stakeholders. . which is containable and operating budget),
management a reversibility actions.
organisational resources to .
respond.
Page | 4 Referance: D22/209332
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RISK MANAGEMENT POLICY

Serious physical injuryfiliness
requiring immediate

Long term viability of the City is
threatened.

One or more critical functions, (Negative community impact and

services, activities or programs

Considerable and prolonged

dissatisfaction publicly
expressed,

Environmental damage or harm

Significant impact to service

Significant changes to a project

CITY OF VINCENT

psychological damage
requiring extensive remedial
intervention.

Impact cannot be managed
within the City's existing
resources and threatens

survival of the arganisation,

City"s capabilities and
intentions.

High widespread media.

licence to operate.

plant, equipment and building.

across the City and
ireversible.

$1.7% of operating budget).

amergency response or cannot be delivered. Mon-compliance results in Sianificant d hich is uncontained : delivery due to impact breach of contract which
_ longed hospitalisation. o o o - e ; ignificant damage across | w un ned, requires ivery due to impacton | or breach of contract which may
S5 prolong P Majority of City-critical cgm;";'g;ﬂﬂg:mwmfﬁmf c'tgcﬁ’::cgi er;m O Gity-critical properties requiring| a coordinated response from | operating funds, or financial | result in termination of contract
£< Seﬁqqs psych_nln-glca[ injury Loutoomes r._mlil' par_‘tlally_ ) stakeholdars in Ci :; ;:en udit N QI'II ato ongoing, additional resources | the City and multiple external | loss between $250,001 to $1 | and significantly impacts sernvice
requiring medium/long term fachieved or a single City-critical oiders in City's ernal audit or reguiator and approvals to rectify. organisations and is million (0.43% to 1.7% of | delivery. Impact consistent with
£ " i rocesses and capabilities investigations andfor intervention PR 9 ( y. P
u_epr;ﬂnassllonal me;:ll_lcal outcome not achieved. p pa . . imevarsible. operating budget). ‘major’ rating.
atment, counselling or ) Organisation’s integrity in
s . Impact requires long term rgan leg
ongoing intervention. | T agement and | auestion. Significant media
organisational resources to attention.
respond,
Majority of City-critical i
functions, services, activities or| Significant adverse community Major pro]ec_t cannol be
© Death glr 5:;:’9 Pn':m"a“ﬂ”t programs cannot be delivered. | impact and condemnation. Environmental damage or w"ﬂ::“d “rlﬂ"""m-'l'al ﬂm ‘“l
£ sablements. . N ) ) ) . R Extensive damage requiring | harm which is uncontained, (Insufficient operating funds over| Contract resulling in significan
£ i , :
Bo | rommontmpiam | o ofycnieal | st o comunty e conlarce et ol e o ek enros o e an oo Sodanms ot | e e ) e iy o
w— . or complete loss of City-critical jorganisation and is widespread| more than $1 million {over non-delivery of SeMice for
‘E extended time.
o

lImpacts consistent with ‘extreme’

rating.

1.2 Likelihood criteria (refer to the description or the frequency)

5 Almost Certain The event is expected to occur in most circumstances More than once per year >95%
4 Likely The event will probably occur in most circumstances At least once per year 75-95%
3 Possible The event should occur at some time At least once in three years 25-75%
2 Unlikely The event could cccur at some time At least once in ten years 5-25%
1 Rare The event will only ocour in exceptional circumstances Less than once in 15 years <5%
Page | 5 Referance: D22/209332
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CITY OF VINCEN

RISK MANAGEMENT POLCY o

1.3 CONTROLS RATING TABLE

LEVEL DESCRIPTOR DESCRIPTION

FE Fully Effective Controls are adequate, appropriate and fully effective. Overall control environment provides reasonable assurance
that the risk is being managed. Control objectives are being met and no improvements to controls have been
identified.

A Adequate A few specific control weaknesses noted however the overall control environment is adequate, appropriate and
effective. Certain controls may require improvement to ensure that the overall environment will continue to operate
effectively,

I Inadequate Mumerous specific controls weaknesses or gaps were noted. Overall control environment is not adequate or effective

and fails to provide reasonable assurance that risks are being managed and control objectives are being met. The
control environment needs improvement.

Page | 6 Reference: D22/209332
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RISK MANAGEMENT POLICY £ e oo

ATTACHMENT 2 - RISK CLASSIFICATION MATRIX

Consequence Low Minor Moderate Major Catastrophic
Likelihood 1 2 3 4 5
Almost Certain | 5 Medium Medium
Likely 4 Medium
Possible 3 Medium Medium
Unlikely 2 Medium Medium
Rare 1 Medium

ATTACHMENT 3 - RISK RATING AND MANAGEMENT

Responsibility

Risk acceptable with adequate controls, managed by specific procedures

and subject to ongoing monitoring EXSCIive achr

MEDIUM Monitor

**Extreme risks require a risk treatment plan which is reported to the CEO (via the Executive Management Committee) and the Audit Committee until the risk rating is at an acceptable level.

Page |7 Reference: D22/209332
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RISK MANAGEMENT POLICY G o

Legislation / local law Regulation 17 of the Local Government (Audit) Regulations 1996.
requirements

Relevant delegations Nil.
Related policy procedures and Risk Management Procedure supports this Policy — defines the
documents systems and processes in place to facilitate good practice risk

management, and assigns responsibilities for the identification,
management and treatment of risks.

PURPOSE

Risk management facilitates the efficient delivery of the City of Vincent's (City’s) strategic, and operational
and project objectives. This Policy establishes the City's risk management approach and the risk
management responsibilities of Council and Administration.

OBJECTIVE
To:

provide transparent oversight of risks to enable effective decision making:
provide guidance on acceptable risk versus return associated with the City's projects, services

and programs:
« embed appropriate and effective controls to manage risk; and

¢ ensure the City adheres to its statutory and requlatory obligations.

SCOPE

This Policy applies to Council, the Audit Committee and all employees and contractors of the City of
Vincent.

Responsibilities for identifying, managing and treating risks, dependant on the risk rating, are detailed in the
Risk Management Procedure.

POLICY

The City supports an organisation-wide risk management approach to identify and manage risks and
opportunities associated with the performance of the City’s functions and the delivery of services. This
Policy applies to all service and project delivery and any other decision-making activities. It ensures risks
are identified and understood and the risk treatment is incorporated into service unit planning and resource
allocation.

1. The City will develop and implement effective risk management systems and processes, as further
defined in the City's Risk Management Frameweork Procedure, that:

. facilitate the achievement of the City’s vision, strategies and objectives;

Page | 1 Reference: D20/240003
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RISK MANAGEMENT POLICY & cmoron

provide transparent and formal oversight of risks and the controls implemented, to enable
effective decision making;

provide guidance on the level of risk versus return associated with the City’s services and
projects and

ensure risk controls and treatments {centrels-implemented) align with the City’s risk appetite
and tolerance;

embed appropriate and effective controls to mitigate risk;

achieve effective corporate governance and adherence to relevant statutory, regulatory and
compliance obligations;

enhance organisational resilience;
identify and provide for the continuity of critical operations; and

ensure risk management becomes part of day-to-day service and project management and
processes; and

ensure that an appropriate level of expertise is sought in relation to risk classification.

2. Risks will be identified and managed in accordance with the risk consequence and likelihood criteria
at Attachment 1. Risks are to be classified in accordance with the risk classification matrix at
Attachment 2. Once classified, risks are to be managed in accordance with the risk rating at
Attachment 3.

3.  The acceptance and treatment of risk is dependent on the risk classification and risk rating. The
treatment of residual (i.e., with controls) risks classified as high or extreme {with-contrels) will be
subject to appreval review by the Audit Committee and Council.

4, The City's Risk Appetite and Tolerance Statements are to be reviewed within three months of each

ordinary Council election.

IMPLEMENTATION

Any changes to this Policy will be applied to the City's existing risk register within sixty (60) days of the

Policy being amended.

OFFICE USE ONLY

Responsible Officer Please use title only
Initial Council Adoption DD/IMMIYYYY
Previous Title Applicable if the policy has been renamed
Reviewed / Amended DD/MM/YYYY

Next Review Date MM/YYYY

Page | 2
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RISK MANAGEMENT POLICY

ATTACHMENT 1 - RISK CONSEQUENCE AND LIKELIHOOD CRITERIA

1.1 Consequence criteria

-“L !h.
A CITY OF VisCENT
=8

P

Irire lmifted firat Impact managed through | indrvidual's i e
Ireaiment onsite only,  |normal City business practices. | based complaint with no media|  Breach of procedure but no Localised damage to City |[IS2C_Sncor By _ )
Mo expected ongoing : runtion | Soverane.Anncident wilhdow | noticeable requlstory or statutory |property which can be rectified| ™ " loo R P Short term impact on operating |ngignificant breach of contract o
- ieal im ) Fall,ro--astots- L Mierpion impact-on-commumty-trust | Impact Merercormplance-flechnical | by routine intemal procedures | | == 7= . funds, or financial loss less than  gajay in project which has a
= Which FRGUS IR INCOMVBNIAGS | iop,ie coveredina ity o legal) breach whichisnol | and is within operating budget | *3A05 OERAMR WhEh SaADS |\ ) 1 cer ot ooerating | Minor impact on service delivery
e iy ot | ption (resoived within | PWEPaper-andior-has-a-social | - reporable-and can be-resolved | $20000-40.035% of operating i+ woek:-and budget). " | consistent i ow’ aiing.
FesuHle 0 boss oF Ber s s Shar PRiaR- i i within 24 howrs P .
media-profile-for manimurm-of-a . budget).
- days: one-day, day. ,:, E,E‘": d :‘, ;‘E";-ﬁ"'~5“ad‘ -":H_
L Emvironmental damage or harm
, i Localised damage to City which requires ﬂ.r.t!m?l
) _ ! . | property requiring additional | FaRagement BsOUICES 1o Medium term impact an | pjingr breach of contract or del
= ) ¥ AL resources o rectify reclify by-exiernal-agencies-o0 | gparating funds, or financial m":rwmm will mw::mm:y
E sychological Impacts treated | (ZZEStEe S embarrasement some-impact | or requiator findingsMore 1han 008 | (maliocation-withinoperating |  Sonlraciors-and can be loss between $20,001 - | financial impact or delay service
o iy braach-with-potential fosminars any-damageLhamscanbe | $100,000 (0.035% - 0.17% of clalivary, -conalstant with ‘wiinor
Fieiry o adment o slaff can-ba-ractivad-within-ona y . Ter ekt o : I $100.000-{0-035% -0 17% of : :
! | sosialmedia-profile-whish-lasts o v-penalty. : " raversad-by-the City's operating budget). reting
ssulling-in-ces ol ime waak-{backlag claared forlass than-a-faw-days. oparmiing-budgety: actions.
batween-G-10-days: GRE-WESkh and £ revarsible.
Physical injuryill i in City-critical i i ity imy
- > it ! biic
hospitalisati r im, R ) expressed,
between 3 — 10 days.. Administration subject to Envirsnmental damage or harm
. I fican g i w Significant damage across ta | which requires additional 8 of coairact or delay b
ical i i wilh City - critical oulcomes | expressed by community 8nd |Short term non-compliance but with|  City-critical -propertiesy | management resources by the | 1mpact 1 : d reach of contract or I
professional treatment, anly partially achieved. Impact slakeholders. significant requlatory requirements requiring gngoing management| City and external hmhwp,dofm m;ﬂg‘ project which will impact service
ejuiy-oralmontlo-teff | [2QUIteS short temm sianificant imposed andior significant internal | attention-or a-perod-of upto |  agenciesorganisalionsof  financial loss between $100,001] 0@Iivery of resullin damages
& L . m ment audit findings; Shor-to-medium three-months. ont rei-takes--waak o payable by the City, consistent
3 1l re . tar-non-compliance-wiich-may 4-smandh Lo contain, -and-any with ‘moderate’ rating.
: : rasul-in-prosecution-fine: (5100000 damage-/-harm which is §250,000 {0.17% - 0.43% of
o Dbl CHPOBES 10 : Investigation-may-berequired. | $250,000{047%-0.43%of | containable and rusrsiblecan operating budged).
. ' . AL lerrupEon, Mgy rauEee a-faw days. - attention by .
t6-the City, buti ) Wﬁmm i {ale depar 4 Ciy'sreversibility actions,
L T R S
| Page | 3 Reference: D4GA478366020/240003
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RISK MANAGEMENT POLICY

Epes E} CITY OF VisCENT

Senious physical injuryfillness |Long term viability of the Gity is| Considerable and prolonged
requiring immediate b, i rmmunity im; il
Mergency « St or el funct dissatisfaction publicly
longed hospitalisation services, aclivilies or programs RAQIAIRL Mon-compliance results in Significant damage across le |Emvironmental damage or harm
Jali! i , iticigm and b i fn ticr itv=critical i l:ﬁ‘ly\-c: ritical _pmp-erﬁ_e__sy which remains-is uncontained, Sianificant im o . Sianificant cha P—
. — E——— nd trust by community and | imposed penalties. Significanl | Fequiring ongoing, additional equires Mm ,g,ydwp;c-i on m%mwm%m&ﬁ
& L cAagraly Ay stakeholders in City's extarnal audit or requlator resources and approvals o | a coordinated respense from ¢ impact
Sz iri 1 o tify (Council val-of " ltiple extemal operating funds, or financial | result in termination of contract
§< | Cominshmien | gleneobotsl | essmdaiiie | e s[5 Corolprertol | inChnd ok ien | ZEoad ol G300 S |0 sy s ke
i eritical outeome not achieved, | Qrganisalion’s integrity in Ner-complianca-resulls-in million {0.43% 10.1.7 i ible-externat-agancies, | | ™Hon (0:43% to 1. . Impact consistent
T ntereEntan. Impact requires long term I B I8 | tommination oF6orvicoc-orimpocad g budget) Reron.s mmm operating budgst) major rating.
obiiteontife | s LRl OG8N altention, Board panalios o City LS8, | rasisiut g iy
Pmnamdllaabdﬂyuihla ;f%q_\am%ggmem;md intarvantion Pebf B
bbb e b g e el ombarrassment Pk Pigh-impast-on
Tl ofy BF pblc xpeted 10 L commRily-lrust-coverad-n
Sen dbam ity el po gl S r"-!\" g Fichi 'V‘" Mm
Death or severe permanent Maiority of City-critical | Significant adverse community
disablements. . ""m beds-i'i i - impscl mnation,
Bregrams cannl be OeIVerse. | congigtant ongoing community .
£ Maiority of City-critical oss of confidence and trust i Extensive damage requiing Emviumanial daiane i Major project can-not ba
=r R . I LA
Bemananiiong term pulcomes not achiaved, fty's conatiliies an - : inal | o cnged period of restitution [requires the lead of an external completed or critical breach of
g chologesloamage e, charges ot loss of Gity's social o CiGanisatin and is idespread|msuficent operating funds over|_onractresulting in signficant
o | ek e e ] o e it igh wi i, Publi licensce o operale, Cily and stained period, or loss of | 9aMages payable by the Cily or
] High widespread media, Pubdbc R ~ across the City an Sustai X
o intervention, MMME Mm Non-compiance resuls in-criminal | -COMPlele loss of City-ciitical |  jreversibleEmvionmental more than $1 milion {gver non-delivery of service for
survival of the repulational-damage; chargas-orsignicant damages-or PN equipment and buildings, damage-or has which-can-rot| $1.7% of operaling budget). extended time.
ization Eailure-ol. i dloss-o sty oF-over- 31000000017 % of be-coniained-and-is-not . - .
) organisation. Failure-of aseate/ P ; F iy panalties o City-{staff, ) orain SR Impacts consistent with ‘extreme’
atakity-to-slat-mamberof disruption-which-resolls-in-a e e sporing-hodgot) A iy,
public-exposed-to-a-hazard tonged-inermuption of core-of Sustainad ity iate-and m;ma_ ating,
BR-FOGAIRG-IR-MdOERIGO0Y covarage-amsocalmedia
advarse haalth impacts, prodile, third-party-action

5 Almost Certain The event is expacled to eccur in most circumstances Maore than once par year =35%
4 Likely The event will probably occur in most circumstances Al least once per year T75-05%
3 Possible The event should occur al some time At least once in three years 25-75%
2 Unlikely The event could occur al some time Al least once in len years 5-25%
1 Rare The event will only ocour in exceplional circumstances Less than once in 15 years =5%

| Page | 4
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RISK MANAGEMENT POLICY T2 -

1.3 CONTROLS RATING TABLE

LEVEL DESCRIPTOR DESCRIPTION

[

Fully Effective Controls are adequate, appropriate and fully effective. Overall control environment provides reasonable assurance
that the risk is being managed, Control objectives are being met and no improvements to controls have been
identified.

>

A at A few specific control weaknesses noted however the overall control environment is adequate, appropriate and
effective. Certain controls may require improvement to ensure that the overall environment will continue to operate
effectively,

1 In: 1 Numerous specific controls weaknesses or gaps were noted, Qverall control environment is not adequate or effective
and fails to provide reasonable assurance that risks are being managed and control objectives are being met. The
control environment needs improvement,

| Page | 5 Reference: 848/478366020/240003
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RISK MANAGEMENT POLICY

ATTACHMENT 2 - RISK CLASSIFICATION MATRIX

ATTACHMENT 3 - RISK RATING AND MANAGEMENT

Consequence Low Minor Moderate Major ExtremeCatastrophic
Likelihood 1 2 3 4 5
Almost Certain Medium High-Medium
Likely Medium
Possible Medium Medium
Unlikely Medium Medium
Rare Medium

MEDIUM

Risk acceptable with adequate and-effective-controls, managed by
specific procedures and subject to ongoing monitoring

Executive Director

**Extreme risks require a risk treatment plan which is reported to the CEO (via the Executive Management Committee) and the Audit Committee until the risk rating is at an acceptable level.
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G GHEREE D SiaICEE
e

L Conml and an organisation that is clover, aeative, and courageoms - willing to push the
arablor

1

i decision maldng by understanding and managing the risks in belng ¢

attomal amnd regulatory amd complianc: n

Pegai|ater falarmcatien

These are for those decisions not specifically considere

The City has a low tolerome i tased on risk consequence criteria - Risk of loss or o
" iency in achie : : budget in excess of $100,000 {(0.035% - 0.17% «

Profit and loss ratios

e of return on investments

he City has a moderats risk appetite for investiments; Investiments need to be in line with the City’s Corporate
stments must support: strategic initiatives and financial Business Plan and Strategic Community Plan,
I trnents must be al with the values and

rternents - D20/ 26234
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