ORDINARY COUNCIL MEETING AGENDA 16 AUGUST 2022

12.4 REPORT AND MINUTES OF THE AUDIT COMMITTEE MEETING HELD ON 9 AUGUST 2022

Attachments: 1. Audit Committee Minutes - 9 August 2022
2. Attachments to Audit Committee Meeting - 9 August 2022 - Confidential

RECOMMENDATION:
That Council:

. RECEIVES the minutes of the Audit Committee Meeting of 9 August 2022, as at Attachment 1
and ENDORSES the recommendations.

. ENDORSES the recommendations of the 15 February 2022, 16 March 2022 and 3 May 2022
Audit Committee Meetings.

PURPOSE OF REPORT:

To report to Council the proceedings of the Audit Committee at its meeting held on 9 August 2022 in
accordance with clause 2.21(1) of the City’s Meeting Procedures Local Law 2008.

BACKGROUND:

An Audit Committee Meeting was scheduled for 29 June 2022, but was cancelled as it failed to meet
quorum. The reports were carried over to the 9 August 2022 meeting.

The reports of February, March and May requested Council to NOTE the recommendation, this has been
corrected to reflect that the recommendations should be ENDORSED.

The City’s Audit Committee is a statutory committee of Council, established in accordance with Section 7.1A
of the Local Government Act 1995. The role of the Audit Committee is to provide independent advice and
assurance to Council over the City’s risk management, internal controls, legislative compliance and financial
management.

The Audit Committee meets approximately every two months and comprises of up to three external
independent members (one of which is the Audit Committee Chair) and four Elected Members.

DETAILS:

The Audit Committee considered three agenda items as follows:

5.1 Review of the City's Corporate Risk Register - from 29 June 2022

The report on City’'s Corporate Risks was discussed and then adjourned to the end of the meeting as an item
on General Business had the potential to influence the direction of the Committee’s assessment of the City’s
risk. The matter was unable to be properly considered due to time constraints and will be rescheduled to a
date to be advised.

5.2 OAG Performance Audit and Other Audit / Best Practice Recommendations - from 29 June 2022

Discussion took place around the five reports that were tabled. The reports did not directly relate directly to
the City but provide insight into issues affecting public sector governance.

5.3 OAG entrance meeting 2021/22 audit - from 29 June 2022

The plan for the proposed audit was discussed.
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5.4 Privacy Management Policy - Proposed Review Road Map - from 29 June 2022

The City’s proposed approach to the review of the Privacy Management Policy and practices was discussed
and supported. Anticipated implementation by 30 June 2023.

5.5 Office of the Auditor General - Information Systems Audit Report - 2022 Local Government
Entities

Detailed discussion took place around this item. In 2021/2022, the City has focussed on processes and
systems that improve the City’s ICT security with an objective of achieving OAG’s Level 3 “Defined” maturity
level.

5.6 OAG Report - Staff Exit Controls

An overview of findings raised by Office of the Auditor General (OAG) in their Staff Exit Controls audit was
discussed.

5.7 Appointment of Internal Audit Contract

The appointment of the internal Auditor was discussed with the review of the scheduled internal audit
program. Acknowledgement that there was a Council Decision at the 14 December 2021 Ordinary Council
Meeting to add the Beatty Park Leisure Centre Infrastructure Renewals project to the City’s internal audit
plan for review of governance, expenditure and project management processes.

5.8 Review of the City's Audit Log - 9 August 2022

The Audit log was discussed and proposed completion dates were approved, with an amendment to the
proposed completion date of:

. EA2020/12(8) Manual Timesheet from August 2022 to February 2023
. EA2021/12(1) Asset Renewal Funding Ratio not presented” from 30 June 2022 to 31 August 2022
6.1 General Business - Contact Management and Capacity — Capital Works Program 2022/2023

Discussion held pertaining to matters raised by Cr loppolo regarding risks in project delivery within the
current economic environment. Discussion to be resumed in conjunction with Item 5.1.

The meeting was adjourned sine die. Items 5.1 and 6.1 to be concluded.
CONSULTATION/ADVERTISING:

Nil.

LEGAL/POLICY:

Clause 2.21 of the City’s Meeting Procedures Local Law 2008 states that the report and minutes of a
Committee meeting are to be provided to Council.

The Audit Committee Terms of Reference govern the functions, powers and membership of the Audit
Committee.

RISK MANAGEMENT IMPLICATIONS:

Low: It is low risk for Council to consider the report and minutes of the Audit Committee meeting on 3 May
2022.

STRATEGIC IMPLICATIONS:

This is in keeping with the City’s Strategic Community Plan 2018-2028:
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Innovative and Accountable

Our resources and assets are planned and managed in an efficient and sustainable manner.

We are open and accountable to an engaged community.
SUSTAINABILITY IMPLICATIONS:

This does not contribute to any environmental sustainability outcomes. This action/activity is environmentally
neutral.

PUBLIC HEALTH IMPLICATIONS:
There are no implications to the priority health outcomes of the City’s Public Health Plan 2020-2025.
FINANCIAL/BUDGET IMPLICATIONS:

Nil.
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MINUTES OF CITY OF VINCENT
AUDIT COMMITTEE
HELD AS E-MEETING AND AT THE
ADMINISTRATION AND CIVIC CENTRE
244 VINCENT STREET, LEEDERVILLE
ON TUESDAY, 9 AUGUST 2022 AT 4.00PM

PRESENT: Mr Conley Manifis Independent External Member {Chair)

(electronically)

Cr Ashley Wallace South Ward (electronically)

Cr Susan Gontaszewski South Ward (electronically)

Cr Ron Alexander North Ward

Cr Ross loppolo South Ward

Mr Olaf Goy Independent External Member
(electronically)

Mr George Araj Independent External Member

(electronically)

IN ATTENDANCE: David MacLennan Chief Executive Officer
Peter Varris Chief Audit Executive
Peter Ferguson Executive Manager Information and
Communication Technology
Rhys Taylor Executive Manager Financial Services
Wendy Barnard Council Liaison Officer
1 INTRODUCTION AND WELCOME

The Presiding Member, Conley Manifis, declared the meeting open at 4.21pm and read the following
Acknowledgement of Country statement:

“The City of Vincent would like to acknowledge the Traditional Owners of the land, the Whadjuk people of the
Moongar nation and pay our respects to Elders past, present and emerging”.

2 APOLOGIES / MEMBERS ON APPROVED LEAVE OF ABSENCE
il
3 DECLARATIONS OF INTEREST

Conley Manifis declared an impartiality interest. The extent of his interest is that his company is
contracted by the Office of the Auditor General to complete external audits.

Conley Manifis declared an impartiality interest in ltem 5.7. The extent of his interest is that he has a
relationship with Mr Palassis, Managing Director of the Paxon Group who have been appointed as internal
auditor.
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4 CONFIRMATION OF MINUTES

COMMITTEE DECISION

Moved: Cr Wallace, Seconded: Mr Araj

That the minutes of the Audit Committee held on 3 May 2022 be confirmed.

CARRIED (7-0)
For: Mr Manifis, Cr Wallace, Cr Gontaszewski, Cr Alexander, Cr loppolo, Mr Goy and Mr Araj
Against: Mil
NOTE: The scheduled meeting for 29 June 2022 was cancelled (did not meet quorum).
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5 BUSINESS ARISING

5.1 REVIEW OF THE CITY'S CORPORATE RISK REGISTER - FROM 29 JUNE 2022

Attachments: 1. Corporate Risk Register - June 2022 [ a
2. Confidential Corporate Risk Register - June 2022 - Confidential
3. Risk Appetite and Tolerance Statements [ &

RECOMMENDATION:
That the Audit Committee recommends te Council that it:
1. RECEIVES the City's Corporate Risk Register as at Attachments 1 and 2; and

2, NOTES the status of risk management actions for the high and extreme risks.

COMMITTEE DECISION ITEM 5.1

Moved: Cr Gontaszewski, Seconded: Mr Araj

That the recommendation be adopted.

Cr Gontaszewski noted that the Risk Appetite and Tolerance Statement would not have been reviewed by
Council since the election of new Council Members, and that this would have been beneficial to have been
undertaken before the current review.

ACTION: The Chief Audit Executive concurred and to ensure that this occurs in the future he committed to
amend the Risk Management Policy within the next & months to reflect that the Risk Appetite and Tolerance
Statement is to be subject to review within three months after an ordinary Council election. This can then be
incorporated in the policy review schedule.

Given the submission of a General Business Item by Cr loppolo that relates to Item 5.1, it was agreed to
adjourn discussion on this item until after the consideration of Item 6 General Business.

Moved: Cr Gontaszewski, Seconded: Mr Goy

That the Audit Committee ADJOURNS consideration of Item 5.1 Review of the City's Corporate Risk
Register - from 29 June 2022 until after Agenda Item 6 General Business.

CARRIED (7-0)
For: Mr Manifis, Cr Wallace, Cr Gontaszewski, Cr Alexander, Cr loppolo, Mr Goy and Mr Araj
Against: il
Page 5

Item 12.4- Attachment 1 Page 8



ORDINARY COUNCIL MEETING 16 AUGUST 2022

AUDIT COMMITTEE MINUTES 9 AUGUST 2022

"

-)‘.—‘|%‘ CITY OF VINTZ
“
CITY OF VINCENT CORPORATE RISK REGISTER

BDO

7 | ] Impact fina RISK MANAGEMENT | | |  |ACCOUNTABLITY[ [ | [ |
Net Risk
Risk Categary fisk Description Comment  Likelifood Consequence  Remarks  Actual fisk cmmw"'::;"“’“ Risk Management Actions (RMA|  Strength (S<M<W) W {after “‘"”"""I;""M Risk Comer  Timetable  ooiiics st
WARIE s [ L A

Procurement for faclities

Irsrfechive pracurement proceses and
maragemest of suppliors ressliing ina ladk ol

Building good ralationihip with supslis,
raview altemalie wpplios, e imaide

1. Stackpile chemicals - Complete

I. build relatiosships with suppliers
Cofmpheta, <onini Suriig progursmant and
nrw canlract selup

Steeng - Cantiig te
Risigar w5 dpplien

Rirvlires Slipgdy Conbracts

CED |report to

Rawiaw

{Bantty Park Lemre Cecire]  sopplies/ paris e chemical) shich imgacts are processed in 3 timely Fashion - have & 5. Complete supplier‘rontract menagement - and fnalise spplier Pt Busress E'““;’n":‘:\:‘;““w“ Complets contracts yearly || U032
use ol pool ! pool safety stock of chemicals, kave an emergency plan complete, but ongoing revies required agreements. Continuity Plam anmasally !
d. Updated Business Continuty Flan
Complete
1. develop centract Masagemens framewsrk, |
sunarabian standard contracts. Procursment | o i gy and esmeniate -
trawing provided and procurement plicy | L0
There a2 rak that nappropnate sontract communicated to sl staff. Addnional Manitaring of
rmanagemect i= mpect o ististon sod Procurement Resource sased o the team. i‘_'d:;::m:“’": _'E';:r:'_;:mm“"l Continiue with regular contracts
Supplier / centsact ranagemect of costract wih wpplier =y Prisciarwstint Gpteam In plica. Procuriesnt undate the contract template  use WALGA Strang Caumiil, (gt 1o Complete raglster and R
sanpgiErenl rawettin tom City's mbmrmby not beng profected and Conlract Masagemen Framemork 45 & e« Complete hudit Committies| procureme
o the corkract trms nck baieg filled reung in mplamerted, B new confracts are " mnnuim':rucnmimmwmh [FP— processes
firmrcial imars. in the Dby <ompliant. Contract mitiakion controls are _'_“U“. of tomplates - Compleg ongoing
sirong.  Cosdract managerment controls need
[— 5. Contract maragement controls to be
_mondtored through sudes - Gngomng !
1, Contimas implementation of Tremewori -
Gngoing
. staff trawang on implementing framework -
Complete
Lange mumibes of projects, limited rewcurces and Hew project management framework and 3. Ensering timety reporting aed Mhedium - systems are Momitor Projects that are
i=afiective managermant of propects reating m Becsintability by staff - Orgaig ~ ot track Caumiil gt 1 -
Major project management Firearcis] s 3 gertaet by pece et 2 3 L) project prioritisation in place, but n earky i, Ol priceitiantion o 4 b, et improing but not follky Y L] budgs " st Commitinel Orgoing 1%-Jun-23
etz far the Sy +age of adapticn. Forw €32 hars identifomd 2% sirategic progects, o000 Brard and CorpEs
Thess will be reported on monthly imtemally
ared quarterly to Council
5. Continue to moniter and report on projects
that ara off brack ard ever budgat
1. Deseloping an acourate and updated LTFP
whith will b adsgited by Couneil. Complete
Poor financial and management reporting L. Will commence tnmnamwﬂn&dy Fazgular
regime Leads 1o ineffective firancial reparting covering cash rrAgeTet a8 Conaned frogert 1o reperting ta 43
1 T well a5 relEvant Tingncial metncs, Compleee  Strang ¥ REfresh LTFF i 202 Ongaing 13-Jun-22
wntwinahility & reparting management s resdts in imafliciens 3. vl assess financial sustainability as part audit Committee| Council and
resources to operats the City effectively N Audit

af the development of th CIRYs stratceiic
priorities and sasterplar. Compbets

Asset sustainability and

enviranment

management
Ay pcketorg, roms cpn ondy be sl belre
by

Council have Fr-Mllonpte-nddtinnsl resmroes-lo

endorsed the Asset poequately sssess and repart on key ruks,
Managerment and I-Contions imosckigaiing an Aot
Sustainability BaEages Syl i -Coniencion with the
Stratogy (AMSEE) af-ch ¥

Ireadeguahe At Management, including
dccoeTtabites, Controls, framesork, Svent - aaet alure Assel Priorivsatien
acenentaiNty a0 IsdsIUats SYSIEmS b {Buikdings|

Using alternative systems such as Tl 4
presdthests, Paywise Batets 5n LML na dasi Lommabes Wenk - m5only

Determine what asset
managenent SUategy 15 | Counol Iepet te

Iradequate asset management | and interrogate data Lo nlwm Asset resewal + 4 implementation [ Arnwisl review of aset renewsl plans regulsr -Cetablish Tt gating the M s ienligly udit Committesr |72
programs wil resuil i pODF 2561 MANAEEMEnt Flan - AMSE i5 on engagement with inbernal and extemal PSR R PO RIS system Sramework :‘ﬁ P .
etoormes - Tinancial loss and reputational erack far Seliery stakehotders e
damage 1 Db 2012, 1. Dl AN ASSHT P nRGETRERT 1T
Incrmpe pes # Lo implement the fom
Bedicated team ontpned in the gyt manpgement strab
established to 1Lallgcak ikipral firancal resgurce for
quide delivery of renesal of asseds in the capital works
this AMSE. pregram s operational bugdget
Iruech it frarmiewark Lo mani g B rskon
1. Finalise s implement the adestod
raige o asbaitons on City cwnad o masaged LGIS has prepared an asbestos regiter, and P " #edium - Investment in
managuiint franewerk, sed commumcats CED |report 1o
lard, er lared adhomisg this, will kave se City Fas dewelopment an abestos management 05 /Reparting! workilo i
sl managemant b ¥ L] Lo sl ¥ Exmcutie Maragemens | Ongoing 7-dun-
wuinerabiha b2 s2aiT and commurnty harm Tramework in sccerdance with the Legal w technalogy te reduce
Z. Devwelop actions based on gaps entfied Commmtez)
rawvelting in firaecial legs asd repuotationa advice receroed, risk wvi further
" In framewars.
armage
1. Deselop an Azsst Management SITategy to
Inform schedule for manterance J upgrades
Emerging safety rish associaved with Leederville regurnd, and prlomise Tor asets na
g ¢ Urviale BBAT ral prandsiand - buiblings have slecrical and (L L . Exsertial manterance 15 camned out. BUSEL |3 '\ oot wesrk i nat andarsken It mary b | Madiur - Fallis o0 LPO {repurt to : -
\Leederellls Oval granditad] struciurad issees and wil requlre significant Hrungial in phcaidions, 3 3 L) permitting. %3,000 & allocated s 20021 neceninry For Bulldings o be beft vacant, Bisdioet for the werkd M Expcutive Manapement |Aug 11 T-Aun-21
capial work in future To ensere They remain Eeadiges for essential elecbnical works. ‘ Committes|

cale which rewdts i 8 boss of rental meome,

Item 5.1- Attachment 1 ' Pageé

Item 12.4- Attachment 1 Page 9



ORDINARY COUNCIL MEETING

16 AUGUST 2022

AUDIT COMMITTEE MINUTES

9 AUGUST 2022

%% CITY OF VINCZ

CITY OF VINCENT CORPORATE RISK REGISTER

I N B mpact Analysts RISKMANAGEMENT | e gy, T

BDO

et Risk
Current Risk Management Strategy Risk Birecticn of further Assurances Last
Risk Categary Rizk Descrpticn Comment Likelihood Comsequence Remarks Artusl Risk Risk Management Actions (RMA] Strength (5=M=\W) Risk Cramer Timetable
{what happens now} 0 L (N Rt RM awilable  updated
1. Develep an Asset Mamagement Strategy to
infanm schedule for manbemance J upgrades
required, and priorise lor masts,
Emerging salety risk associabed with Beatty Fark I, If capital work & not sndertaken it may b
Essenttal manterance 15 carmed out, budget
#
ARG ! Uriale assets {Beatry  PStand. asDiing have slectncal asd L L permitzing. Moscy allecated in 2000421 necessary for bulldings to be left vacamt, L g CEO repart to o -
Park grandstand) Structural isses and sl requine signficant s phoatars W ot works 58 Basaty Pany M FESUES in 8 boss of rental inesme. bisdged For the Works M Executree Management 12021 F-aun-12
L capial work i Sebure B Ensere Thy FEmaEn 3. Bty Park 2062 Dpston Praject will Committes)
sale Ideswity future use s UDErade aptioes and
CEALE.
1. Desvelop an Astet Management Strategy to
inform dcheduls for mamnbesandn  updradis
ity risk sisoriatad with Lis regaved, wrd prioritiss Tor shiets,
Aging ! unsale assets jLitis tagium grardstand and buikdings, as beildings Essenbial maintesance Is carmied out, budget .50 S CED frepart 1o
SEadium graedstand and harwe wictrical and atructural s snd wil :“'“"‘“""f‘"' M permiizing. Grandutand and voma bulidings |~ " C2P!131 Wark 5 nat underiaken It may be | edium - relies an H Exieution M gament F{I011 17-Jun-21
trulchngs| it capital werk in futuree in e imp R proposed for demalition necezary for buldings to be beft yacam, et for the works Committes]
which reguts In 2 ks of rental incame.
nsure thay remmn safo
Failure to adequately manage the: Mast of the risk of uwlm]'p':jm L DT
Mznagement of Vincent community engagement and financial I this project i Maintain chose partnership with Westerm :'“'I o "":( f:" "L‘-nd! - CED frepart to
Undergraund Power Project  management of payment obligaticas ta I:.:'::“:‘""".::“:':' barne by Westem M Puaswer s 2stablish sound project m"' diz :. ,I:SI elling on Strang v " Exseuthie Mans gamene | 2022 230022
WUPP Wi Pt 16 b recitiped ¢ : Pis i 1. i [
PVUPP} R ey g rein the il ad Ehi Adget il ik prmcticH. 3} work with Western Power on commurnity -
impacted property semes. T

ergagement

g SO rw Cls Gy b 3 A

Heeglect of suscession plansing may resultin
by person Haren g the Jity, makeng Gty
ogercanaly vunerabie resuting in incflidess
and ireToctive ops rations, sal sceting
stabahrlder reads

Succession planning

SEtt waarking akone, atter howrs works. Jressng
Lol Mg SREs ardfor privabs property, negative
ImLEraTtion With members of The commusity.
Lack of £om prehens e risk maragem ent i
resgen b salely practiess keads 1o a lack of
USETSEI N OF B SEpOPYRILE raising nect
andl pote Ry N ad B AL @0 on JEaRST k.

Salety and oty prachioes
Tar starf

There o 4 riak Lhal inepproprate conlracl
rruangemieel i ospect o conkrecborfvokenlmar
imcl ki n gnd ad herisnen ko S0V palicers snd
prooadres it not sppeopnately apslod Lo

b L

VOULBET afd CONT WL
AN AR
lewang Tha Cily wulne

comira

wlunteer mpsry and logal sction

Ay ncdditioral. ros can only e sided shoss

L] S work instructions

“Staff traming, patron sducation, omergency
Eguipment. provision and safety audits.
Fallow working alone procedurss, toalboe
wckly for Randoyver, vehicle handaver amd
audit of PPE, GPS manioreg eoabled
enfarcement and communication desice:
Begulsr reporting of modents to foster
safety awareness culture

Inductian process in place for Conractos,
It Soes rely o thee Staff who get e

Continue developing corporate process
management framewerk and develop a
succession planning framewerk.

1. Rawiew of safety management plan and
ystee

I. ideniady high risk positions.

5. identsfy gape m QRS proceduncs

4. Refer to OHIS Commimtes

5. Improve safety culbare (encourage
emplayees to report hizrds and incidents

1. Implement & centralmed induction system
o matuct all contractors and volunteers.
Erure all comractors and voluraeers have
completed mandatory waEn g compliance

conracton In ta conplete tha Inducticn and fona off complisnce TrRiiing of yeartyibi.

peciucale om policees and procedures

eyl
2. Moniboring conkractors and veluntesr
campliance

Strength - Onoe

wccarkien plansing

frampwurk is ¥
snmpleted for critical

Eastions, rak will be

o

Modium ¥
Strang -

implementation of a ¥

AT A
nduction program

sccesnn Pianning

Framewark-{5FFi-io-be

[esatoped-tn-E0G 1 par CED Ireport o

Executioe Mamagemend | Z2021/23
Committes)

HR Strategy Howa, 6 Jun-2%

Thie SPF hay bean
rescheduled for 10EL1Y

Hute tha this rik
depends o behaviour of

L] publse - winch City can
niat conkrel . Sa remains
maeium risk.

Counol, frepart 1o

it Committie) -2

Qrgning

e R T e RS E
Lol invchoss Lion-mnd
[rran LAt sm and.
fe e sy

| Be - e by Al
=]

. indhaction process far
sl confractors engaged
by the City has been

implemented and all

inductiens are accessed
by Chie D5H
el ion

CED {report 1o
Executiee Mamagemens | Complete
Committes)

annually Th-dun-22

g kol ey can any b sk belme
e e
bt Ao ey e

L
Buldng or pool fal ure leading fa an

umenperied closine of part of whole of facibtg
miay lead to not mesting shanekakier
expeciations aed esperiencing lisoncial losses.

Losivaieis Coomlons

Saudlding/ pool Tailure (Beatty
Park Letisre Contre)

| Acset sadits, maintEnance programs in place
il rvtiwnd ragularty, commnlcation
Hirategies for any shdosms

Locate/create BCP for Geatly Park

Develop an asset plan and incorporate mbo
short and Long term budgets

Midliinn - Misid to

ncrease Audil of Addels Yes - nole thal Medium
and put plan in place  nsaoas plank falure can
for maintenance still ocowr desprite
including contracts and strategies

agreements

CED freport 1o
Exiciilivn Wi gaimnent 2001/23
Commillee]

L His Pt Lo

ltern 5.1- Attachment 1

Page 7

Item 12.4- Attachment 1

Page 10



ORDINARY COUNCIL MEETING

16 AUGUST 2022

AUDIT COMMITTEE MINUTES

9 AUGUST 2022

(3

CITY OF VINGENT CORPORATE RISK REGISTER

El% CITY OF VING= =0
5 4

Risk Categary Risk Digscripiien

IrerfTecne colaorasan with agendes resuhis in
@ poor rel awearshie and ineffeclive coperation
regarding emergency manapement leading v
ineriTective disaster marnagementmes an meact
of enended sers e ounages. worte red deaser
[

Lmergency Management
interagency|

A lack of poweer 10 the oo prem e ICT systems

thiph astesded poser metages wil rasutn 3

failure-aftar 1-2 hours of rasense power sappy.

1 reserve powes fais ar cannat ontisue 1o be 1 ¥
supplied. st2f wil lo%e 3005 10 Al ekeriranic

SFFIEMS, patentialy leating 5o oss of data and

sera bevel

Critical incident respome -
Power outage to 10T server
ream

Los of Inbermet wil resulk is reduced siad
acres b business sysiems induding web, email
and choud-baaed sytame reRng 0 reduged or
nan complance with serace levl,

e

Primary site Internet cutage

Iragourate mapging data may lead o goor or
incorrect busness decisiors and posible salety
Mapping data 1 T
ZPRING iszues resulting in finandial |z fo the Diy and

pobemital harm beihe community

Thie Gty sutters s matenal brasch of nfomatos e s e

Cybar Sacurity Swcurity through imelfective promssts snd escalal 1 1
[, g
Disrugtion to City sendoe delvery, local busiess| 0% Bascemric,

LOWID-19 pandemc 20111 CERIVRNTg GTOUD SRETITHANE il S181 il S i T

comiTrn iy wal eng

haslth ermergenay

ey kil il o i by b s i T
s v

Governance,
misconduct and frawd

‘g ncdcwioral. ros can only ke sided balza
thin e

1. Preade ackditioral Eraming for relevant
staff members and commurity agencies.
1. Working towards implementation of

Rgedar quarterly
mssling: are
conducied st the

Local ermergency managemunl aerangemenly
are in phace with Tty of Perth and Western

WCLLWE mna CoP W Cemral Councis LEWC, seerclses with WC LEWC stng ‘ Conduct 4 deskton Emifﬁn'rﬂ;ﬁﬂ Orgaing - luly
LEMC which ENETCISES per pear Committes] Fouks
nvelves interaction Regular morioring of EW local Recovery
Plans aeed EW, sCrateglen are ongo
e Emergency Recavery plans.
ICT Strategy House D1 5058015 identifies
several cloud first objectives to mitigabe
sarver oo dapandancy.
Rosk likelihossd 1. De-premive Back-up sereer with wome July. BOR0: Offsiter basiness -yuu_nn ||||<_| Link 10 BCF and B4 -
based on Admin offaine copie tebephory) on standby that can “go live® for need to understand the CEQ frepart 1o - Jul-20
Centre nat Eing L Restoration of Fie servers, Emal, Depotiremate access within 4 kgurs, Up a1 Strang ¥ R — Leegutree Mamagemend 01/T1
availbie 1 SEaT #athorty and Cantent Manzger within 2 daiy data loss, cnntinulty nesde Committes)
days. Up 1o 1 day data loss. T021/2022: File, emall, reconds and core
DL Ay E0 Moe Ta choud solitens.
Dupolfremale accii cantinucss, ne dala
| lnss
Commurication 1. Intarnet based systems a:cessible via 46-
tm::::d“:— 2079 proatied ablats puly 020: Redundant incemet supply fand CED jrepart i
o enable 1 1x :Gmrld@ndﬂf'@lm o busness supprting secunity infrastnociure including  Streng ¥ Executive Masagemens 01-Jun 20
redundant treams for up to 13 stuff each Firmwalis) implamented. Up te 1 hour srage. Committeg)
1. Difsie backop to Library remaing
architesiure eparational
decwons,
Rk consequence
comaidered Minor
i b SUTEnt
l'“'“:'lu" o s . , Sep-2021: GI5 and Assets officer s beng Dependant on sddtional | CEO report to
I:'Li’?ﬁuab’:;:::hal rH;::ﬁ:;::‘::n:?ﬁ-::‘ﬁ:t;r ::n.r\u:ﬂ in and this witl help mitigate this  Strong Y reSOUrces. E\c:u:m: Wama pemend |01-Jul-20
5 cmmiites|
layers have
minimal data likely
o cause mare thas
Aanar cofmagu e
T [ rtiwinan software deployed b compulers, |
Tecknical Secunty et traffic and emat filterng, upgraded
Review completed anti-virus software for computers and email
against Australian filtering; new anti-vins software for server
als Directorate enviranment; data loss protection condig in [y ——
“Essantial . For D Tica 365 Tor external file sharing. data bos Staff swareesss trainieog beisg introduced,  Steng T Audit Commitiee] Dac 31
Tacknical Secunty protection contrels are being deployed a
Tomsiaw and current part of Office 365 implementation - Lo be
ACRIOn 1tem stakus, completed n 2019 2000 multl-factor
5eE MFI12E5E suthenticatan for Ofice 365 and remote
access,
vy
lamubed capacy be
B LR S SN Lo atoatige el
srseal by
D risk Cotnedl repert 1e
g is o dudit Committer; |30
mare eavy tn Continue nak

predict in
comparsan to the
early days of the
w20

management cantrols
and adapt to changing
requirements

Audit of
amangements
and the number
of deskiop
enerTiEs por
ear

1B Jun:2%

audit of the
syrems and
SErvEr

1B-Jun-22

1B Jun-2%

Frocess to chech)
GIS updates and |1B-Jun-21
werify data

1B Jun:2%

v rieg
COVIR nfections
n the workionce,
and ensurng an
apmropriste
FEGSE.

17-Jun-22

ltern 5.1- Attachment 1

Page 8

Item 12.4- Attachment 1

Page 11



ORDINARY COUNCIL MEETING

16 AUGUST 2022

AUDIT COMMITTEE MINUTES

9 AUGUST 2022

f“w | CITY OF VINDRYT
)

I]IT‘I'-IIF VINCENT CORPORATE RISK REGISTER

Cofparitn govmance |

Lack of an effective gosemanoe fram ewark and

culture, including risk managenent, keads oo

OB Y I CONE TN T RanCe, Tk
and begisk ol la no,

3 L

Fravud Rk Management

Polices b Frocedures.

Comples land managemet ©
alfbEnicE requiremens

Kon-compliance with drafting
requiremends for local Laws

potemialy resubing ina falune oo compdy with
begiskatiee roguirements and poor deckdon
i bieg

& Facki of DO raled Jponoach 10 Mestficatios,
Meligaton, Iraragem et and meon g of
Traiisd, H1riigh i Traud Fisk Tramewon inoExes
i Fesk of Trvead Qe0aning pooeria by Kading 1
reptational damage. and firasdial |sses

Chstrd st peliciun, precsdusin and sentreh ledy
1o @ Faduew 1o propady asscuts on its mandete
and protect iy maets Bading Lo erren,
amicions and deleys n service delivery

Maragemers and maintanance of City
oonbralled Land within the Saan River
Foreghare, Aborigingl Heritage Sies ad
Daviliprinit Contral Aras.

Addditional administralive Lme and ooty
mmpciaked with redrafung of local lawes to
mest |egslative requirements for Local
larers

Drafting of rmew Local
ervermanL Froperly
Local Lasw, Parksrg
Larcal Lirwr dred il
Lol Law szeurig

Likelihood Consequence

Impact Analysis

Remarks  Actual Risk

MANAGEMENT

Current Risk Management Strategy
{what happens now)

Initial
comgldararion by
City b idemtified
following fraud risk
arzay:

1. Payrall

2. Theft |proparty
¢ menay]

3. Cradil card s
4. Provrement
{imeoices)

Urgent remadial
path works at
Bails Aeeores
undertiskien i Fub
9, ro s 18
comsent chtamed,
Caution issusd by
DFLH, may result
i Pt atinal
duariage, i
further non-
complances ooor
that could
adversely impact
relationdip with
DFLH

oo, B pecing
Gammitiee-on
dalegated.
Lagisaltion found:
B
b o smbi e
rested-in-need-for
ko e repesled

Joint Standing
Cammittes o
Duelgatiodd
Losgialotinn found
m3uez » the Logal
Govt: Property
Lozl Lo 2021 and

needng to adopt
an amendment
Lzcal Law within 2
Limited time Trame.

1. Governpece team undertakes manusl
checks to srsure legisiztve compluance and
communicates govemance principles and
43Sl BT FEUIFEMENLS B OF GaNTHation
1wt Lerg mosstars some Nnascial and
audil related risks, and impresamenti
required, and is reported to EME monkhiy
and bo Audst Commites.

1. Curently no clear dooumentation of
requiremess.

1. & number of fraud risks Fave baen
Adentified & a revds of the DAGS Fraud
Performance Audit in 2013, witich
recommerdid that the City have a
coordingled soprosch Lo fraud management
and a mecraniom for reporting fraud,

L These iems ars being actionsd and
Pragress i reponed vo At Commities.
1. Precurciment ris e managed by Dwo
breirl el procisia for purthines.

4. hale, Ho specfic curend policees &
procedures to pravent, detect and respond
‘to fraud other than siep 3 above

1. Palichos aie feviewed and updated on
ac hoos: b it

1 Kew template, Policy Bevelopment and
Feview Poliicy and Policy Review Plan being
prepared.

1. Courcil approval of pelicies is reguired,
werich Tunctionm as & Torm of central.

Hir fermalised approsch ! chechlist fer
enauring compliance with leghalalion
relevant to warks ¢ management of land
within tre Swan River Foreshore,
Dewelopment Control Area or Aboriginad
Hartiage Site.

Frollow process cutlined in the City's
‘Developmentiwork om land contaming an
Anorignal Meritage Sit=" promapp checkiag
wihEn rebivant b0 works | management af

tand witHies the Swan River Foreshare,
Dirvilopesant ol e of Aberiginal
Harilage Site

Drafting of local Laws in line with
Disgartremnt of Lecal Goverarsent'y
guidelines and 'WALGA Templates

1 aterdar and
bk dwillbe  Strang AMA once
g,

g allctatl - & 030

e
T bnbernah salil s and EepE el e Fowndet, resesing
me-being-revesedamlsil-be-teparteddn- requied Lo implement
dudit Lomumibiee | wik be sitemed by reg L7 achons wenbited by
previous reg 17 review

Ragalation 1T . = plan}
B IR LTI EE R STy and implement a
viniars ainl vk e ;- compliance calandar,
Eaphammdyn 036 and oragnisg maonitaeing

¢ complinree checks,
Deliver amd imiement intzrnal audit plan

4Dl "l o ik
4

TP — £ "
# #
2004 It b b "

1. Tesling For fraud will ferm part of the
intarnal audit plan, and randoen checks wall
be undertaken by procurement. - December
fruar. 1]

3. d-colostk

i Streng A, howesar,

Trausd rivhs s fiet be

AP0
Ir-Procurement revies suppier verification — comprehensively
Amne-16- Complote sdentiiied and
FESORITING required to
Z. Onling training programs for bath Fraud  desvelop plan, train
AT R and Aceountable and Ethical atalY e undertahic
Dt rraking (AE) are 1o b dinaloged frad teiting | internal
o implemented o accordance wilh the Auditi

Fraud Management Plan  Traming will form

part of induction and perfomance review

preceses

3. Fogular sTalT assessment surdeys (o be
A lnped cireulated to emsure bearmings
from imtegnty trawung are embedded

s policy

I. Develop guidance on policy condent - new

Aot AR Fali

" ! d_ali b ECE
5 T Strang

1. Groemreange bo gewelop o checkhist od
" o and Lo i

Feldvant ciall - December 2030

I. DFLH |Director of Horitage) to prosent to

relaevant stafl en chanmges e Abariginal

Heritage &ot and saplain spproval precess - Sreng
by Decomber 1080

[A50US5 preaciess and requirements with DPLH
Lo ensung compliance ahead of aey wirks.

1. Diicuna drftiveg furthr with Diart=ssnt,
Lo ensure drafling meets Joinl Slanding

Commettes’s requeemeonts P

1. Seek legad advice ahwad of Gazetting local
lareas wihien necossary.

Yes, policy revies plan
and Tramework will
provide clear guidance
on policy requinements
and drafting. Corporate
Procin Mansgement i
amating with process:
documentation

1. Complete -

adopted 13

August 2000
CED {report to fﬁmum:
Leecuttoe Maragement

Plan 1 be
Committes)
prepared by
March 1021
e
Complete
Councl frepert 1 |
dudi Committee) |
CEC Irepart to
Executine Maragemend | Complete
Committes)
CED Irpurt 1
Exeeutie Mamagamens ongning
Commmtes)
CED jreport to
Erecutios Mace garmisd
Commiltes]

1reg 17 review

2. planivd

inbernal audil

3. Compliarce

calendar creates 18- un-22
checilist

4. ddit Log 1

Audit Log &

reported to EMC

and Council;

raeedom checks

on ramsactions, || V22
inventory and

processes feg.

HR and payroil)

Internal audit
on poticies and
procedunes, and
their
aperational
effectivenes

1B-Jun-22

Annual review

af " 1h-Jun-21

ltern 5.1- Attachment 1

Page 9

Item 12.4- Attachment 1

Page 12



ORDINARY COUNCIL MEETING

16 AUGUST 2022

AUDIT COMMITTEE MINUTES

9 AUGUST 2022

ﬁlh CITY OF VINCENT
B

EITY!IjF VINCENT CORPORATE RISK REGISTER

[ I — Impact Analysis

Rizk Categary ik Description Comment  Likelihood Consequence

Community salety and reputational impact

amociated with implementation of 3
requlatory reguresents Tollowing cladding

kit rekeriakens by DilRE.

State-Wide Cladding dudit

Ay melwioral. rom: can onky b sdded s

sthory datsbase sscunty -
Sase Cordedpntial

Cordidertial tiel Loy

g s, ey Can oy O s90eE s

ey il e sy L el b
o

There are inadeguane procewses in place o
Fraudulent bookmg/use of ity prover malidows of fraudulorns bookings of
Taolzies resulting in damage o City factiny, which could resultin mbase of & 1 H
Tackiies and public nuisance  Cioy faclity ard otontialby dimage b the

Tancibty of subance W the pubic

ey il e ik b adbed b
G v

RISK MANAGEMENT

P netissl Risk Current Risk Management Strategy

M directions to building owners are
mranaged by the Executive Directar.

gt a bomd o bookings considered high

BDO

1 [ | [ccouwtanmyl 1 [ [ |

Mot Risk
Risk Arceptance Direction af further Assurances Last
Risk Management Actions (RMA] Strength (5<M<W}) e [after Reh Risk Qramer Timetable ilabl updated
]

Erriving ialely rwaior i e inpbemantid
where appropriste 1o reduce likelihood of CED |repert e
Fure events. dny further enforcemest action Strong ¥ Executine Momagement | Complete 20-Jun-22
cansidered by Executive Direciar in Committes)

accordance with Risk Manaement Policw.

1. Requiremes? for photo dent#ication for
oll bookings in comemunity faciltties;

I. High soruting and rewiew placed om
weskend bookings;

3. Updated 1o Tarms and Condition 1o

CLO frepart to
includy requiremen for bend fer bockings un annul revigw
M Y E e Wanagem 0M-Dec-30
weernc from &, 00pe - midreght: um '“uc::mm(MI o - of procesy

4. Update of Terms and Conditions o include
reguiremant for phato identication

5. Riduction i NUMEE of baakings approved
o e o i it et & 007 and
mideight

ltern 5.1- Attachment 1

Page 10

Item 12.4- Attachment 1

Page 13



ORDINARY COUNCIL MEETING 16 AUGUST 2022

AUDIT COMMITTEE MINUTES 9 AUGUST 2022

RISK APPETITE & TOLERANCE STATEMENTS s,

The community want us to be a Council and an organisation that is clever, creative and courageous - willing to push the operational boundaries and willing
to think and act as an enabler.

CITY OF VINCENT
Overall City of Vincent risk appetite statement

‘We put this into practice in our everyday work and decision making by understanding and managing the risks in being clever and creative but still taking
action to meet our strategic goals.

The City seeks to minimise its exposure to key risks relating to people, financial operational and regulatory and compliance responsibilities, while still
taking action. We will ensure appropriate measures te mitigate our risks are in place.

Detailed Statements and Descriptors

Risk Category Risk Appetite / Tolerance Statement Descriptor /clarification

Financial Sustainability
Financially Volatile Decisions  The City has a low appetite for risk in decision making that impacts  These are for those decisions not specifically considered
financial volatility and sustainability below:

Based on risk consequence criteria - Risk of loss in excess of
$100,000 (0.035% - 0.17% of operating budget)

Decisions causing Budget Deficiency  The City has a low tolerance for decisions or actions that result in Bazed on risk consequence criteria - Risk of loss or missing
material deficiency in achievement of budgeted: budget in excess of $100,000 (0.035% - 0.17% of operating
- surplus budget)
= Balance sheet ratios
- Profit and loss ratios
- Rate of return on investments
Financial Investment & Growth
Sustainable financial investments  The City has a moderate risk appetite for investments; Investments need to be in line with the City's Corporate
investments must support strategic initiatives and financial Business Plan and Strategic Community Plan.
sustainability. Investments must be aligned with the values and
principles of the City.

City ef Vincent Risk Appelile and Tolerance Staterments - D20 21795
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AUDIT COMMITTEE MINUTES

9 AUGUST 2022

Risk Category
Forwards, hedges and derivatives

Debt for growth

Specific ratios -

No specific rating given as these are set
parameters that the City has
determined that it must operate
within. Rations fand thresholds) are
determined by the State Government.

Business collaboration

Commercially viable colloboration

Risk Appetite / Tolerance Statement

The City has no tolerance for investments in forwards, hedges and
derivatives.

The City has a moderate appetite to take on risk to fund arowth.

+ The City's debt to service ratio must always be above 5.
s  Total Liabilities are never to exceed Total Assets

+  Proposals supporting debt funding must be supported by a cash
flow analysis that is financially sustainable

The City has a moderate risk appetite to being more commercially
adept and to explore avenues to identify cost efficiency drivers,
collaboration with business partners to deliver on objectives
through commercially viable arrangements and partnerships.

CITY OF VINCENT

Descriptor /clarification

Organisations often use financial instruments to manage the
risk in commodity and foreign currency, These can be very
risky if mot appropriately utilised; and the City has chosen not
to use these instruments.

This ties into the investment appetite; however specifically
considers the use of debt funding. Based on the consequence
table, a moderate risk would be in the vicinity 5100,001 to
$250,000 (0.17% - 0.43% of operating budget).

The debt te service ratio measures the City's ability te pay its
debt. It is calculated by the annual operating surplus {before
depreciation and interest), divided by the debt service cost,
and is currently 5.0%2.

Financial sustainability for debt funding will need to consider:

s+ Free cash flow for monthly, capital or balloon
payments

*  Interest cover
risk acceptable

+  Cost of not undertaking project - ie repairs and
maintenance of the current solution

»  Future cost of new project once implemented - ie for a
community centre, insurance, licences etc

refer abave for the level of financial

Within the boundaries of the appetite stated above in respect
ta investments being within the City's Corporate plans and
strategies, the City is willing to consider proposals to use
partnerships and contracts to facilitate meeting the City's
objectives, where consistent with legislative requirements
(Local Government Act 1995). Suggestions would include using
outside service providers to deliver current services provided
by the City more efficiently, ie Waste Collection; or working

City af Vincent Risk Appetite and Tolerance Statements - D20/ 21795
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AUDIT COMMITTEE MINUTES

9 AUGUST 2022

RISK APPETITE & TOLERANCE

STATEMENTS

Risk Category Risk Appetite / Tolerance Statement

3 party Partner (Contractor) failure  The City has a low risk appetite for third party partner

{contractors) failure.

Procurement

Procurement failure The City has a low risk appetite for procurement failures that lead
to poor value for money or financial loss, poor quality of service;
incorrect or substandard products or delayed delivery; wastage of

funds or services,

The City has zero tolerance for procurement decisions that
endanger our staff and community.

Asset & Environment management &
sustainability

Environmentally dangerous activity The City supports investments, activities and developments that
result in a sustainable future for our community while meeting the

current needs of our residents.

It recognises that this may at times involve accepting some degree
of risk and is comfortable with this, subject to always ensuring that
potential benefits and risks are fully understood befare planning is
approved and that appropriate measures Lo mitigate risk are
established.

Pl

N
7

4
Descriptor /clarification

collaboratively with an Arts organisation to set up a festival.
Other projects may include working with developers,

CITY OF VINCENT

The City utilises may outside organisations in delivering on its
mandate. This low appetite means that even minor or
insignificant breaches in contracts or delays in delivery of
products and services will be taken seriously. Accordingly third
party risk must be considered before entering into any
contract, including reputation of third party, financial viability,
audit clauses etc.

This ties into the above peoint; and thereby requires
appropriate procedures in the procurement process Lo ensure
the required outcomes for the City and appropriate enguiry
and planning prior to purchases. Mote, appropriate delegations
must exist to suppart this.

Procurement decision making must consider the risk of injury
or harm to the staff & community of Vincent. An example of
this would be allowing the Beatty Park pool to use unregulated
or unauthorised chemicals.

There is often a payoff. Proposals need to consider the risks
and rewards based on the promises made to the community.
This has been envisaged with the City's Project Management
Framewaork implementation and future actions.

City af Vincent Risk Appetite and Tolerance Statements - D20/ 21795
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AUDIT COMMITTEE MINUTES

9 AUGUST 2022

Risk Category Risk Appetite / Tolerance Statement
The City has a high risk appetite for ecologically sustainable

decisions

Ecologically sustainable decisions

Resource wastage
The City is committed to protecting and preserving the
environment, and has a low risk appetite for activities that would
significantly degrade the environment and a high risk appetite for
decisions that promote ecologically sustainable development. The
City has a low risk appetite for irresponsible use of its resources.

Activities against ratepayer values &
ethics

The City has a very low risk appetite for investments and activities
that do not align with the City"s values.

Activities, structures, projects that
present health risk for the community

The City has a low risk appetite for activities, structures and
projects that threaten the health of its community.

Values and Behaviours

Behaviour or conduct against City
values

The City is an equal opportunity employer that employs skilled and
experienced employees in positions with clearly defined roles and
responsibilities; it has a low risk appetite for actions and
behaviours that threaten the people and organisational capacity.

Low individual and team performance The City places high importance on its values and a culture of
integrity in conduct, performance excellence, innovation, equality

and diversity, dignity and respect, callegiality and cultural

CITY OF VINCENT

h ‘of]
e J

.

Descriptor /clarification
Activities that favour environmentally conscious actions will
more likely be approved than those that don't, Furthermore
the City will act swiftly against actions that are detrimental to
the environment.

The City has set its vision, purpose and guiding values based on
the interpretation of those of the community it serves. When
entering into new projects, investments and proposals, these

values must be considered as one of the key consideration sets.

The City is committed to ensuring the health and wellbeing of
its residents, this must be considered within the activities,
projects and new builds it approves or invests in. Activities
that do not align with this will only be approved in exceptional
circumstances. An example might be the approval of a Meo-
Mazi festival to occur within the City's park space. A multi
residential building with no nearby open space may be another
example.

This sets the City’s view on the criticality of its employees and
the City culture; accordingly staff must be selected based on
appropriate due diligence and fit for purpose considerations
including against the City values. Behaviours and actions of
current staff must be measured against their job performance
criteria and against the values.

Refer above.

City af Vincent Risk Appetite and Tolerance Statements - D20/ 21795
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RISK APPETITE & TOLERANCE STATEMENTS

Human Resource

Lack of Staff feedback & development

Behaviour reducing cultural diversity &
awareness

Harm of staff, clients, partners or
visitors

Breach of code of conduct, ethics and
Law

Health and Safety

Inadequate & untimely reporting af
breach & near-miss incidents

Negligent & deliberate violations of
health & safety requirements

Risk Appetite / Tolerance Statement

sensitivity, It has a low risk appetite for behaviour or conduct
which does not meet these standards.

The City has a low risk appetite for human resource risk.

The City has a low risk appetite for risk in practices or behaviours
that lead to staff not receiving feedback and development; resulting
in low staff performance, moral and staff retention,

The City has a low risk appetite for practices and behaviours that
result in a workforce that is not diverse and culturally aware, be
this through recruitment or day to day workplace activities.

The City has a very low risk appetite for risk in practices or
behaviours that lead to the harm of staff, clients, partners or
visitors in its premises or when undertaking work related activities
{within its control and responsibility).

The City has no appetite for conduct that is unlawful, unethical, or
otherwise breaches the Code of Conduct or reflects misconduct /
serious misconduct.

The City has a low appetite for health and safety risk, and in
particular a very low tolerance for inadequate or untimely remedy
and reporting of breach incidents, or near misses.

The City has no telerance for negligent, deliberate or purposeful
violations of health and safety requirements.

CITY OF VINCENT

i
4

Descriptor /clarification

KPl's need to be developed that ensure that staff performance
management is undertaken within certain timeframes and
parameters - timely responses and feedback provided, and that
retention rations are considered and acted on where outside
norms. Regular surveys will support understanding moral &
engagement and to understand what can be done to improve
areas.

Activities and actions to involve and include staff from diverse
backgrounds considering culture, age, gender, experience sets
ete.

The City"s continued focus on OH&S matters, staff and
contractor induction support this appetite. All new activities
and projects should further consider the impact on the City's
COMIMUNItY.

The City"s continued focus on OH&S matters, staff and
contractor induction support this risk,

City ef Vincent Risk Appelile and Tolerance Staterments - D20 21795
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RISK APPETITE & TOLERANCE STATEMENTS 4,

Risk Category

Business Service

Disruption to the operation of the
business

Lass or lack of documentation of
corporate knowledge

Governance

Breaches in regulations, professional
standards and ethics

Bribery or Fraud

Less than better practice for
Governance,

Due diligence, Accountability and
Sustainability

Risk Appetite / Tolerance Statement
The City acknowledges that in order ta be innovative and nimble
that some degree of risk taking is inevitable, however these risks
must be considered in light of maintaining continuity of services to
our stakeholders.

The City has a very low tolerance for risks that may result in
disrupticn to the operation of the business. Including loss of
statutory services, operational continuity, loss or lack of
documentation of corporate knowledge. These risks will be
mitigated and controlled to where the cost of control is equal to the
marginal cost of the risk.

The City has a very low risk tolerance for loss or lack of
documentation of corporate knowledge.

The City is committed to best practice governance and practices
and behaviours that support ethical, consistent and infermed
decision making, compliance with legislation, regulation and
internal and external reporting requirements.

The City has a very low risk appetite for any breaches in
regulations, professional standards and ethics.

The City has no tolerance for bribery or fraud.

The City has a low risk tolerance for less that better practice
decision making for gavernance, due diligence, accountability and
sustainability, as measured by accepted industry standards and
practices.

CITY OF VINCENT

See below

Interruption to services has been included in the Consequence
criteria. A very low tolerance would be considered where
“Failure of assets | disruption which results in inconvenience
but no material service interruption (resolved within one
day).” S0 where there is a disruption, for example the phone
lines are down, then a solution needs to found within one day.
The cost of this control must also be considered in the action
sought.

In order for the City to continue to provide services to its
stakeholders 1o the degree required, the City must continue to
maintain adequate systems and processes that support
maintenance of all corporate knowledge,

There is a low, but not zero appetite for breaches. An example
would be the submission of a BAS late due to resource
constraints within the City. See specific examples below

The City will investigate all allegations and take action to the
full extent of its capacity.

City af Vincent Risk Appetite and Tolerance Statements - D20/ 21795
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ORDINARY COUNCIL MEETING 16 AUGUST 2022

AUDIT COMMITTEE MINUTES 9 AUGUST 2022

RISK APPETITE & TOLERANCE STATEMENTS ),

A breach in Delegated Authority  The City has a very low risk tolerance for breach in delegated
authority.

CITY OF VINCENT

Foor Praject or Change Management  The City has low risk tolerance for incidents or impacts which are The risk consequence level will need to be considered.
generated by poor project management or change management
practices.

Information & Systems management

Compromising information, its The City has a very low appetite for the compromise of processes The City wishes to keep the information it has custedy of, safe,

management, security and storage governing the integrity of, and access Lo, infarmation; the use of secure and uncompromised. Accordingly it requires appropriate
information, its management, security and storage. governance, a framework and processes in place for managing
this risk.

Information management and Security The City of Vincent has very low appetite for information
risk Management and security risk.

The City has no appetite for threats to private infarmation arising

Internal or External threats to private
from internal breaches or external malicious attacks.

information

Deliberate misuse of information The City has no appetite for the deliberate misuse of information.

Breaches af the Code of Conduct The City has ne appetite for repeat breaches of the Code of

Conduct.
Safe & approved Systems Development  The City has a moderate risk appetite for systems development Systems development always comes with an inherent risk
and changes where it is within the approved strategy, budget and factor, accordingly there must be an acknowledgement that for
plans; and appropriate safeguards are installed. changes to cccur some risk must be taken, however
appropriate project plans and procedures should be in place to
manage this risk.
Community Services The City seeks to create a connected community where the City's

residents can interact with the built environment and nature to

City af Vincent Risk Appetite and Tolerance Statements - D20/ 21795
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ORDINARY COUNCIL MEETING

16 AUGUST 2022

AUDIT COMMITTEE MINUTES

9 AUGUST 2022

RISK APPETITE & TOLERANCE STATEMENTS x,jj‘%

Risk Category

Community Engagement and Increased
Participation

Constructive Community Consultation

Activity risking long-term values or
reputation af Council

Failure to meet customer commitments
and/or pravide appropriate advice and
address regulatory concerns

Megotiate with Regulators, State &
Federal Government Agencies

Leasing of Community Facilities

Risk Appetite / Tolerance Statement

create a vibrant and inclusive place to live, work and play. The City
recognises that its purpose is tied to the needs and expectations of
its community and in particular the rate payers. In order to meet
these needs a certain level of collaboration and co-operation with
these stakeholders is beneficial and necessary.

The City has a high appetite for risks that will drive strong
community engagement and increased participation.

The City has a high risk appetite to engage in community
consultation to deliver on our strategic objectives. This
collaboratien cannot be to the detriment of ensuring an efficient
and effective decision-making process in the spirit of sustainability
and achievement of objectives. (See sustainability above)

The City has zero risk appetite in any activity that will put its long-
term values or reputation at risk,

The City has a very low risk appetite for operational risks arising
from failure te meet customer commitments and/or appropriateness
of advice.

The City has a high risk appetite to consult and negotiate with
regulators, State & Federal Government Agencies to achieve the
City's objectives.

The City has a moderate risk appetite for financial loss in respect
to the use of the City"s community faculties provided the use is:

& in the community interest

«  satisfies a recognised community purpose

.

Descriptor /clarification

The City wishes to match its community desire for high levels
of engagement, and this is acknowledged to come with more
risk. An example is the BMX track, which was highly desired by
the community, but has associated risks.

This point was important in driving the high engagement and
participation in delivery of the City's objectives. But this
should not be used as a lever to hinder progress or
unnecessarily delay decision making.

The City must provide appropriate advice to stakeholders and
meet its commitments.

The City will promptly take action to address
ratepayer/customer complaints and regulatory concerns.

This is to ensure we are considering the needs of our
community together with the financial impacts of decision
making.

City af Vincent Risk Appetite and Tolerance Statements - D20/ 21795
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AUDIT COMMITTEE MINUTES 9 AUGUST 2022

{
RISK APPETITE & TOLERANCE STATEMENTS %% b

Strategic Risks & Categories

Finance, procurement & contracts
Risks relating to ensuring reliability and timeliness of financial and other information; as well as ensuring the financial sustainability and viability of the City.
Risk of failures in the City’s procurement and contract engagement and management processes resulting in business loss or disruption.

Asset Management & sustainability, envirenment management

Risks associated with investing in, developing and maintaining the City's infrastructure to ensure reliability and to meet its Vision and strategy.

Risk of the City's current activities compromising the ability for the future residents meeting their needs. This refers to social and environmental needs. Consideration of both
physical and investment actions,

OHES, Empluyrnent practices
Risks relating to strategies and systems to maintain a workforce and partnerships that are productive, safe and diverse as well as an effective and accountable organisational
environment. Risks include workforce capability and capaCity, including staff, volunteers, contractors and subcontractors.

Business service disruption;
Risks or events that could cause disruption to services or operations; and/or impair or enhance the delivery of the program or praject on time and within budget, or the guality of its
outcomes; events that could lead to damage to your reputation, assets or compromise the security of sensitive information.

Governance, misconduct & fraud:
Risks resulting in failure to meet regulatory, compliance and accountability requirements; inadequate or unclear definition of roles and responsibilities; lack of effective and
transparent decision-making processes; inadequate control and procedural frameworks; the robustness of any third-party systems and processes,

Information & systems management:

Risks that jeapardise information being authentic, appropriately classified, properly secured and managed in accordance with legislative and operating requirements. Technology
soluthens must support strong internal control processes and the development of robust system and process solutions for the management and protection of information assets; and
align technology, systems, processes and culture with business strategy and goals.

Community services:

Risks or events that hinder the City's ability to meet the current and changing expectations of the ratepayers and community; including ratepayers'/customers' expectations of
providing efficient, considerate and cost-effective services; building positive and collaborative relationships and outcomes for the City.

City of Vincent Risk Appetite and Tolerahce Statements - D20/ 21795
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ORDINARY COUNCIL MEETING 16 AUGUST 2022

AUDIT COMMITTEE MINUTES 9 AUGUST 2022

5.2 OAG PERFORMANCE AUDIT AND OTHER AUDIT / BEST PRACTICE RECOMMENDATIONS -
FROM 29 JUNE 2022

Attachments: Nil

RECOMMENDATION:

That the Audit Committee recommends to Council that it NOTES the following reports from the
Officer of the Auditor General:

+ Audit Results Report - Annual 2020-21 Financial Audits of State Government Entities Part 2:
COVID-19 Impacts 9 May 2022;

+ Staff Rostering in Corrective Services 18 May 2022;
+ COVID-19 Contact Tracing System — Application Audit 18 May 2022;
« 2022 Transparency Report: Major Projects 17 June 2022; and

+ Water Corporation: Management of Water Pipes — Follow up 17 November 2021.

COMMITTEE DECISION ITEM 5.2

Moved: Cr Wallace, Seconded: Cr Gontaszewski

That the recommendation be adopted.

CARRIED (7-0)
For: Mr Manifis, Cr Wallace, Cr Gontaszewski, Cr Alexander, Cr loppolo, Mr Goy and Mr Araj
Against:  Nil
Page 20
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ORDINARY COUNCIL MEETING 16 AUGUST 2022

AUDIT COMMITTEE MINUTES 9 AUGUST 2022

53 OAG ENTRANCE MEETING 2021/22 AUDIT - FROM 29 JUNE 2022
Attachments: Nil
RECOMMENDATION:

That the Audit Committee recommends to Council that it NOTES the audit planning summary for the
2021/22 financial year.

COMMITTEE DECISION ITEM 5.3

Moved: Cr Gontaszewski, Seconded: Mr Goy

That the recommendation be adopted.
CARRIED (7-0}

For: Mr Manifis, Cr Wallace, Cr Gontaszewski, Cr Alexander, Cr loppolo, Mr Goy and Mr Araj

Against:  Nil

ACTION: The Chief Audit Executive committed to send the Audit Planning Summary to all Committee
Members.
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ORDINARY COUNCIL MEETING 16 AUGUST 2022

AUDIT COMMITTEE MINUTES 9 AUGUST 2022

5.4 PRIVACY MANAGEMENT POLICY - PROPOSED REVIEW ROAD MAP - FROM 28 JUNE 2022
MEETING

Attachments: Nil
RECOMMENDATION:

That the Audit Committee recommends to Council that it NOTES Administration’s proposed
approach to the review of the City's Privacy Management Peolicy and practices.

COMMITTEE DECISION ITEM 5.4

Moved: Cr Gontaszewski, Seconded: Cr Wallace
That the recommendation be adopted.

CARRIED (7-0)
For: Mr Manifis, Cr Wallace, Cr Gontaszewski, Cr Alexander, Cr loppolo, Mr Goy and Mr Araj

Against:  Nil

Cr Gontaszewski enquired when it is anticipated that the City will have finalised the review and incorporated
the new practices.

ACTION: The Chief Audit Executive advised that it is scheduled to be completed before 30 June 2023.

Page 22

Item 12.4- Attachment 1 Page 25



ORDINARY COUNCIL MEETING 16 AUGUST 2022

AUDIT COMMITTEE MINUTES 9 AUGUST 2022

5.5 OFFICE OF THE AUDITOR GENERAL - INFORMATION SYSTEMS AUDIT REPORT - 2022
LOCAL GOVERNMENT ENTITIES

Attachments: Nil
RECOMMENDATION:

That the Audit Committee recommend to Council that it NOTES findings from Office of the Auditor
General's Information Systems Audit Report 2022 — Local Government Entities audit (June 2022).

COMMITTEE DECISION ITEM 5.5

Moved: Mr Goy, Seconded: Cr Wallace

That the recommendation be adopted.

CARRIED (7-0}
For: Mr Manifis, Cr Wallace, Cr Gontaszewski, Cr Alexander, Cr loppolo, Mr Goy and Mr Araj
Against:  Nil
Page 23
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ORDINARY COUNCIL MEETING 16 AUGUST 2022

AUDIT COMMITTEE MINUTES 9 AUGUST 2022

5.6 OAG REPORT - STAFF EXIT CONTROLS
Attachments: Nil
RECOMMENDATION:

That the Audit Committee recommends to Council that it NOTES findings from Office of the Auditor
General's ‘Staff Exit Controls’ audit {August 2021).

COMMITTEE DECISION ITEM 5.6
Moved: Mr Araj, Seconded: Cr Wallace

That the recommendation be adopted.

CARRIED (7-0)
For: Mr Manifis, Cr Wallace, Cr Gontaszewski, Cr Alexander, Cr loppolo, Mr Goy and Mr Araj
Against:  Nil
Page 24
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ORDINARY COUNCIL MEETING 16 AUGUST 2022

AUDIT COMMITTEE MINUTES 9 AUGUST 2022

57 APPOINTMENT OF INTERNAL AUDIT CONTRACT
Attachments: Nil

RECOMMENDATION:
That the Audit Committee recommends to Council that it NOTES the appointment of Paxon Business

and Financial Services Pty Ltd for the provision of auditing services for the City of Vincent’s three-
year Internal Audit Program.

COMMITTEE DECISION ITEM 5.7

Moved: Cr Gontaszewski, Seconded: Cr Wallace
That the recommendation be adopted.

CARRIED (7-0)
For: Mr Manifis, Cr Wallace, Cr Gontaszewski, Cr Alexander, Cr loppolo, Mr Goy and Mr Araj
Against:  Nil
Cr Gontaszewki recalled that there is a Council resolution (NOTE: OCM 14/12/2021) to add the Beatty Park
Leisure Centre Infrastructure Renewals project to the City's internal audit plan for review of governance,
expenditure and project management processes and requested that the Chief Audit Executive incorporate

this in the Internal Audit Plan.

ACTION: The Chief Audit Executive committed to warking with the Internal Auditor to incorporate this work
as an Ad-Hoc Audit within the Audit Plan.

The Audit Committee discussed the need to regularly review the audit plan to ensure that it covers the
current and emerging risk areas of the City’s operations.

ACTION: Potential Standing Item on Audit Committee Agenda.
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ORDINARY COUNCIL MEETING 16 AUGUST 2022

AUDIT COMMITTEE MINUTES 9 AUGUST 2022

5.8 REVIEW OF THE CITY'S AUDIT LOG - 9 AUGUST 2022
Attachments: 1. Audit Log as at 29 July 2022 [ B
RECOMMENDATION:

That the Audit Committee recommends to Council that it:
1. NOTES the status of the City's Audit Log at Attachment 1; and

2. APPROVES proposed completion dates as specified at Attachment 1.

COMMITTEE DECISION ITEM 5.8

Moved: Mr Araj, Seconded: Cr Wallace

That the recommendation be adopted.

CARRIED {7-0)
For: Mr Manifis, Cr Wallace, Cr Gontaszewski, Cr Alexander, Cr loppolo, Mr Goy and Mr Araj
Against:  Nil
Page 26
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AUDIT COMMITTEE MINUTES 9 AUGUST 2022

AUDIT LOG

Contents
StANton REG 5 & 17 REVIEW ......oooeiiiieeiiie i ciessisss s serssssssss s sssssssesssesssmssessssas sens rnssns serrsseesanmansssssns

EA2020/12 (B) ManuUal TIMESREET ........ccviieesieiiiieisssmissssssssssrisssssmssssss s ssssssssssseessrssssssssssssnssessrrsssn
Office of the Auditor General Audit for 2020021 ... e
EA: 202112 (1) Asset Renewal Funding Ratio not presented ...
Audit Details ...ttt
EA: 2021/12 (5) Assumptions used in provision for annual leave and long service leave ..........cc..o.....

Summary of open Confidential items (D21/61059)

Nil

Bk oW ow MM
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ORDINARY COUNCIL MEETING

16 AUGUST 2022

AUDIT COMMITTEE MINUTES 9 AUGUST 2022
AUDIT LOG e
Audit Details Action Approved Status Proposed
Completion Completion
Date Date
Stanton Reg 5 & 17 Review
. . The City requires a robust online time-sheating system December 2021 Partially completed: Beatty Park are now  Margh-2022
EA:2020/12 (8) Mar‘iutal Timesheet ) which is fit for purpose of a casual workforce (i.e. Beatty partially using mobile application for
Stanton Reg 5 & 17 Review — Manual Timesheet Park) that is flexible, easy to use and aligned to the rostering and time-sheeting. Further
relevant cost centres and employment. rollout subject to Beatty Park change
Finding management resourcing.
The City uses manual timesheets, predominately for those employees who Administration has determined that Civica's online time-
work in the depot and recreational leisure centre. sheeting module will be suitable for the City. The module In progress: for Depot staff with mobile
however can only be implemented once work orders are application AMD job costing requirements
Recommendation activated as part of the Chart of Accounts project for time-sheeting, two solutions are being
The use of manual timesheets should be eliminated, it is worth noting that the scheduled for completion in July 2021. Online time- reviewed:
City has already noted this as a finding within their own audit log. sheeting will have a mobile option as well. The scoping 1. The City will help Civica test their
of this project will be requested to commence in March new mobile time-sheeting
Recommendation next year with implementation in December 2021. (currently in development) in
early 2022,
Risk Rating (prior to controls) 2. A CEM-based approach where
Moderate jobs are electronically work-
flowed to staff who can then
Risk Rating (with current controls update and complete the job
b using a mobile application.
Management Response March 2022 Estimated-August
Responsible Officer: ) ) No further progress. Resources have not 2022
Executive Manager Human Resources and Executive Manager Information and been avallable to progress the Beatty
Communication Technelogy Park roll-out; Civica have not completed
their new mobile time-sheet. CRM project
in early phases.
May 2022
Mo update.
July 2022 February 2023
Ongoing HR. team challenges have
impacted attempts to resource this
initiative, The HRAT plan is now to;
1. Prepare a change management plan
in November & December
2. Implement in January & February
2023
S5C2566 - D19/147633 Page 2
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ORDINARY COUNCIL MEETING

16 AUGUST 2022

AUDIT COMMITTEE MINUTES 9 AUGUST 2022
Audit Details Action Approved Status Proposed
Completion Completion
Date Date
Office of the Auditor General Audit for 2020/21
i . . In October 2021, Council approved the City of Vincent  30-June-2022 Management is currently working on an 30-June 2022
EA: 2021/12 “j Assel Renqwal Funding Ratio not presented  pgget Management Sustainability 31 August 2022 updated LTFP which will be used to 31 August 2022
Office of the Auditor General Audit for 2020/21 Strategy (AMSS). The AMSS will guide the calculate the ratios for 2021-22.
Findi management, spending and efficiency of the City's
Rm 'lng_ 1003 f the Local G t (Audit) Requlati 1096 assets over the next decade, ensuring the
egu ation 10( }.[E} ofthe Local sovernmen (Audit) Regulations best use of resources for current and future
requires the auditor to provide an opinion whether the asset renewal generations
funding ratio is supported by verifiable information and reasonable ‘
assumphicns. The AMSS will assist the City to calculate an asset
) N - o
The City has not reported the Asset Renewal Funding Ratio for 2021 in ::g?rwng[[igjnngrf ::::01: :t[”: :::f;r;ﬁg nbsy;n? lable
the annual financial report as required by regulation 50(1)(c) of the Local informed by the Vincent communit
Government {Financial Management) Regulations 1998, as the long-term y Y-
financial plan is currently under review. The AMSS invoived extensive community
consultation to ensure our asset management
I <trcicoy met community expectations. We have also
explained to the community the financial challenges
Implication we face in maintaining our ageing assels and sought
The annual financial report does not comply with regulation 50(1)(c) of the feedback on different funding models. Community
Local Government (Financial Management) Regulations 1996. consultation commenced in March 2021 and
concluded in
Recommendation September 2021. [Refer: Asset Management &
The City should ensure that their long-term financial plan is kept updated, Sustainability Strategy | The City of Vincent]
to allow the asset renewal funding ratio to be calculated based on
verifiable information and reasonable Managemem_will now develop a Rating Strategy and
assumptions for inclusion in the annual financial report. Long-Term Financial Plan (LTFP} to reflect the
outcomes of the AMSS. The LTFP will be considered
Responsible person by the community and Council during the budget
Chief Executive Officer setting process for FY23 and will be approved by
Council approximately June August 2022,
S5C2566 - D19/147633 Page 3
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AUDIT COMMITTEE MINUTES 9 AUGUST 2022
Audit Details Action Approved Status Proposed
Completion Completion
Date Date
X - F . .. Management will review all employee related Completed Management has reviewed the employee  Completed
EA: 2021/12 (5) Assumptions used in provision for annual provision assumptions on an annual basis to provision assumptions and will use these
leave and long service leave ensure all leave provision calculations are updated assumptions when calculating
Office of the Auditor General Audit for 2020/21 accurate and relevant. leave liabilities as at 30 June 2022.
Finding
There was no supporting evidence for the assumplions used in the
calculation of the leave liability reported in the financial report. This
included salary inflation, employee on-costs
(recruitment and training expenses), and omitted leave loading (the
assumptions used were consistent with the prior year and do not present a
material error).
Rating: Moderate
Implication
Applying inappropriate assumptions increases the risk of errors in
determining annual leave and long service leave provisions. This may
result in misstatements in the financial report.
Recommendation
Management should review the assumptions used in their employee related
provisions calculations on a periodic basis to ensure these remain relevant,
appropriate, verifiable and in accordance with the relevant accounting
standards.
Responsible person
Executive Manager Financial Services
S5C2566 - D19/147633 Page 4
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AUDIT COMMITTEE MINUTES 9 AUGUST 2022
6 GENERAL BUSINESS
6.1 Contract Risks and Capacity — Capital Works Program

Cr loppolo submitted an item for General Business consideration related to contract risks and capacity in
respect to delivery of the City of Vincent's 2022/2023 Capital Works Program.

Given the current economic environment and existing risks in respect to Supplier Management, Major Project

Management and Inadequate Project Management, Cr loppolo noted that the Audit Committee may wish to

cansider whether there is an enhanced financial risk that the volume of capital works to be delivered through

the existing project management framework may result in:

1. Compromised works in terms of price (over-budget);

2. Compromised works in terms of scope that affect quality;

3. Delays in completing works beyond agreed timeframes which may have consequential effects on City
of Vincent commitments to third parties; and

4, Tenderers becoming insolvent that risk delivery works entirely and the risk of losing money already
expended with those tenderers.

The Chief Executive Officer offered to meet with Cr loppolo to discuss his concerns, and that the City will
review the way the risk ratings have been assessed.

Due to time constraints, the Audit Committee was unable to complete discussion on this matter and return to
adjourned Item 5.1.

ACTION: The Chief Audit Executive noted that the meeting could be adjourned sine die and that he would
seek a mutually agreeable time for the members to resume the meeting to finalise discussion on items 6.1
and 5.1. That discussion should include what visibility is required around the works and specific project risks.
The Chief Audit Executive noted that the rescheduled Internal Audit Plan might be also available for the
resumed meeting.

7 NEXT MEETING

1 November 2022

8 CLOSURE

The meeting was adjourned sine die at 5.32pm.

These Minutes were confirmed at the 1 November 2022 meeting of the Audit Committee as a true and
accurate record of the Audit Committee meeting held on 9 August 2022

Signed: Mr Conley Manifis

Dated
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