ORDINARY COUNCIL MEETING AGENDA 08 FEBRUARY 2022

12.1 REPEAL OF INFORMATIO N AND COMMUNICATIONS TECHNOLOGY - CONDITIONS OF USE
POLICY -1.1.1

Attachments: 1. Information and Communications Technology - Conditions of Use policy

RECOMMENDATION

That Council REPEAL the Information and Communications Technology - Conditions of Use policy
(1.1.1) at Attachment 1.

PURPOSE OF REPORT:

To seek Council approval to repeal the Information and Communications Technology - Conditions of Use
Policy (1.1.1) at Attachment 1.

BACKGROUND:

The Information and Communications Technology - Conditions of Use policy was adopted by Council in June
2000 and last amended in November 2010. The policy provides guidelines to City employees and Council
Members for the proper use of all information and communications technology facilities, including Internet
access, email, facsimile and any other electronic data transfer.

The requirement of provisions outlined in clause 1.3 of the Policy Development and Review Policy were
presented to Council Members though the monthly Policy Paper in October 2021.

DETAILS:
The City introduced a new Responsible use of ICT Resources procedure in June 2020. The procedure
governs the operational requirements of City employees, volunteers and contract staff whousethe Ci t y6s | CT

resources in the execution of their duties. The procedure was last reviewed in September 2021.

Council Members are not within scope of the Responsible use of ICT Resources procedure and are instead
gui ded by Cddéadaf CoBdudt fpradCsuncil Members, Committee Members and Candidates.

The findings o frevidwbfihetnfosnatioraand Comngusications Technology - Conditions of
Use policy are as follows:

1. The policy is outdated, procedural in nature and is no longer relevant to City processes.

2. For City staff, the policy has been operationally superseded byt h e Riespongilde use of ICT
Resources procedure. The procedure addressesthep ol i cyds wunderpinning princi
a. The use of I CT facilities should be consistent wi
b. Limited personal use is permitted buperatbonsst not i r
C. |l mproper use of the Cityds I CT facilities wildl b e

lead to disciplinary action, criminal prosecution, or both.

3. For Council Members, the policy is superseded by the Ci t Godesof Conduct for Council Members,
Committee Members and Candidates.

4. Inaddition,th e C iRéspodstble use of ICT Resources procedure addresses the requirements of
increasingly mobile City staff with remote work flexibility.

Administration is of the opinion that there is no longer a requirement for a documented City position.
This is consistent with other inner-City councils: City of Perth, City of Subiaco, City of South Perth, Town of
Victoria Park.

CONSULTATION/ADVERTIS ING:

No community consultation is required for the repeal of the policy.
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LEGAL/POLICY :
There is no legislative or regulatory requirement for this policy.
Section 2.7(2)(b) of the Local Government Act 1995 provides Council with the power to determine policies.

The Ci t Rolicg Development and Review Policy sets out the process for the development, review and
repeal of the Cityds policy document s.

RISK MANAGEMENT IMPL ICATIONS

Low: Itis low risk for Council to repeal the policy.

STRATEGIC IMPLICATIO NS:

This is i n ke e pStrategic ®ommunity Plane2018-2028y 6 s

Innovative and Accountable

We are open and accountable to an engaged community.
SUSTAINABILITY IMPLICATIONS:

Repealing this policy does not impact on the achievement of specific sustainability outcomesinthe Ci t y 6 s
Sustainable Environment Strategy 2019-2024.

PUBLIC HEALTH IMPLICATIONS:
Repealing this policy does not impact on the achievementoftheCi t y 6s Publ i ¢ -2025al t h
FINANCIAL/BUDGET IMP LICATIONS:

Nil
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CITY OF VINCENT

INFORMATION AND COMMUNICATIONS
TECHNOLOGY - CONDITIONS OF USE

POLICY NO. 1.1.1

(Adopted at the Ordinary Meeting of Council held on 13 June 2000)
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CORPORATE SERVICES - INFORMATION TECHNOLOGY
INFORMATION AND COMMUNICATIONS TECHNOLOGY FACILITIES -

CONDITIONS OF USE
POLICY NO: 1.1.1

POLICY NO: 1.1.1

INFORMATION AND COMMUNICATIONS TECHNOLOGY -

CONDITIONS OF USE
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CORPORATE SERVICES - INFORMATION TECHNOLOGY
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CORPORATE SERVICES - INFORMATION TECHNOLOGY
INFORMATION AND COMMUNICATIONS TECHNOLOGY FACILITIES -
CONDITIONS OF USE

POLICY NO: 1.1.1

POLICY NO: 1.1.1

INFORMATION AND COMMUNICATIONS TECHNOLOGY -
CONDITIONS OF USE

OBJECTIVES

To provides guidelines for the proper usage of all information and communications
technology facilities including electronic data exchange, via internal and external data
networks. It includes: Internet access, E-mail, facsimile and any other electronic data
transfer using City of Vincent information and communications technology facilities.

POLICY STATEMENT
This Policy applies to;

(a)  all employees of the City whether they are permanent, temporary, seconded or
contracted;

(b)  Council Members using City equipment.

Persons are accountable for their use of the City’s Information and Communications
Technology (ICT) facilities. If these facilities are improperly used, persons may be
subject to formal disciplinary action and, potentially, criminal prosecutions.

The network and its connections to other networks are to be used only in a manner
that is consistent with these purposes and within the spirit of this Policy.

All employees will be required to sign a “Conditions of Use” statement in order to
promote a common corporate understanding on acceptable use.

This policy document sets out the City’s position on the proper use of its ICT
facilities. The principles underpinning the proper use of the City’s ICT facilities are:

=  The use of ICT facilities should be consistent with the City’s business operations.

This includes, but is not limited to:

e Access to information that relates to the City’s functions, objectives and
mission.

e Access to information that relates to authorised professional employee
development.

e Business communications with external parties and organisations that relate
to the City’s functions, objectives and mission.
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CORPORATE SERVICES - INFORMATION TECHNOLOGY
INFORMATION AND COMMUNICATIONS TECHNOLOGY FACILITIES -
CONDITIONS OF USE

POLICY NO: 1.1.1

e Conducting research that relates to the City’s functions, objectives and
mission.

e  Compliance reporting (e.g. finance)
Maintaining relevant professional business relationships with other
organisations, groups and colleagues.

= Limited personal use is permitted but must not interfere with the City’s business
operations.

®  Improper use of the City’s ICT facilities will be addressed in accordance with this

policy and may lead to disciplinary action, criminal prosecution, or both.

(This Policy is to be read in conjunction with the Policy Guidelines and
Procedures.)

Date Adopted: 13 June 2000

Date Amended: 22 November 2005, 31 March 2009,
November 2010

Date Reviewed: November 2010

Date of Next Review: November 2015
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INFORMATION AND COMMUNICATIONS TECHNOLOGY FACILITIES -
CONDITIONS OF USE

POLICY NO: 1.1.1

GUIDELINES AND PROCEDURES FOR INFORMATION AND
COMMUNICATIONS TECHNOLOGY — CONDITIONS OF USE -

1.1

1.2

POLICY NO 1.1.1

IMPROPER USE OF ICT FACILITIES

The improper use of Information and Communications Technology (ICT)
facilities may compromise the City’s business objectives, expose the City of
Vincent to unfavourable publicity and breach the rights of other employees
under legislation such as the Sex and Race Discrimination Acts. The City’s
Employees and Council Members therefore have an ethical and legal
obligation not to use the ICT facilities improperly.

The improper use of ICT facilities may entail one or more of the
following:

e  Use, which is inconsistent with the City’s business purposes.

e Use which is outside the scope of an employee’s authority or contrary to
guidelines and legislation applying to use of the City of Vincent’s ICT
facilities.

e Use which is contrary to broader requirements of the City’s employees
such as conditions of employment, the Public Service Act and
Regulations, anti-discrimination legislation, City of Vincent policies, etc.

Penalties for Improper Use

Any user violating this policy, applicable state and federal laws or City of
Vincent rules are subject to the City’s disciplinary options.

In addition, any unauthorised access or attempted access to any state
computing and/or network system is a violation of Australian law and is
subject to criminal prosecution.

HARDWARE

All hardware devices acquired for or on behalf of the City or developed by the
organisation’s employees or contract personnel on behalf of the City is and
shall be deemed the property of the City. All such hardware devices must be
used in compliance with applicable licenses, notices, contracts, and
agreements.
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3.1

3.2

INTERNET

All information travelling over the City’s computer networks that has not been
specifically identified as the property of other parties will be treated as though
it is a corporate asset of the City. It is the policy of City to prohibit
unauthorised access, disclosure, duplication, modification, diversion,
destruction, loss, misuse, or theft of this information.

In addition, it is the policy of City of Vincent to protect information belonging to
third parties that has been entrusted to City of Vincent in confidence as well as in
accordance with applicable contracts and industry standards.

Introduction

The new resources, new services, and interconnectivity available via the
Internet all introduce new opportunities and new risks. In response to the risks,
this policy describes the City’s official policy regarding Internet security. It
applies to all users (Council Members, employees, contractors, temparary
employees, etc.) who use the Internet with the City’s computing or networking
resources, as well as those who represent themselves as being connected — in
one way or another — with the City.

All Internet users are expected to be familiar with and comply with these
policies. Questions should be directed to ITS employees. Violations of these
policies can lead to revocation of system privileges and/or disciplinary action,
including termination and prosecution.

Information Movement

Information/files from non-City of Vincent sources via the Internet must be
screened with virus detection software prior to being opened or run. If this
software contains a virus, worm, or Trojan horse, then ITS employees will
attempt to eradicate the problem prior to it doing any damage to the network.

Users must not place City of Vincent material (software, internal memos, etc.)
on any publicly accessible Internet computer that supports anonymous file
transfer protocol (FTP) or similar services, unless the Executive Management
or the Chief Executive Officer (CEO) has first approved the posting of these
materials.

In more general terms, City of Vincent internal information should not be
placed in any location, on machines connected to the City’s internal networks,
or on the Internet, unless the persons who have access to that location have a
legitimate need-to-know.

All publicly writable (Common/Public) directories on the City’s Internet-
connected computers will be reviewed and cleared periodically. This process
is necessary to prevent the anonymous exchange of information inconsistent
with the City’s business.

Examples include pirated software, purloined passwords, stolen credit card
numbers, and inappropriate written or graphic material (i.e., erotica). Users are
prohibited from being involved in any way with the exchange of the material
described.
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