ORDINARY COUNCIL MEETING AGENDA 18 MAY 2021

12.4 REPORT AND MINUTES OF THE AUDIT COMMITTEE MEETING HELD ON 4 MAY 2021

Attachments: 1. Audit Committee Meeting Minutes - 4 May 2021
2. Attachments to Audit Committee Minutes - 4 May 2021

RECOMMENDATION:
That Council:

1. RECEI VES the Cityds Corporate Risk Register a

2. APPROVES the proposed risk management actions for the high and extreme risks, noting
the suggested amendment that the City undertake a reassessment of the risks associated
with the 3 grandstand structures (Leederville Oval, Litis Stadium and Beatty Park) using the
broader consequence types, specifically to include people (safety) and reputation and
present the findings to the next Audit Committee meeting; and

3. NOTES the proposed amendmentstotheCi t y6s Ri sk Man avhiehmellhe Pol
subject to public notice and formal adoption by Council and NOTES that the Risk
Management Policy and Procedure report was deferred to the next Audit Committee
meeting;

4, APPROVES the Internal Audit Program 2021/22 i 2023/24 (noting the amendment) and
NOTES that the Chief Executive Officer will engage a suitably qualified auditor to undertake
the audits in accordance with the Internal Audit Program 2021/22 i 2023/24.

5. NOTESthef i ndi ngs from Office of the Auditor Gene
6. NOTES:

1. the status of the Cityds AuAdtachmehtdgndas at 2°
summarised in the table below;

2 NOTES that the completion date for the below items was previously extended:

2.1 EA:2020/10 (1) (a) and (b) Office of the Auditor General Information Systems
Audit T Confidential i extended from February 2021 to August 2021 and now on
track for completion;

2.2 EA:2020/10 (11) Office of the Auditor General Information Systems Audit i
Confidential i extended from January 2021 to August 2021 and now on track for
completion; and

2.3 EA: 2020/10 (12) Office of the Auditor General Information Systems Audit i
Confidential i extended from February 2021 to December 2021, as it has been
planned as a staged approach.

3. APPROVES the amendment to the proposed completion date for the following items:

3.1 EA:2019/7 Office of the Auditor General's Performance Audit 2019 - Fraud
Prevention in Local Government - Findings and Recommendations i was
proposed for closure at the 2 March 2021 meeting but reinstated until training
has been completed. Due for completion May 2021; and

3.2 EA:2020/10 (20) Office of the Auditor General Information Systems Audit T

Business Continuity Plan i Testing was extended from March 2021 to April 2021
and now on track for completion.

PURPOSE OF REPORT:

To report to Council the proceedings of the Audit Committee at its meeting held on 4 May 2021 in
accordance with clause 2.21(1) oftheCi t y6s Meet i ng Procedures Local Law
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18 MAY 2021

BACKGROUND:

The

ass

Ci t y 6mmittdelisdaistatutdly committee of Council, established in accordance with section 7.1A
of the Local Government Act 1995. The role of the Audit Committee is to provide independent advice and
management,

urance to Council over the Cityds risk

management.

The Audit Committee meets approximately every two months and comprises of three external independent
members (one of which is the Audit Committee Chair) and four Elected Members.

DETAILS:

At its meeting on 4 May 2021 the Audit Committee considered five agenda items as follows:

5.1 Review of the City's Corporate Risk Register

5.2  Amendments to the City's Risk Management Policy and Procedure

5.3 Internal Audit Program 2021/22 - 2023/24

5.4  Auditor General's Application Controls Audits 2021

5.5 Review of the City's Audit Log

56 Review of Office of the Auditor General d6s
Health

5.7 Reportonthenon-st ructur al ri sks associated with

Details of the agenda items are set out below.

51

The

and two high risks. An additional recommendation was moved, requesting that the City undertake a

Review of the City's Corporate Risk Register

Regul ati ol

he Cityods

CCotpgrdtesRisk Register was presented for discussion, noting the addition of three medium risks

reassessment of the risks associated with the 3 grandstand structures (Leederville Oval, Litis Stadium and
Beatty Park) using the broader consequence types, specifically to include people (safety) and reputation and
present the findings to the next Audit Committee meeting.

5.2

Amendments to the City's Risk Management Policy and Procedure

The proposed Risk Management Policy and Procedure were presented for discussion. The Audit Committee
suggested some amendments to the Policy and then voted to defer the policy to the next Audit Committee
meeting.

5.3

Internal Audit Program 2021/22 - 2023/24

The draft Internal Audit Program was presented for discussion. The Audit Committee recommended that the
City engage a safety risk expert to do an independent assessment of the current risk controls for the 3
grandstand facilities (Leederville Oval, Litis Stadium and Beatty Park) and present the findings to the next
Audit Committee meeting.

5.4  Auditor General's Application Controls Audits 2021

The findings from the Office oft he Audi t or Gener al 6s Apwdretabladdandkon Contr ol
discussed.

5.5 Review of the City's Audit Log

A summary of the items completed and ongoing as at 4 May 2021 is below. No items were added to the
Audit Log at this meeting.

A summary of the Audit Log items is below, including the risk rating:

Audit Log ltems Total Significant High Moderate Minor
Closed at 2 March 9

2021

Open at 4 May 22 1 1 9 11
2021

Iltem 12.4
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ORDINARY COUNCIL MEETING AGENDA 18 MAY 2021
Confidential items
open at 4 May 2021 1 1 1 9 0
Complete at 4 May
2021 15 0 0 5 10
New items at 4 May 0
2021
Items outstanding
for 18 months +
- 0
from original due
date

The two current significant items are:

1. EA: 2020/12 (14) Office of the Auditor General i Financial Audit i Access Levels within Authority; and

2. EA: 2020/12 (18) Office of the Auditor General i Financial Audit i Adverse trends in financial ratios.

5.6 Review o f
of Health

Of f i

ce

of

t

he

Audi tor

Gener al

0s

The OAG report was reviewed. The scope of the audit and recommendations are specific to the Department
of Health, not Local Government. The City has no response to provide.

5.7 Reportonthenon-st ructur al

assets

r

i sks

associ

ated

wi t h

This report was delayed to the 29 June 2021 Audit Committee meeting, due to a lack of resources meaning it
was not possible to compile the required information in time for the 4 May 2021 meeting.

There were three items of General Business, as below:

6.1

The new e-permit system raised the broader issue oft h e

E-Permit privacy review

olding 6f data of residents. Some residents

who are eligible for parking permits had queried how the data was kept, maintained and deleted.

The CEO advised that vehicle movements are not tracked by the e-permits system. Rangers use the system

on to check if a license plate is registered for a valid permit. There was a discussion o n

t h

the Australian Privacy Principles to guide access, use, disclosure and retention of information collected by
the City. Upcoming work will include increasing staff awareness and training on the privacy principles.

6.2

Tender evaluation and assessment process

A question has been raised about the amount and level of detail provided to Council as part of a tender

r e p Dhe City has cor@imnadnvith WALGAdhat iteicprpemt tenvder |
evaluation process and reporting to Council was in line with industry best practice. It was requested that the
City contact the Department of Local Government, Sport and Cultural Industries for further advice on tender
evaluation and what information should be provided to Council. Administration is benchmarking its tender
evaluation process against other Councils and is reviewing the level of detail provided in the report to
Council. Further advice on this will be provided to the Audit Committee.

eval uati

6.3

on

Next meeting

panel 6s

Cr Topelberg and Cr Gontaszewski will be on leave of absence for the next meeting. The City is to investigate
rescheduling the next meeting to 8 or 15 June 2021, so that quorum will be achieved.

CONSULTATION/ADVERTI SING:

Nil.

Iltem 12.4
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ORDINARY COUNCIL MEETING AGENDA 18 MAY 2021

LEGAL/POLICY:

Clause 2.21 of the Cityds Meet ithagthePapatarddinutessfal oc al Law
Committee meeting are to be provided to Council.

The Audit Committee Terms of Reference govern the functions, powers and membership of the Audit
Committee.

RISK MANAGEMENT IMPL ICATIONS:

Low: It is low risk for Council to consider the report and minutes of the Audit Committee meeting on 4
May 2021.

STRATEGIC IMPLICATIO NS:
This is in ke e pStrategic @mmunity Plane2018-2028y 6 s

Innovative and Accountable

Our resources and assets are planned and managed in an efficient and sustainable manner.

We are open and accountable to an engaged community.

SUSTAINABILITY IMPLI CATIONS:

This does not contribute to any environmental sustainability outcomes.

PUBLIC HEALTH IMPLIC ATIONS:

This is not in keeping withanyoft he pri ori ty healt IPublciHeakthdlare2020-2G25.t he Ci t )
FINANCIAL/BUDGET IMP LICATIONS:

Nil.
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ORDINARY COUNCIL MEETING

18 MAY 2021

MINUTES OF CITY OF VINCENT
AUDIT COMMITTEE
HELD AS E-MEETING AND AT THE
ADMINISTRATION AND CIVIC CENTRE
244 VINCENT STREET, LEEDERVILLE
ON TUESDAY, 4 MAY 2021 AT 1.00PM

PRESENT: Mr Conley Manifis
Cr Joshua Topelberg
Cr Ashley Wallace
Mr Robert Piper
Cr Susan Gontaszewski
at

Mr Aaron Smith

IN ATTENDANCE: David MacLennan

1

The Presiding Member, Conley Manifis, declared the meeting open at 1.01pm and read the following

Virginia Miltrup
Andrew Murphy

Vanisha Govender
Jordan Koroveshi

Emily Williams
Wendy Barnard

INTRODUCTION AND WELCOME

Acknowledgement of Country statement:

“The City of Vincent would like to acknowledge the Traditional Owners of the land, the Whadjuk people of the

Independent External Member (Chair)
(electronically, left at 3.00pm during item
6.1)

South Ward

South Ward

Independent External Member
(electronically)

South Ward (electronically, left meeting
2.55pm during item 6.1)

Independent External

Member (electronically)

Chief Executive Officer

Executive Director Community &
Business Services

Executive Director Infrastructure &
Environment

Executive Manager Financial Services
A/Executive Manager Corporate Strategy
& Governance

Senior Land and Legal Advisor

Council Liaison Officer

Noongar nation and pay our respects to Elders past, present and emerging”.

2

APOLOGIES / MEMBERS ON APPROVED LEAVE OF ABSENCE

Cr Dan Loden was an apology at this meeting.

3

DECLARATIONS OF INTEREST

Conley Manifis declared an impartiality interest. The extent of his interest is that his company is contracted
by the Office of the Auditor General to complete external audits. He also declared that he does work for the
Town of Bassendean.

Item 12.4- Attachment 1

Page 7



ORDINARY COUNCIL MEETING 18 MAY 2021

4 CONFIRMATION OF MINUTES

COMMITTEE DECISION

Moved: Cr GontaszewskKi, Seconded: Mr Smith
That the minutes of the Audit Committee held on 2 March 2021 be confirmed.

CARRIED UNANIMOUSLY (6-0)

For: Mr Manifis, Cr Topelberg, Cr Wallace, Mr Piper, Cr Gontaszewski and Mr Smith
Against: Nil

(Cr Loden was an apology for the Meeting.)

Item 12.4- Attachment 1 Page 8



ORDINARY COUNCIL MEETING 18 MAY 2021

AUDIT COMMITTEE MINUTES 4 MAY 2021

5 BUSINESS ARISING

5.2 AMENDMENTS TO THE CITY'S RISK MANAGEMENT POLICY AND PROCEDURE

Attachments: 1. Risk Management Policy - amended (in mark-up) Z
2. Risk Management Procedure - draft a

RECOMMENDATION:
That the Audit Committee recommends to Council that it:

1. APPROVES the amendments to the City’'s Risk Management Policy, as at Attachment 1, which
will be subject to public notice and formal adoption by Council; and

2. NOTES the new Risk Management Procedure as at Attachment 2.

Moved: Cr Topelberg, Seconded: Ms Gontaszewski
That the recommendation be adopted.

Administration note: a number of amendments were proposed to the Risk Management Policy during
discussion of this item, including:

1 under the section of the Policy titled 'Policy’, an additional point be added as follows

‘Ensure that an appropriate level of expertise is sought in relation to risk classification.’
2. an additional heading is inserted in the Policy titled ‘Implementation’ with the following content:
‘Any changes to this Policy will be applied to the City's existing Risk Register within 60 days of the

Policy being amended.’

3. in the Risk Classification Matrix at Attachment 2 of the Policy, the proposed amendment from High to
Medium risk under the catastrophic column should not proceed and the risk should remain as High.

These amendments will be made to the Policy for presentation at the next meeting.

DEFERRED

Moved: Cr Gontaszewski, Seconded: Cr Topelberg

That the motion be deferred until the probability timescale classification in the likelihood table can be

clarified.

CARRIED UNANIMOUSLY (6-0)
For: Mr Manifis, Cr Topelberg, Cr Wallace, Mr Piper, Cr Gontaszewski and Mr Smith
Against: Nil

(Cr Loden was an apology for the Meeting.)

Page 5
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ORDINARY COUNCIL MEETING 18 MAY 2021

AUDIT COMMITTEE MINUTES 4 MAY 2021

5.1 REVIEW OF THE CITY'S CORPORATE RISK REGISTER

Attachments: 1. Corporate Risk Register - as at 8 October 2020 b7
2. Corporate Risk Register - Confidential Items - Confidential

RECOMMENDATION:

That the Audit Committee recommends to Council that it:

1. RECEIVES the City’s Corporate Risk Register as at 8 October 2020, at Attachment 1; and
2. APPROVES the proposed risk management actions for the high and extreme risks.
Moved: Cr Gontaszewski, Seconded: Cr Wallace

That the recommendation be adopted.

AMENDMENT

Moved: Mr Piper, Seconded: Mr Smith

That the recommendation be amended as follows:

RECEIVES the City’s Corporate Risk Register as at 8 October 2020, at Attachment 1 with the
following amendment;

That the City undertake a reassessment of the risks associated with the 3 grandstand structures
(Leederville Oval, Litis Stadium and Beatty Park) using the broader consequence types,
specifically to include people (safety) and reputation and present the findings to the next Audit
Committee meeting; and

AMENDMENT CARRIED (6-0)

For: Mr Manifis, Cr Topelberg, Cr Wallace, Mr Piper, Cr Gontaszewski and Mr Smith
Against: Nil

(Cr Loden was an apology for the Meeting.)

COMMITTEE DECISION ITEM 5.1

That the Audit Committee recommends to Council that it:

1. RECEIVES the City's Corporate Risk Register as at 8 October 2020, at Attachment 1 with the
following amendment;

That the City undertake a reassessment of the risks associated with the 3 grandstand
structures (Leederville Oval, Litis Stadium and Beatty Park) using the broader consequence
types, specifically to include people (safety) and reputation and present the findings to the
next Audit Committee meeting; and

2. APPROVES the proposed risk management actions for the high and extreme risks.

CARRIED UNANIMOUSLY (6-0)

For: Mr Manifis, Cr Topelberg, Cr Wallace, Mr Piper, Cr Gontaszewski and Mr Smith
Against: Nil

(Cr Loden was an apology for the Meeting.)

Page 6
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ORDINARY COUNCIL MEETING 18 MAY 2021

AUDIT COMMITTEE MINUTES 4 MAY 2021

53 INTERNAL AUDIT PROGRAM 2021/22 - 2023/24
Attachments: 1. Internal Audit Program 2021/22 - 2023/24 - draft B’
RECOMMENDATION:

That the Audit Committee recommends to Council that it:
1. APPROVES the Internal Audit Program 2021/22 — 2023/24, as at Attachment 1; and

2. NOTES that the Chief Executive Officer will engage a suitably qualified auditor to undertake the
audits in accordance with the Internal Audit Program 2021/22 - 2023/24.

Moved: Cr Gontaszewski, Seconded: Mr Piper
That the recommendation be adopted.
AMENDMENT

Moved: Mr Piper, Seconded: Cr Gontaszewski

That a recommendation be added as follows:

3. REQUESTS the City engage a safety risk expert to complete an independent assessment of
risk controls currently in place for the 3 grandstand facilities {Leederville Oval, Litis Stadium
and Beatty Park) and present the findings to the next Audit Committee meeting.

AMENDMENT CARRIED (6-0)

For: Mr Manifis, Cr Topelberg, Cr Wallace, Mr Piper, Cr Gontaszewski and Mr Smith
Against: Nil

(Cr Loden was an apology for the Meeting.)

COMMITTEE DECISION ITEM 5.3

That the Audit Committee recommends to Council that it:
1. APPROVES the Internal Audit Program 2021/22 — 2023/24, as at Attachment 1; and

2. NOTES that the Chief Executive Officer will engage a suitably qualified auditor to undertake the
audits in accordance with the Internal Audit Program 2021/22 - 2023/24.

3. REQUESTS the City engage a safety risk expert to complete an independent assessment of
risk controls currently in place for the 3 grandstand facilities (Leederville Oval, Litis Stadium
and Beatty Park) and present the findings to the next Audit Committee meeting.

CARRIED UNANIMOUSLY (6-0)

For: Mr Manifis, Cr Topelberg, Cr Wallace, Mr Piper, Cr Gontaszewski and Mr Smith
Against: Nil

(Cr Loden was an apology for the Meeting.)

Page 7
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ORDINARY COUNCIL MEETING 18 MAY 2021

AUDIT COMMITTEE MINUTES 4 MAY 2021

5.4 AUDITOR GENERAL'S APPLICATION CONTROLS AUDITS 2021
Attachments: Nil

RECOMMENDATION:
That the Audit Committee recommend to Council that it:

1. NOTES the findings from Office of the Auditor General’s Application Controls Audit 2021.

COMMITTEE DECISION ITEM 5.4

Moved: Cr Topelberg, Seconded: Cr Wallace
That the recommendation be adopted.

CARRIED UNANIMOUSLY (6-0)

For: Mr Manifis, Cr Topelberg, Cr Wallace, Mr Piper, Cr Gontaszewski and Mr Smith
Against: Nil

(Cr Loden was an apology for the Meeting.)
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AUDIT COMMITTEE MINUTES 4 MAY 2021

5.5 REVIEW OF THE CITY'S AUDIT LOG

Attachments: 1. Audit Log as at 27 April 2021 a
2. Confidential Audit Log as at 27 April 2021 - Confidential

RECOMMENDATION:
That the Audit Committee recommends to Council that it:

1. NOTES the status of the City’s Audit Log as at 27 April 2021, at Attachment 1 and as
summarised in the table below;

2. NOTES that the completion date for the below items was previously extended:

2.1 EA:2020/10 (1) (a) and (b) Office of the Auditor General Information Systems Audit —
Confidential — extended from February 2021 to August 2021 and now on track for
completion;

2.2 EA:2020/10 (11) Office of the Auditor General Information Systems Audit — Confidential -
extended from January 2021 to August 2021 and now on track for completion; and

2.3 EA:2020/10 (12) Office of the Auditor General Information Systems Audit —Confidential -
extended from February 2021 to December 2021, as it has been planned as a staged
approach.

3. APPROVES the amendment to the proposed completion date for the following items:

3.1 EA:2019/7 Office of the Auditor General's Performance Audit 2019 - Fraud Prevention in
Local Government - Findings and Recommendations — was proposed for closure at the 2
March 2021 meeting but reinstated until training has been completed. Due for completion
May 2021; and

3.2 EA:2020/10 (20) Office of the Auditor General Information Systems Audit — Business

Continuity Plan — Testing was extended from March 2021 to April 2021 and now on track
for completion.

COMMITTEE DECISION ITEM 5.5

Moved: Cr Wallace, Seconded: Mr Piper

That the recommendation be adopted.

CARRIED UNANIMOUSLY (6-0)

For: Mr Manifis, Cr Topelberg, Cr Wallace, Mr Piper, Cr Gontaszewski and Mr Smith
Against: Nil

(Cr Loden was an apology for the Meeting.)
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ORDINARY COUNCIL MEETING 18 MAY 2021

AUDIT COMMITTEE MINUTES 4 MAY 2021

5.6 REVIEW OF OFFICE OF THE AUDITOR GENERAL’S REGULATION OF CONSUMER FOOD
SAFETY BY THE DEPARTMENT OF HEALTH

Attachments: Nil

The scope of the audit and recommendations are specific to the Department of Health, not Local
Government. The City has no response to provide.

Page 10
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AUDIT COMMITTEE MINUTES 4 MAY 2021

5.7 REPORT ON THE NON-STRUCTURAL RISKS ASSOCIATED WITH THE CITY'S AGEING
SPORTING INFRASTRUCTURE ASSETS

Attachments: Nil

This report will be presented to the 29 June 2021 Audit Committee Meeting. The reason for the delay is that
a lack of resources, coupled with a high workload, meant it was not possible to compile the required
information in time for the 4 May 2021 meeting.

Page 11
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AUDIT COMMITTEE MINUTES 4 MAY 2021
6 GENERAL BUSINESS
6.1 E-Permit privacy review

The new E-Permits system raised the broader issue of the City's holding of personal information of residents
and their guests. Some residents who are eligible for parking permits had queried how the data was kept,
maintained and deleted.

The CEO advised that vehicle movements are not tracked by the E-Permits system. Rangers use the system
to check if a license plate is registered for a valid permit.

There was discussion on the City’'s recent decision to use the Australian Privacy Principles (APPs) to guide
access, use, disclosure and retention of personal information collected by the City. This currently includes a
review of some ePermits procedures and how the software vendor stores and disposes of data collected.

The City will use the APP for a privacy framework review, including policy redevelopment, nomination of
Privacy Officers and staff training and awareness of privacy principles.

6.2 Tender evaluation and assessment process

Elected Members have requested that when large tenders are presented to Council for approval, the top
three potential tenders’ evaluation information is attached to the Agenda. The City's current procedure for
submitting tender evaluations to Council has been reviewed to WALGA who confirmed that it is in line with
best practice.

It was requested that the City contact the Department of Local Government, Sport and Cultural Industries for
further advice on tender evaluation and what information should be provided to Council. A report on the
tender process, paperwork and assessment should be submitted to the next Audit Committee meeting.

6.3 Next meeting

Cr Topelberg and Cr Gontaszewski will be on leave of absence for the next meeting. The City is to
investigate rescheduling the next meeting to 8 or 15 June 2021, so that quorum will be achieved.

7 NEXT MEETING
29 June 2021

. External Audit (OAG) Entrance Meeting.

. Report on the non-structural risks associated with the City’'s ageing sporting infrastructure assets
(report to detail the financial, reputational and strategic risks relating to the non-structural elements of
these assets).

. Review of number and composition of audit committee members and reimbursement of external

members.

. Review of Audit Log.

. Review of Corporate Risk Register.

. Fraud Update and Emerging Issues — Governance, Risk and Compliance

. OAG Performance Audit and Other Audit / Best Practice Recommendations

. Tender Evaluation and Assessment Process.

. Reassessment of the risks associated with the 3 grandstand structures (Leederville Oval, Litis Stadium
and Beatty Park) using the broader consequence types, specifically to include safety and reputation.

. Safety risk expert report on risk controls for the 3 grandstand facilities (Leederville Oval, Litis Stadium
and Beatty Park).

. Amendments to the City's Risk Management Policy and Procedure, attendance/input by RiskWest in

regard to determining probability/likelihood frequency for likelihood criteria matrix.

Page 12
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ORDINARY COUNCIL MEETING 18 MAY 2021

AUDIT COMMITTEE MINUTES 4 MAY 2021

8 CLOSURE
There being no further business the meeting closed at 3.07pm.

These Minutes were confirmed at the 29 June 2021 meeting of the Audit Committee as a true and accurate
record of the Audit Committee meeting held on 4 May 2021

Signed: Mr Conley Manifis

Dated

Page 13
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ORDINARY COUNCIL MEETING
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AUDIT COMMITTEE ATTACHMENTS

4 MAY 2021

o]
%‘(":.—j% CITY OF VINCENT BDO
CITY OF VINCENT CORPORATE RISK REGISTER

/| | ______ImpactAnalysis ________| RISK MANAGEMENT S S N e o[V W1 I I N —

Het Risk
Current Risk Management Strategy Risk Direction of further ASSUMANCEs Last
Risk Category Risk Description G L C Remarks Actual Risk {what ) Risk Actions (RMA) (S} oy {after ' Risk Owner Timetable itabl jated

Pracurement for faciities
(Beatty Park Leizure Contro)

Supplier / contract
MARAgEmEnt

Major project management

Financial stability,
sustainability & reporting

Asset, sustainability
and environment

Ineffective pro<urement processes and
management of nppliers resulting im a lack of
supplies / parts (Le, chemicals] which impacts
use af poal / pool satety

Thare i3 3 risk that inappropeiate contract

o the Contract tenms not bang Rled resuting
n financial losses 1o the City

Large number of projects, imited resources ans
neffective management of projects resulting in
fimancial losus and petentially poor prejet
ewtoomas for the City

Poor financial and management reporting
regime leads to ineffective financial
management and results in inculficient
Fesources 1o operate the City effectively

Eoads to Recovery
Breach and Asset
Sustainabiticy Ratio
have financial
implications for the
City + therefore
curvently this is a
Figh risk based on
finansial
comequence

Building good relationship with suppliers,

are processed in a timely fashion - have a
stock of chemicals, have an emergency plan

Limited controls. Use of some Mustralian
standard contracts. Procurement training
provided and procurement pelicy
communicated to Ml staff

Mew project management framework and
project pricritization in place, but in earty
stage of adoption,

Mo current controls. Mated that City
currently has ability to borrow funds.

1. Stockpile chemicals - Complete
2. build relationships with supplien -
review alternative suppliers, ensune invoices Complete, continue during procurernent and | Laise with suppliers

Strong - Continue to

P CONEract setup and finalise supplier
3, Complete wupplier/contract management - agreements
cemplete, but engoing review required

1. develop contract management framework,

train staff in use and communicate -

Decermber 1010

2. develop contract register - corsultant

currently prepaning - June 2030 Strong.
3. update the contract template / we

WALGA £ A5 templaces - December 2020

4. monitar SomplancE with the framewsek

and uié of templated - December 2020

1. continue implementation of framework -
review currently underway.

2. szaff training on implementing framework -
June 2020 - delayed to Dec 2020 due to
coMib

3. Ensuring timely reporting and
accountability by staff - June 20001
Ongoing

4. Ongoing prioritization of existing projects.
Hew CBP has identified 26 strategic projects.
These will be reported on monthly internally
and quarterly te Counal

1. Developing an accurate and updated LTFP
which will be adopted by Council. Complete
1. Will commance comprehenstve monthly
reporting covering cash flow management as
well as relevant financial metrics

3. Will asess financial sustainability as part
of the develepenent of the City's strategic
prierities and masterplant

4. Will resport on financial sustaimability e
the Audit Committes.

Strong.

M

L]

Rervew supply contracts
regularty

Heed adequate
resourcing

Revdew rumber and
pricrity of projects
agairst availabile
rescurces and capacity

CED (report to Rarview
Executive anagemant Complete contracts yearly 08-Oct-20
Commitiee)

1.01Dec20 DTS of
Council (report e 2 E MR e ana
o Commicee) (000 1y procwemens  (H0CKT0
4 0Daco  PrOCee
. ongoing
review of the
application of
the framewcrs;
1. Ongatng will be included
2.0Luadl.  in the internal
i:“c“ "’°:.:: J00ec2020  audt plan, and  08-Oct:20
o 3. Ongeing  will form part of
4.Ongoing  othar incernal
and extemal
compliances
audts
Al 30 June
. 2020
Audit clm: r-:: Al amgoing 06-Oct-20
LTFP adopted
18 Aug 2020

management

[ ————————

INBCSqUALE KITET MANAEMEnt

Ashestes management

aging / unsafe assets
(Lapecierville Oval grancitand)

InBdRgUate BISET ManagETHNT, indudng
accountabibties, controls, framework,
accountabi bty and inadequate systems 1o
reCord Wrd interropaTE A 1o inform Atset brpacct - financial
renewal programs will result in pace asser
B outtomes - financial los and i
reputationsl camage

Inadecuate framework to manage the risk in
respact T ashestos an City cwned or managed
and, o¢ lard adining this, will leave the City
vulneraie to stat! and community harm
resuting in financial loss and reputational
damags

Emergng safety risk associated with Leadervile
‘Ol grandstand - buildings have electrical and

Thit ritk has sogradeant
structural issus and will require signéficant 1 e
capital waork in future to ensure they remain
sate.

Using alternative systems such as
spreadhests, Paywite

Ancual review of asset renewal plang
regular engagement with intemal and
external stakeholders

LGIS has prepared an asbestas register, and
has d an asbestos

framewerk in accordance with the legal
advice recenved

Essential maintenance it canied cut, budget
permitting. 51,000 is allocated in 20/21
budget for eswential electrical works,

1. Allocate additional resounces W
Adequately assess and report on key risks.

2. Continue Imeestigating an Asset
Management System in conjurction with the

;u;nol review of the City's Corporate IT :::n-]::'l‘:;lfh
Y Lystem ! framework.

3. Table suditor's repart on condition of
mssets at EMC and Audit Comntitzes

4. Extablish asset specific accountability
processes and procedures.

1. Firalize and implement the asbestos

Madium - Investment in
FRARAZEMENT framework, And Somimunicate

OSHReporting fworkfio

to staff

N w technol 1o reduce
2. Develop actions based on gaps identified wamnmm-
in framework,

1. Develop an Aset Management Strategy (o

infigrm schedule for maintenance / upgrades

required, and prioritise for assets.

1. If capital work s not undertaken it may be Medium - relies on
mecestary for buldings to be left vacant, Budget for the works
‘which results in & loss of rental income.

Determine what azset

Council {report to

1-Dic- -
At € vae) 01-Dec-20 08-0ct-20

CED [repart ta
Exgcutive Management 01-Dec-20 08-Det-20
Committes)

CEQ {report w
[Executive Management 01-Dec-20 08-Oct.20
Committee)
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I N R Impact Analysts L mskmanaceMenT [ [ | laccowNmamwry, [ | | |

Risk Categery

Aging / unsafe assets (Beatty
Park grandstand)

Aging / unsafe assets (Litis
Stadium grandstand and
butidings)

Ay wktionl 1ine £ Bl 08 Akied e
Lot row

OH&S, employment
roctices

Succession planming

Safety and security practices
for staff

Volunteer and cantractor
management

Ay bRl (i a0y 6 ] b

Business service

Risk Description Comment

Emerging safety risk ansocated with Deatty Park
Erancstang, is Suidings have slectrical and
structural issies and will require sigeficant T"‘-F""IW"F‘“"
‘capital wark in future to ensure they remain
sate.
Emerging safety risk associated with Litis
stadi ndstand and buldi busidi

um gran ¥ g, 35 " Thiz. itk has sagrefeant

Rarve wectrdal and sEructural issoes and wel
reguine gnifcant capital werik in futune to
‘engure they remain safe.

inansial irglicaton

Meglect of succession planning may result in a
Ky person leaving the City, making City
‘perationa’ty vulrerable resuiting in inefficient
and ineffective operaticns, nat meeting
stakeholder needs.

Stall warking alone, abier howrs works,
accessng bulding stes and/or private property,
nagative interaction with members of the
community. Lack of comprehenshve ritk
maAnagement in respect 1o salety practioes
leads 10 a lack of undersanding of the
PrOpn. raining needs and potentally
inadequate aCTion againg rigks.

Thare is a risk that inaparepeiate contract
MENAERTENT i NEIDEEL 19 CONLIRCISN valumteer
inguction and adherence to COV palice and
EeoCRdurEs (4 POt ApErapnately applied te
leaving the City vuinerable te
eantractaralusteer injury and legal sotion.

Comequence Remarks

Current Risk Management Strategy
(what happens now)

Essential maintenance iz carried out, budget
pevmitting. Money allocated in 2020/21
budget for essential works at Beatty Park
Grandstand,

Eszential maintenance is camied out, budget
permitting. Grandstand and some bulldings
proposed for demotition.

Same work instructions

Staff training, patron education, emergency
equipment provision and safety audits,
Follow working alone procedures, Eoolbox
weekly for handover, vehicle handover and
awdit of PPE, GPS menitoring enabled
enforcement and communication devices.
Regular reparting of incidents to foster
safety awareness culture

Incuction process in place for Contractors,
It dos rely on the SEaff who get the
cantractors in to complete the induction
and educate on policies and procedures

Risk Management Actions (RMA) Strength (S<M<W)

1. Develop an Asset Management Strategy to
inform schedule for maintenance / upgrades.
required, and priaritise for assets.

2. If capital werk is not undertaken it may be
recesiary for buidings to be left vacant,
‘which results in a loss of rental income.

3. Beatty Park 2062 Opticn Praject will
identify future wse and upgrade options and
cets,

1. Develop an Asset Management Strategy to
Inferm schacule for maintenance / upgrades
réquired, and prioritise for aisets.

2. If capital work @ not undertaken it may be Medium - relies en

receszary for buildings to be left vacant,
which results in a loss of rental income.

Continue developing corporate process
management framework and develop a
SUCCES 300 ’ll"lﬁ' framework

1. Review of safety managemsent plan and
syitem

2. Idantify high risk positions

3. Identify gaps in OHES procedures

4, Refer to OHES Committes

1. Implement a centralmed INGUCHIoN system
‘to induct all contractors and volunteers.
Ensure all contraczors and voluntesrs have

Strength - Once
succession planning Succession planaing
framework 13 ; framework to be Emﬁ::_[ e any 2010642021
completed for aritieal developed in 2001 per Py mﬂ': 1 Dee 2020
positions, risk will be HR Strategy House. o
L
Hotte that this risk
depends on behaviour of
Madium ¥ M| public - which City can c“"“‘l (reportie o b 20
Yok coneroh. S remaies | J09® Committee)
medium ik,
Budget confirmed for
Strong - onling induction and

Het Risk
{aft mﬁ;rmﬁ

Risk Owner Timetabl

BDO

Assurances  Last

o) AR

CEQ (report to
N [Executive Management 01-Dec-20
Committee)

Madium - relies on
Bucdget for the works

CEO (report to
H Executive Management 01-Dec-20

budget for the works ¢ ey

CEQ (report to

gl tr ] o
(o off compliance training or yearly/bi-
yearly)

2. Monitoring contractors and volunteer

_romeliance

I ofa
orentation and
induction program

crientATion system and
framiwark currently
bering developed by April
2020

Executive Management 30 Jun.20
Committee)

08-Oct-20

08-0ct-20

08-Oct-20

08-Oct-20

Anrwally 08-0ct-20

Ay MRS 1w (34 pAly Dot it ko
ey

Mhsaster Recovery Plan &
Business Contirsty
Management for Beatty Park
Leisure Centre

Building or poal falure beading to an
unexpected chesure of pant of whele of facility
My leasd ta Nt maeting shareholder
expectations and experiencing financial losses

Ineflective <ot aboration with agences relts
in & poor relationship and ineffective

Bency e
(imteragency)

Critical incident rezponse -
Pewer outage to ICT sarver
ream

- cing pency
leading 10 inefective disaster management
with an Impact of extended service outages,
worsened disaster cutcomes

& Lotk of powet 10 the on premise ICT systems
though extended power cutages will result ina
failure sftar 1.2 hours of reserve power supply,
f rezerve power fails or cannot continue ta be
supplied, staff will lose access to all electronic
syssems, potentially beading to loss of data and
sarvice |l

Rizh likeliboed
based on Admin
Centre not being
available to staff,

Asset audits, maintenance programs in place
and reviewed regularly, communication
strategies for any shutdowns

Local emergency management
ARNgEmMEnts are in place with City of Perth
and Western Central Councils

1. On-premise Back-up server with some
offsite copies

2. Restoration of File servers, Email,
Autharity and Comtent Manager within 2
days. Upte 1 day data loss.

Locate/create BCP for Beatty Park

1. Provide additional training for relevant
staft members and community agencies,

2. Working towards implementation of
evercises with WC LEMC

ICT Strategy Houwse D19798015 identifies
several cloud first objectives to mitigate
server reom dependency.

Juty-2020: Offsite butiness systerm (inel.
telephany) e standby that can "o live® for
Depotiremote access within 4 hours, Up to 1
day data loss

202072007 File, email, records and cere
busingds 1yitem to mave Lo dhoud wlutions.
Depotfremote access continuous, no data
loss.

Madium - Heed to

ncrease Audit of Yies - mote That Medium

CED (report to
Fee e ik failure
et and put plan in - risk a5 plant failure can | e action Executive Management 01-Jul-10
place for maintenance |still ocour despite p
including cortracts and strategies carankime)
|agreements
CEQ (report to
Strong. ¥ . “:: “? Executive Management 01-5ep-20
[Serchias par yew Committee)
Link to BCP and BlA -
. need to understand the cEo [m"“ t“ml 01-Jut-20
streng. business service a3 021422
N Committea)

08-Oct-20

Audit of
ATANGEMents
and the number
of deshiop
CXRICINET DeY

Audit of the
systems and
LTVeT

08-0ct.20
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Risk Category

Primary site Internet cutage

Mapping data

Cyber Security

COVID-19 pandermic

Corporate gowernance /
legislative compliance

Frawd Risk Management

Polices & Procedures

CITY OF VINCENT

CITY OF VINCENT CORPORATE RISK REGISTER

Risk Description

Lovas of Intemet wil red reduced stafl
BECHSS O butiness Sysiems induding web, email
and clout-based Tystems resultng in reduoed
o NON COMpIaNCE with 1envice levels.

InasCurate MApEng Sata may ead to poor or
ngorrect business decitions and possible safety
saies resulting in firancial loss te the City and
Etential harm te she community

Tha City suffers a material breach of
Information Security through ineffective
peotocols and processes

Disruption 1o City service delvery, local
business and community group oparations and
stal and community well being

Lack of an effecthve govemance famewerk and
culturs, including risk management, leads to
‘camplacency in CerparatE ECVEITANCE, Nk
management and legisiative comalande,
potentially resulting in 3 fajlune to comply wi
legislative requirements and poer decsion
making

& lack of coordinated approach to
dentification, mitigrtion, management and
manitoring of fraud, through a fraud risk
framework increases the Risk of Fraud ocourring
patentially lesding 1o reputaticnal camage, and
firancial losses

‘Cutdated policies, procedures and controls
Iacs 10 a failure to property exsoute on its
mianeiabe and protect its assets leading to
errors, omissians and delays in service delivery

o aisx  CUTent Risk Management Strategy .

Communication
Links review
completed in 2019
1o enable "
redundant
architecture
decisions.

i L
considened Minor
e 1o cuTEnL
timited uze of
patial Layers by
taff. Public spatial "
Layers have
mminimal data likely
1o cause more than
Minor

Technical Security
Review completed
agasnst Australian
Sigrals Directorate
“Essential &', For
Technical Security
Review and current
BCLRON I STATLT,
e D19/128564

City has very
timited capacity 1o
control risk due to
whobal nature

Bnitial
consideration by
City has idesified
Follawing fraud risk
areas:

1. Payroll

2. Theft (property
¢ maney)

3, Credit card we
4, Procurement.
fimvoices)

twhat happens now)

1. Invermet-based systems accessible via 4G
enabled tablens.

1. 1 x40 Wi-Fi dongles available to business
teams for up to 15 staff each.

3. Offsite backup to Library remains
eperational

IS contract o

reipond 1o Any data fiues rafued by staff

Anti-virus software deployed for computers,
web traffic and emadl filtering.

COVID-19 Relief and Recovery Committes
farmed. strategy and action plan developed
and being implemented, staff working from
homme, public health directives are being
implemented, community support is being
provided, City's operations being reviewed

1. Governance team manual

Actions (RMA)

Juty-2020: Redundant Internet supply (and
SUPPOTTING SeCunty infrastructure including

firewalls) implemented. Up to 1 hour outage.

Apeil- 2020 GIS and Assets effices s being
recruited in 2019/2020 and this wil belp
mitigate this iz,

July-1070: angoing staff awareness training, |

upgraded anti-ving software for computers
and email filtering; new anti-ving softwane
for server ervironment; data loss protection
config in Office: 365 for extemal file sharing;
data lots Protection controlt are being
deployed a: part of Office 165
implementation - to be completed in
2019/2020; eulti-facter authentication for
Office 165 and remote Aecess.

Implement COVID-19 Relief and Recovery
Strategy - #ll risk management actions ane
encompassed within this document

1. Compliance calendar and Govemance

(SeM=W)

Strong

Strong.

Strong.

Strong.

Surong RAMA once

checks 1o ensure legislative compliance and
COMITANICHTES. QUVernance principhes and
legislative requirements to organisation.

2. Audit Log monitors some financial and
audit related risks, and improvements
recuired, and is reperted to EMC menthly
and te Mt Comemittes,

3. Curreitly /o Slear S30UTEntation of
PR,

1. A& number of fraud risks have been
identified a5 a result of the OAG's Fraud
Performance Audit in 2019, which
recommended that the City have &

h to fraud
[ard a mechanizm for reporting fraud,

2. Thitse items are beirg actioned and
progress is reparted to Audit Committes

3. Prosurement rishs are managed by two
lewel approval process for purchases

4. Hote, No spacific current policies &
procedures to prevent, detect and respond
1o fraud other than step 3 above

1. Pelickes are reviewed and updated on an
ad hot basis.

F s being and will be
communicated to all staff - August 2020

2. Internal audit plan and improvement plan
are being reviewed and will be reported o
Audiz Comavitiee {will be informed by reg 17
review] - Nevernber 2000

3. Regulation 17 review being undertaken in
2020 (internal controls, legitlative
compliance and risk management) -
September 2010

1. Develop and communicate a fraud risk
management plan, and provide staff training
Decemnber 1020 {corultant 1o be engaged).
2. Testing far fraud will form part of the
internal audit plan, and random checks will
be by - D

020

3. Recruttment and selection process review -

april 2020
4, Procurement review supplier verification -
June 2020

1. Finalise and implement the policy review
plan - Septembaer 2020
1. Develop guidance on palicy content - new

1. Hew template, Palicy Dy and
Review Pelicy and Policy Review PLan being
prepared.

3. Council approval of policies it required,
wiich functions a3 a form of control

Policy Development and Review Polsey -
Council approval required, align with SCP
ohjectives - September 2020

3. Communicate to all seal¥ - October 2020
4. process improvement - Continue trialling
the i of & ESrpOrate Proceds MARAGemEnt

hawever, resourcing
requined to implement
actions identified by
previous reg 17 review
{improvement plan
and implement a
compliance calendar,
and ongoing monitoring
{ compliance checks.

- Srong RMA, herwerver,

Fraud risks must first
be comprehenzively
identified and
resaurcing requined to
develop plan, train
Maff and unchertake
frausd testing / internal
audits

(YiN)

Yes, palscy review plan

and framework will
provide clear guidance
on palicy requirements
and drafting, Corporate
Process M.nnn;omﬂ: i
assisting with process
documentation

Net Risk
{after
RMAY

Direction of further

Dependant on additional

resources.

The Strategy and
Implementatian Flan are
being updated every
Wk

BDO

I N Impact Analysis RISK MANAGEMENT _ [ | JacCouNmaBWLITY] | | | |

Risk Owner Timetable
CED (report to
Executioe Management 01-Jun-20
Commitee)
CED [report to
Executive Management 01.Jul-20
Committee)
Counail {report to
sudn Commitzeey 012420
Counail {repart o o

Aucht Committee)

1. Complete -
adopted 18
August 2020
1. How 2003
Internal Audit
Flan to be
prepaned by
Maseh 2021
It
Complete

CED (report to
Executive Management
Commitiese)

30 Jun-20
01-Dec-20
01-4pr-20
01 Jun20

Council (report to
Audit Committee)

o ol

01-Sepe-20
01 -Sepa-20
01-0ct-20

01-Dec -20

CEQ (report ta
Executive Management
Committes)

N

Assurances  Last

available  updated
08-Oce-20
Process to
check GIS
wpdate ang 0O
verify data
08.-0ct-20
Administration

15 accountable

o the COVID-15
Relief and 08-0ct-20

Recovery

Committes

1,10 17 review

planned
intermal adit
3. Compliance
calendar 06-0ct-20
chacklist
4. dudit Log i
reported 1o EMC
i Coanesl

Internal audit
on palicies and
»and 08-Oct-20
thair
aperatianal
effectivensss
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[N I — Impact Analysis RISK MANAGEMENT ! | laccountapwunmyl | | | |
Het Risk
Current Risk Management Strategy Risk Acceptance [Direction of further Assurances Last
Risk Category Risk Description C Remarks Actual Risk Risk Management Actions (RMA) Strength (S<M<W) (after Risk Owner Timetable
{what happens now) o) Ay avallable  updated
Crge e
path works at
Banks Reserve
undertaken in Feb
2019, pe s 18
conent obtained. Mo formalised approach/ chacklist for 1 G"’"T“"" :::':“" # chec “" st of
Management and maintenance of Ci € b by g compliance with legistatin Ntvn:: ::::r‘ D«mﬁ:?;oﬂm:w o
Complex land management / :mlmmm:nmthw-nm\: DPLH, may rwsult whavant to works / management of lnd ;.Dﬂk[hmwdﬁrnup]mmmm CEQ {repurt to Annwal review
maintenance requiremaents  Foreshore, Aboriginal Heritage Sites and :::“"‘“M“"’J g’:‘" e sm “'c:l':m' “l'i“ - ot TElVanE staff on changes to Abariginal Strong v E’"": - M:“"::"""‘ Dac:20 of process 08-0ct-20
Development Control Areas . Hmul‘; . borly Heritage Act and explain approval process - ¢
compliances occur i w0
that could
adversely impact
relataniip with
DPLH
Joint Standing
Commattes on
Additional administrative time and cests | Orafungof new Lol delegated ) .
Morvcomptisnce-with drafting toct with redatting of local Laws to | GEvEmInes: Preperty tagizaition found Drafting of local Laws in line with Discuss drafting further with Department, ta CEO (report to
P, “”‘“wm‘“ s B Lacal Law, Parking @rrar in Parking Department of Local Government's enure drafting meets Joint Standing Madium ¥ Executive Management ul-21 08-0ct-20
g srame ot i Lot L and Amural Local Law which guidelings Committee's requirements Committee)
Lot L occuriog remilted in need
for ft to be
reoealed
(Gomauirity sadety and reputational impact are ppreprite o edice hthond e CED (report
State-Wide Cladding Audit associated with implementation of All dhrections to Building cwnars are fire w:«(s An::-::m m!:-an-m ac:-an 5t ¥ € omm[r-u o € Q2 2021 08-0ct.20
g reguiatory requiremants following cladding managed by the Executive Director. e o B ong o nagamen
audit by CUAES cons by utive Director in ommittee)
! accordance with Risk Management Policy. ! !
e ——————pr—
Information & Systems
Management
Aurhority database security = |
Confi 1 See Confdenty Leg
Vulnerabedity Management - P
Confidential see Confdential Log
1. Requirement for photo identification for
all bookings in community facilities:
2. High scrutiny and review placed on
weakend boskings,
Thare a7e inadequate procetses in place to " inat Fe N
Fraudulent booking /use of City  prevert malioous or raudulent bookings ol a m;m‘:w © each booking; hish ‘! L“*im* b Term :rdm h:::: CEQ [report to
facilities resudting in damage to City facilty, which could result in misute of & o - Baakingz il ey e .0 o e 5590 st ¥ Executive Management 01-Dec-20 ;"' wal recews e oer20
facilities and public mussance Gty fagility ang patentially damage 1o the ' . p N Committee) oo
ity o niasNCE 10 thi pyblc. 4. Update of Terms and Conditions to include
requinement for phato identification
5. Reduction in number of bockings approved
for s on weekends brtween 6,00pm and
midnight
Ay RO sl row Can enly e mwm.
R e
YTy ——————— T ——
i e
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RISK MANAGEMENT POLICY P -

Responsible directorate Office of the CEO

Responsible team Corporale Strategy and Governance
Responsible officer Executive Manager, Corporate Strategy and Governance.

Affected teams Al Staff.

Legislation / local law Regulation 17 of the Local Government {Audil) Reguiations 1996
requirements

Relevant delegations Mil

Related policy procedures and Risk Management Procedure (D20/240006) supports this Policy —
documents defines the systems and processes in place to facililate good
praclice risk management, and assigns responsibilities for the
identification, management and treatment of risks.

PURPOSE

Risk management facilitates the efficient delivery of the City of Vincent's (City’s) siralegic_-and operational
and project objectives. This Policy establishes the City's risk management approach and the risk
management responsibilities of Council and Administration.

POLICY

The City supports an organisation-wide risk management approach o identify and manage risks and
opportunities associated with the performance of the City's functions and the delivery of services. This
Policy applies to all service and project delivery and any other decision making activities. It ensures risks
are identified and understood and the risk treatment is incorporated into service unit planning and resource
allocation.

The City will develop and implement effective risk management systems and processes, as further defined
in the Cily's Risk Management ErameworkProcedure, that

. Facilitate the achievement of the City's vision, sirategies and objeclives;

. Provide transparent and formal oversight of risks and the conlrols implemenled, to enable effective
decision making,

. Provide guidance on the level of risk versus relurn associated with the Cily's services and projects
bl

. Eensure risk controls and treatments (controls implemented)-align with the City's risk appelite and
tolerance;

. Embed appropriate and effective controls to mitigate risk;

Page | 1 Reference: D15/178366
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RISK MANAGEMENT POLICY P -

. Achieve effective corporate governance and adherence to relevant statutory, reguiatory and
compliance obligations,

. Enhance organisational resilience;
. Identify and provide for the continuity of critical operations, and

. Ensure risk management becomes part of day-to-day service and project management and
processes.

Risks will be identified and managed in accordance with the risk consequence and likelihood criteria at
Attachment 1. Risks are to be classified in accordance with the risk classification matrix at Attachment 2.
Once classified, risks are to be managed in accordance with the risk rating at Attachment 3. The

acceptance and it of risk is de on the risk classification and risk rating. The treatment of
residual (i.e. with controls) risks ¢ ified as high or (with-controls - will be subject lo approval
review by the Audit Committee and Council,

SCOPE

|  This Policy applies to Council_the Audit Committee and all employees and contractors of the City of
Vincent.

Responsibilities for identifying, managing and treating risks, dependant on the risk raling, is detailed in the
| Risk Mar ErameworkProcedure

OFFICE USE O

Initial Council ndcpuon DATE: <APPROVAL DATE>, REF# <TRIM REF>

Reviewed /| Amended DATE: <APPROVAL DATE>, REF#: <TRIM REF>
MNext Review Date DATE: <REVIEW DATE>,

Page | 2 Reference: D19/178366
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Risk Classification

Risk management process Responsibility

“*Extreme risks require a nisk treatment plan which is reported to the CEQO (wia the Execulive Management Commitiee) and the Audit Committee until the
risk rating is at an acceptable level
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Responsible directorate Office of the CEO.

Responsible team Corporate Strategy and Governance.
_Responsible officer Executive Manager, Corporate Strategy and Governance.
Affected teams All Staff.

Legislation / local law Regulation 17 Local Government (Audit) Regulations 1996.
requirements

Relevant delegations Nil.
Related policy procedures and This document supports the Risk Management Policy by further

documents defining the systems and processes in place to facilitate good
practice risk management.

PURPOSE

To set out the framework within which the City of Vincent (City) will manage its strategic, operational and

project risks.

BACKGROUND

The City has a Risk Management Policy (Policy) approved by Council (16 June 2020 Council Meeting).

The Policy sets the tone for the City’s risk management approach and establishes the risk management
responsibilities of Council, the Audit Committee, City employees and contractors and other relevant parties

as required.

This Procedure supports the Policy by defining the systems and processes in place to facilitate good

practice risk management and the roles and responsibilities of City employees.

PROCEDURE

1.  RISK MANAGEMENT APPROACH
The City's approach to risk management determines how the City will go about managing its risks.

The City's risk management approach aligns with the AS31000:2018 Risk Management — Guidelines.

Page | 1 Reference: D19/178367

Iltem 5.2- Attachment 2 Page 19

Item 12.4- Attachment 2 Page 37



ORDINARY COUNCIL MEETING 18 MAY 2021

AUDIT COMMITTEE ATTACHMENTS 4 MAY 2021

- _"ff« CITY OF VINCENT

RISK MANAGEMENT PROCEDURE b4

2. OTHER RISK DOCUMENTS
Corporate Risk Register

The Corporate Risk Register (Register) lists the City’s ‘whole of organisation’ strategic, operational and
project risks. The risks are assessed without controls (i.e. inherently), with controls (i.e. residually) and
following the proposed risk management actions (i.e. post-treatment).

The Register is divided into a list of residually-rated medium, high and extreme risks (which require
reporting to the Executive Management Committee, Audit Committee and Council) and residually-rated low
and medium risks for each service area. Timeframes and ownership for the implementation of the risk

management actions are included.
Risk Appetite and Tolerance Statements

‘Risk Appetite’ sets out the risk type and levels that the City is looking to pursue to meet and optimise
opportunities. ‘Risk Tolerance’ reflects how much risk the City is able to accept in the pursuit of its

strategic, operational and project objectives.
Strategy House Service Area Risk Matrix

Each of the City's service areas has a risk matrix which sets out its strategic (where relevant), operational
and project risks which are specifically considered, where appropriate, within the context of the specific
Strategy House.

A number of documents and guidelines are also relevant to the City's risk management. These include:

. Business continuity plan (BCF) — This document describes how the City will respond to and function
in the event of a business interruption event. Itis a ‘mitigative’ control as it seeks to reduce the

consequences of risks eventuating.

. ICT disaster recovery plans — these plans assist the City to recover from Information and
Communication Technology (ICT) interruption events, from a routine, operational incident through to
a large-scale ICT event. The plans will ultimately align with the City's BCP and, again, are ‘mitigative’

controls in seeking to reduce the consequence of a risk eventuating.

. Event risk management plans — These are formal plans to mitigate any foreseeable risks that may
arise from place activation, and planning and delivering events.

. FProcurement risk assessments — A systematic, documented assessment of risks associated with all
significant purchases, as set out in the Procurement Plan. Procurement risk assessments are
required for procurement of greater than $50,000, and the level of detail required for the risk
assessment will vary depending on the significance of the purchase. Note that although the $50,000

mandatory threshold has been set by the City, the contract value of a procurement does not define its
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risk to the City so there is discretion — which should be exercised — in contract values below this

figure.
3. RISK CATEGORIES
Strategic Risks

Strategic risks relate to the uncertainty of the City achieving its long-term, strategic objectives. They are
usually owned and managed by Council and/or the Executive Management Committee. Strategic level risks
may include risks associated with achieving the objectives of the Strategic Community Plan, Corporate
Business Plan and the Long-Term Financial Plan.

Operational Risks

Operational risks relate to the uncertainty associated with developing or delivering the City's services,
functions and other activities. These risks typically have day to day impacts on the organisation or more
widely. These risks are owned and managed by the person who has responsibility for the activity, service or

function to the level of their delegated authority or capability.
Project Risks

Project risks typically sit underneath operational risks and will be managed in accordance with the City's
Project Management Framework and depending on their progress.

4. RISK MANAGEMENT PROCESS
Step 1 - Establishing the scope, context and criteria

Prior to commencing risk management, the context for the activity is clearly specified. This includes
defining:

. the purpose of the risk exercise and the expected outcomes;
. the scope, boundaries, assumptions and interrelationships;

. the environment, objective, strategy, activity, process, function, project, product, service or asset under

consideration; and
. the risk assessment methodologies orapproach.
Once this is determined, the essential personnel who need to be involved in the assessment are identified.
Step 2 - Risk Assessment
A. Risk Identification

The context defined in the previous step is used as the starting point for identifying risks. A practical and
effective approach to risk identification is to consider what is critical to the successful achievement of the
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objectives related to that particular context, and what are the potential opportunities or ‘roadblocks’ arising
from areas of uncertainty (e.g. assumptions, limitations, external factors, etc). Included in this consideration
are any internal or external events or situations which may give rise to a risk, and also any risks identified
through internal or third-party audits, assessments and reviews. Typically, risks are worded either with the

use of ‘critical success factors' (CSFs) or through ‘cause-event-consequence’ (CEC) statements:

1)  CSFs - When considering an activity, consider what is critical that you get right about the activity (e.g.
with City reporting, it may be timeliness and accuracy), and word the risk based on this critical activity

(e.g. failure to ensure timely and accurate City reporting);

2) CECs - Consider the event that you are most concerned about (e.g. timely reporting), the principal
potential cause (e.g. Inadequate reporting systems) and the principal potential consequence (e.g.
sub-optimal decision making). These can then be constructed into a statement (e.g. Inadeguate

systems cause untimely reporting leading to suboptimal decision making).

Both ways of phrasing risks are acceptable to the City. Each risk requires a risk owner who is responsible for
managing the risk and is accountable for determining if the risk level can be accepted, reviewing the risk,
monitoring the controls and risk treatments. High and extreme risks require the risk management action to

be approved by Council, via the Audit Committee.

B. Risk analysis and evaluation

For each risk, possible causes of the risk eventuating are identified. Each risk may have one or more
causal factors which can either directly or indirectly contribute to it occurring. Identifying the range of
causes assists in understanding the risk, identifying the most appropriate controls, evaluating the adequacy
of existing controls and designing effective risk treatments. This step also considers the potential

consequences of the risk, including knock-on or cascading effects.

Comparing the level of risk with the contents of the risk assessment criteria determines the acceptability of
the risk. Risk analysis is undertaken with varying degrees of detail, depending on the risk, the purpose of
the analysis, and the information, data and resources available. Analysis is qualitative, semi-quantitative or
quantitative, or a combination of these, depending on the circumstances. Such techniques are
comprehensively considered in ‘1ISO 31010: Risk Assessment Techniques', a companion to AS ISO
31000:2018. Risk analysis and evaluation involves identifying and evaluating any existing controls and
analysing the risk in terms of consequences and likelihood, taking into account the effectiveness of the

controls (i.e. ‘Residual Risk’). Understanding the following terms is key:
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+ Controls - Controls are the measures that are currently in place (i.e. at the time of the risk
assessment), that materially reduce the consequences and/or likelihood of the risk. Controls are
tangible, auditable and documented. A ‘Hierarchy of Control’ is applied which ensures the most
effective controls are considered first (e.g. eliminate entirely, substitute it, isolate it and engineer it
out prior to relying on administrative controls). At the City, controls are considered to be either

‘preventative’ (i.e. affecting likelihood), ‘mitigative’ (i.e. affecting consequence) or both.

« Consequence - A risk that eventuates may impact the City to a greater or lesser extent across
multiple areas. Consequences of the risk can be assessed across the relevant consequence

categories, which are defined in the risk assessment criteria tables.

* Likelihood - This describes how likely it is that a risk will eventuate with the defined consequences.
Likelihood can be assessed in terms of terms of probability or frequency, depending on what is most
appropriate for the risk under consideration. When you are rating the likelihood of residual risk, ask
“How likely is it for this risk to occur, given the existing controls, to the level of consequence
identified?"

* Level of Risk - The Level of Risk (LoR), or Risk Rating, is calculated by multiplying the consequence
and likelihood ratings. For any risk, there may be a number of different consequence/ likelihood
scenarios. Within each category there may be multiple scenarios ranging from ‘minor but likely' to
‘catastrophic but rare’. The City expects the most realistic worst-case scenario to be rated. In some
instances, it may be appropriate to rate the same consequence category more than once. Where
there are multiple ratings for a risk, the highest combination of consequence/likelihood is taken as
the LoR. The LoR is then compared to the defined risk criteria to assist the risk owner in determining
whether a risk requires further treatment. The City captures three different ‘Levels of Risk’ —
Inherent risk (i.e. before controls are applied), Residual risk (i.e. after controls are applied) and

‘Post-treatment’ (i.e. a prospective level of risk considering further treatments).
Step 3 - Risk Treatment

Once a risk has been analysed and evaluated, the risk owner makes an informed decision to do one of the

following:

. Accept the risk — the opportunity outweighs the risk, the existing controls meet the criteria specified in

the Risk Assessment Criteria and the risk is within the defined tolerance and appetite of the City;
. Awvoid the risk — do not carry on with the activity that is associated with the risk;

. Treat the risk — reduce the consequence, likelihood or both and/or improve the controls rating by
strengthening existing controls or developing new controls so that the risk can be accepted. The
treatment selection and implementation will typically be based on financial, technical and operational

t and : : s associated
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with health and safety are managed to a level which the City considers to be “as low as reasonably

practicable” (ALARP).
Risk-based decisions are made in line with the criteria outlined in the risk assessment criteria tables.

Communication and consultation with external and internal stakeholders/interested parties is an essential

and valuable part of the risk management process at the City. A collaborative approach is preferred as it
provides the opportunity for different perspectives and expertise. The City has an expectation this will
occur throughout the steps 1 to 3 documented. Communication and consultation should include, amongst
others, staff of the City, Councillors, contractors, rate payers and residents. Some of this consultation and
communication will be formalised through workshops and training and some — for example with ratepayers
and residents — may be less formal. Risk management training will be provided to staff, commencing at
induction. In addition, regular risk management awareness information will be communicated via the

Vintranet.

Monitoring and Review and Recording & Reporting are considered integral parts of the planning,

management and oversight activities of the City to ensure contemporary, relevant and evidential risk
management. The Corporate Risk Register is updated as risks are identified and is reported to the
Executive Management Committee monthly, and to the Audit Committee quarterly or more frequently as

required.
Ad-hoc review of risks may also occur where:

. There is a change to the risk environment, for example, changes to legislation or to the SCP or the
CBP;

. An internal audit or other review highlights a new or changed risk;

. A material risk treatment is implemented or a key control is considered no longer effective or

adequate;
. Major changes are made to the organisation including change of key personnel; or
. The complaints or learnings in relation to processes indicate a new or changed risk to the City.
5. RISK MANAGEMENT CULTURE

A risk aware culture is essential to good risk management. The Policy and this Procedure will be
communicated across the organisation and embedded into practices and processes rather than be viewed

or practiced as a separate activity.

It's important that all staff support and encourage a positive risk management culture by:

. playing an active part, and not simply mandating production of reports;
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empowering employees to manage risks effectively;

acknowledging, rewarding and publicising good risk management;

having processes that promote learning from errors, rather than punishing;

encouraging discussion and analysis of unexpected outcomes, both positive and negative; and

not over-responding to problems by introducing restrictive, complicated or one-size-fits-all controls.

Council and the EMC have a key role in promoting risk by setting the tone from the top and in allocating

sufficient resources for risk management activities.

6.

RISK MANAGEMENT RESPONSIBILITIES

The City's Audit Committee is responsible for:

Facilitating effective management of the City's risks through regular review and challenge of the City's
Corporate Risk Register, and reporting the high and extreme risks to Council for approval of the

proposed risk treatment.

Considering the CEO's performance indicators in relation to the effectiveness of risk management

and providing advice to Council on performance in this area.

On an annual basis, providing a report to Council on the effectiveness of the City's risk management.

The Executive Management Committee is responsible for:

On a monthly basis, reviewing and updating the Corporate Risk Register and confirming that risks are

appropriately captured, rated and managed (or identifying exceptions where they exist).

Presenting the Corporate Risk Register, including the proposed risk treatments for high and extreme

risks, to the Audit Committee on a quarterly basis, or more frequently if required.

Ensuring all staff are aware of their risk management responsibilities.

Each Executive Director is responsible for:

.

Reviewing risks for their directorate to ensure risks are appropriately managed and included in the
Corporate Risk Register as appropriate (medium, high and extreme risks to be included in Corporate

Risk register).

Approving the risk treatments for medium level risks.

Each Manager is responsible for:

Approving the risk treatment for low level risks.

Page | 7 Reference: D19/178367
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RISK MANAGEMENT PROCEDURE b

Providing updates on new and emerging risks (medium, high and extreme) and control effectiveness

to the Governance team so they can be included in the Corporate Risk Register.
Ensuring their Strategy House Risk Register is contemporary and comprehensive.

Alerting the relevant Executive Director of changes to the risk environment including changes to
control adequacy and effectiveness or increases or decreases to ratings of likelihood and

consequence.

The Corporate Strategy and Governance team is responsible for:

Ensuring the City's Corporate Risk Register is reviewed monthly and presenting it to the Executive

Management Committee.
Presenting the Corporate Risk Register to the Audit Committee.

Reviewing the Policy and Procedure annually to ensure they remain relevant and reflect the City's

risk management approach.

Organising annual training for all staff on risk management and communicating the Policy and

Procedure to relevant staff.

A flow chart detailing responsibilities for risk management is attached at Attachment 1.
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RISK MANAGEMENT PROCEDURE

ATTACHMENT 1 - RISK RESPONSIBILITY

Council

ASSURANCE

ASSURANCE ASSURANCE

GUIDANCE
External and Internal CEO and Executive Management

Auditors Committee

Validation of risk 0 < implementation of Risk Management
management controls Policy and Procedure. Participates in risk
identification and assessment. Reviews and
Provides independent updates the Corporate Risk Reqiste
assurance to Council ments on a monthly b
and Audit Commitlee

REPORTS RISKS TO
Governance Team

Managers Oversees Risk
Management Policy and
GUIDANCE Procedure

Independent monitoring and
reporting of risk activities

Maintains Corporate Risk
Register. Provides
education and training on
risk management

Employees and Contractors
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Responsible directorate Office of the CEO.
Responsible team Corporate Strategy and Governance.
Responsible officer Executive Manager, Corporate Strategy and Governance.
Affected teams All
Legislation / local law Regulation 17 Local Government (Audit) Regulations 1996.

requirements

Relevant delegations Nil.

Related policy procedures and Risk Management Policy and Procedure

documents
Corporate Risk Register

PURPOSE
To set out the City of Vincent's internal audit program for the next three years, commencing in 2021/22.

The internal audit program takes a risk-based approach. It is aimed at addressing the City’s key high risks,
which relate to non-compliance and fraud, corruption and misconduct (see below). The purpose of this
internal audit program is to test the effectiveness and adequacy of the City's controls, processes and
practices aimed at managing these two high risks.

BACKGROUND
The internal audit program has been developed based on the following:

. City's key strategic risks as set out in the Corporate Risk Register

. Results and recommendations of the regulation 5 and regulation 17 audits completed by Stantons
International in November 2020

. Office of the Auditor General's Financial and Information Systems Audit for 2019/20

The City's Corporate Risk register includes the following two high risks:

. Non-compliance with the City's legislative and governance obligations under the Local Government
Act 1995; and

. Failure to ensure robust corporate governance, including preventing occurrences of fraud, corruption
and misconduct.

The actions identified in response to these risks are:

. Develop and implement an internal audit program to monitor compliance and performance.

. Undertake independent audits of high risk areas, including payments made and services delivered
pursuant to high value / high risk contracts.

. Conduct regular internal audits on fraud and corruption.

. Conduct regular audits against findings by integrity bodies like CCC, PSC and OAG (for example,
OAG performance audits).

Internal Audit Program 2021/22-2023/24 — D20/248510
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INTERNAL AUDIT PROGRAM 2021/22 - 2023/24 k%

The internal audit program includes the audit item (with the associated risks listed based on the critical
success factor risk identification), the risk causes, the inherent risk rating, the risk categories and the
associated audit actions required. The audit items have been prioritised based on the high risk areas and
when an audit was last undertaken.

There are six internal audits proposed for each year.
IMPLEMENTATION OF PROGRAM AND REPORTING

The City will engage a suitable qualified auditor to undertake the audits set out in this program independently.
The auditor will be appointed for a one year term, with two one year extensions, subject to the satisfactory
completion of all the audits listed for the first year.

The audit plans for each specific audit will be prepared by the appointed internal auditor (party independent
of the City) in consultation with the Executive Manager Corporate Strategy and Governance and the Audit
Committee.

The appointed auditor will liaise only with the Executive Manager Corporate Strategy and Governance and
the Audit Committee Chair, if required.

The outcomes of each audit will be reported to the City's Executive Management Committee and the Audit
Committee.

Actions identified as a result of the audits will be added to the City’s Audit Log and monitored until complete.
Itis intended that the findings of the audits will lead to improvements to the effectiveness of risk management,
internal controls, legislative compliance and governance processes.

Internal Audit Program 2021/22-2023/24 — D20/248510
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AUDIT PLAN 2021/22 - 2023/24

CITY OF VINCENT

fraud and corruption

expenditure on high
value maintenance
contractors/contracts

compliance and
finance

contractors where that contractor
was procured via a tender
process. To include one or more
of the City's general maintenance
contractor/contracts.

Audit Item Risk causes Risk rating Audit Focus Area Admin comment - March 2021
identified (inherent)

YEAR 1 - 2021/22

Tender contracts/contractors — risk of Lack of Medium risk - Review and assessment of items | Idenlified by Council as an area of risk,

failure to detect and prevent overcharging, | oversightireview of reputation, charged/invoiced to the City by requires separate review

Records management - including

Unclear processes

Medium risk -

Review use of document

Stantons Audit Nov 2020

and legislative requirements

Review induction and training
material

FOI process — risk of non-compliance | and roles and reputation, management system recommended that a review of the
with governance and legislative responsibilities compliance, Review FOI process useability of the Records
requirements financial Management System occur.
Compliance testing of record
keeping required.
Credit card use - risk of failure to Lack of oversightin | High risk - Review relevant policies and High risk area, needs separate
detect and prevent occurrences of use/lack of checks reputation, processes review.
fraud and corruption compliance,
financial
Swimming pool inspection process | Documentation of Medium risk — Random review of approval Not previously reviewed
- risk of non-compliance with processes. reputation, assessment process, including | independently.
legislative requirements and damage | Clarity of compliance, online processes and
to public health delegations. financial, public disclosure of COI.
safety
Gifts and COI - risk of failure to Unclear gift High risk - Review Governance Stantons Audit Nov 2020
detect and prevent occurrences of provisions and lack reputation, Framework and COI recommended that legislative
fraud and corruption and non- of understanding by | compliance, requirements, including compliance form part of internal
compliance with good governance staff financial communication to all staff audit. Noted governance framework

created, need to check
implementation

Internal Audit Program 2021/22-2023/24 — D20/248510
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Review COIl and gift registers
and record keeping

and buildings

financial, safety

Detection and reporting of fraud Unclear roles and High risk - Review Fraud Plan and Policy, | Stantons Audit Nov 2020 noted that
and corruption, PID disclosures, responsibilities and reputation, Governance Framework and anonymous reporting system had
whistleblowing and cyber security - | avenues for compliance, anonymous reporting system, | been set up, needs to be tested.

risk of failure to detect and prevent reporting financial and implementation / OAG Performance Audit 2019 -
occurrences of fraud and corruption communication to organisation | Fraud Prevention — Plan prepared to
and non-compliance with good meet requirements of Audit, Training
governance and legislative provided in April 2021

requirements

Fleet, assets and CCTV Lack of verification High risk — Review relevant strategies, Not previously reviewed
management — risk of misuse of fleet | and controls property, policies and processes — Asset | independently.

and resources, including ICT assets reputation, Strategy and CCTV Policy Ageing assets pose significant risk

to City.
High risks relating to ICT systems.

YEAR 2 - 2022/23

and good governance

compliance testing.

Procurement and contract Poor procurement High risk — Review relevant policies, External audits and Stantons Audit
management — risk of failure to and contract property, frameworks and processes. Nov 2020 identified this as high-risk
detect and prevent occurrences of management reputation, Review training process. area. Significant improvements
fraud and corruption and non- awareness. financial, Review separation of duties. made, need to test effectiveness.
compliance with good governance compliance Compliance testing —
and legislative requirements contracts, quotes, journals,

variations of POs.
HR policies and procedures, Outdated policies Low risk — Review policies and Policies updated in 2018 and in
including payroll - risk of failure to and processes reputation, procedures and need of review.
maintain staff health and wellbeing, compliance, communication to staff.
and act in compliance with legislation financial Review payroll practices /

Business continuity and
emergency planning - risk of lack of
service continuity in business
disruption or emergency (including
ICT response)

Unclear roles and
responsibilities, lack
of documented
processes

Medium risk —
reputation,
financial, people,
safety, property

Review BCP and emergency
management plans, and
communication to staff.
Annual business continuity
scenario / workshop.

Not previously reviewed
independently.

Need to test BCP which was
developed in March 2020 and
reviewed in March 2021.
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Project management — risk of failure | Unclear framework Medium risk — Review effectiveness and Not previously reviewed
to ensure projects are delivered within | and roles and reputation, adequacy of current framework | independently. Significant changes
scope responsibilities financial, project | and how it aligns with current implemented since 2019. Need to
practices review effectiveness and adequacy.
Audit Committee role and Unclear roles and Medium risk — Review Audit Committee Audit Committee not previously
functions— risk of failure to detect responsibilities and | reputation, Terms of Reference and reviewed independently.
and prevent occurrences of fraud and | lack of knowledge financial, people, | current practices and Significant changes made in 2020 -
corruption and non-compliance with across organisation | compliance processes. need to review adequacy and
good governance and legislative Review OAG Better Practice effectiveness of current practices.
requirements Guide.
Review induction materials
and training for members.
Information security - risk of Poor ICT systems Medium risk - Review information security Compliance testing
information loss, compromise and (vulnerability and reputation, Review privacy policy of information security
availability lack of controls) compliance, required.
financial
YEAR 3 - 2023/24
Risk management - Lack of robust Unclear roles and Low risk — Review effectiveness and Stantons Audit Nov 2020 found that
(financial and non-financial) risk responsibilities and property, adequacy of Risk Management | RMF well documented. Senior staff
management knowledge across reputation, Policy and Procedure. received training on applying Risk
organisation. compliance, Review reporting of risks Management Policy and Procedure
Lack of ownership financial through Corporate Risk in December 2021.
by managers / Register. Need to assess adequacy and
directors. Review risk appetite and effectiveness of new RMF annually.
tolerance statements.
Documentation of processes —risk | Poor documentation | High risk - Review Corporate Process Corporate process management
of lack of continuity of services and of processes due to | property, Management Charter and charter and framework adopted and
inconsistency in decision making / time / training / reputation, documentation by teams. licence with ProMapp.
service delivery access compliance, Review use of Promapp - Documentation of processes
financial including consistency and occurring by some teams (available
controls. to all teams). Testing of adequacy
Review use of Content and effectiveness of documentation
Manager. required.
5
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services in line with strategic priorities
and legislation

Legislative compliance and Council | Unclear processes, Medium risk - Review processes — The City now has a compliance

processes - risk of failure to detect lack of checks reputation, compliance calendar, CAR, calendar and dedicated

and prevent occurrences of fraud and compliance, Council reporting, Governance | communication channel for

corruption and non-compliance with financial Framework legislative changes / requirements.

good governance and legislative Stantons Audit Nov 2020

requirements recommended that legislative
compliance form part of the internal
audit plan. CAR also assists with
legislative compliance (annual).

Electoral Roll - risk of failure to Lack of oversight / High risk - Undertake random checks of Identified as risk area in City of

detect and prevent occurrences of random checks of reputation, electoral roll, identify patterns Perth Inquiry. Random compliance

fraud and corruption and non- electoral roll compliance, testing will be conducted by Rates

compliance with good governance financial Team prior to 2021 election.

and legislative requirements

ICT systems and security — risk of Inadequate security, | High risk - Review changes implemented | OAG audit on ICT systems identified

failure to provide adequate and systems and reputation, as a result of 2020 ICT audit significant shortfalls in City's

effective ICT systems, ensure good controls compliance, by OAG. controls and systems. Changes

governance and prevent fraud and financial implemented to address these.

corruption Need to test these.

Integrated planning and reporting Unclear roles and Medium risk — Review corporate calendar Not previously reviewed

framework (SCP, CBP, CWP, LTFP, | responsibilities reputation, and IPRF process for independently.

budget) - risk of failure to make compliance, compliance and best practice.

decisions and delivery projects ad financial

Internal Audit Program 2021/22-2023/24 — D20/248510

Item 5.3- Attachment 1

Page 34

Item 12.4- Attachment 2

Page 52



ORDINARY COUNCIL MEETING 18 MAY 2021

AUDIT COMMITTEE ATTACHMENTS 4 MAY 2021

=, A,

gl
& 1@ i1y oF VINCENT

INTERNAL AUDIT PROGRAM 2021/22 - 2023/24 W W

OFFICE USE ONLY

Approved by CEO DATE: <APPROVAL DATE>, REF# <TRIM REF>

Reviewed / Amended DATE: <APPROVAL DATE=>, REF#: <TRIM REF>

Next Review Date DATE: <REVIEW DATE>,

Internal Audit Program 2021/22-2023/24 — D20/248510

Iltem 5.3- Attachment 1 Page 35

Item 12.4- Attachment 2 Page 53



ORDINARY COUNCIL MEETING 18 MAY 2021

Item 12.4- Attachment 2 Page 54



ORDINARY COUNCIL MEETING

18 MAY 2021

AUDIT COMMITTEE ATTACHMENTS

4 MAY 2021

CITY OF VINCENT AUDIT LOG

Summary of open Confidential items

Office of the Auditor General Information Systems Audit:

EA:2020/10 (1) (a) and (b)
EA:2020/10 (3)
EA:2020/10 (7)
EA:2020/10 (9)
EA:2020/10 (10)
EA:2020/10 (11)
EA:2020/10 (12)
EA:2020/10 (14)
EA:2020/10 (22)

W ~dho s wh =
L i e

Stanton Reg 5 & 17 Review
10. EA 2020/12 (9)
Office of the Auditor General - Financial Audit

11. EA 2020/12 (14)

High

Moderate
Moderate
Moderate
Moderate
Moderate
Moderate
Moderate
Moderate

Moderate

Significant

5C2566 - D19/147633
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CITY OF VINCENT AUDIT LOG

Office of the Auditor General's Performance Audit 2019 - Fraud Prevention in
Local Government - Findings and Recommendations

Finding:
2. Entities could make themselves more fraud resistant if they strengthen their
controls; and

3. Betlter reporting avenues would help entities detect and respond to fraud.

Recommendation:
Develop a fraud and corruption control plan and review at least every 2 years.

Risk Rating (prior to controls):
High

Risk Rating (with current controls):

1. Entities have not implemented a coordinated approach to manage their fraud risk.

Executive Manager Corporate Strategy and Governance

Comments:

Governance will review the City's current Fraud and Corruption
Prevention Policy and prepare a control plan which incorporates this
policy. The proposed implementation date for the plan is June 2020
The plan will be reported to Audit Committee annually and updated as
required.

AUDIT DETAILS MANAGEMENT RESPONSE ACTION PROPOSED
COMPLETION DATE
EA:2019/7 Responsible Officer: November 2019 30/06/2020

Governance to engage a consultant to undertake
review and implementation of the fraud control plan in
January 2020.

The two-yearly review of the plan will be included in the
compliance calendar.

February 2020
Yet to commence. Further resourcing or a consultant is
required.

March 2020

Initial discussions with City of Nedlands in respect to a
shared resource / consultant have occurred, but
currently on hold due to change in priorities due to
COVID-19.

June 2020
No progress to date

July 2020
No progress to date.

August 2020
No progress to date.

October 2020
No progress to date.

November 2020

The updated draft policy and fraud and corruption
control plan have been drafted. The updated policy is
subject to Council approval and public consultation

January 2021
Plan has been completed and was circulated to the
Audit Committee members in December 2020. Minor
amendments were provided by the Chair and have
been made.

February 2021

The policy will be presented to Council for advertising at
the 23 March 2021 Ordinary Council Meeting. Training
for all staff is scheduled for February-and March and
April 2021

March 2021

Palicy approved for advertising at 23 March 2021 and is
being advertised in April 2021. Results of advertising
will be presented to the 25 May 2021 Ordinary Council
Meeting. Training is being provided to all staff in April
2021.

31 December 2020

May 2021

EA:2020/10 (1) (a) and (b)
Office of the Auditor General Information Systems Audit — CONFIDENTIAL

Risk Rating (prior to controls)
High

Responsible Officer:
Executive Manager Information and Communication Technology

See Confidential log
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EA:2020/10 (3) Responsible Officer: See Confidential log
Office of the Auditor General Information Systems Audit — CONFIDENTIAL Executive Manager Information and Communication Technology
Risk Rating (prior to controls)
Moderate
EA:2020/10 (4) Responsible Officer: October 2020 December2020
Office of the Auditor General Information Systems Audit - Information Security | Executive Manager Information and Communication Technology As noted in the Finding, Administration has a draft
Policy Information Security Program and will seek to formalise
it and align all security activities and improvements to it.
Finding The document is based on standards used by the
We found that the City does not have an adequate Information Security Policy to Office of the Auditor General during this audit
cover key areas of information security. The current policy is in draft as the City is in
the process of developing it December 2020 March 2021
The Information Security Program will be tabled at
Implication Executive Management Committee in December 2020
Without adequate policies and procedures, there is an increased risk that the City Completion of this activity is now aligned to training
will not achieve its objectives for information security. Additionally, staff may not be outcome in EA 2020/10(6)
aware of management expeclations relating to security of information.
January 2021
Recommendation On track. Information Security Program endorsed by
The City should reviewing and update its current policies and procedures or develop Executive Management Committee in December 2020
new ones appropriately address all relevant areas of information security.
Management should endorse the new policies and notify all employees and relevant February 2021
stakeholders of updates On track. Cyber security training solution now
implemented in pilot ahead of full staff rollout.
Risk Rating (prior to controls)
Moderate March 2021 Complete
Completed. Baselining of staff cyber behaviour has
Risk Rating (with current controls) commenced with a training program staged across the
year.
Related Audit Query
EA:2020/11 (10)
SC2566 - D19/147633 Page 3 of 30 Updated 24 June 2020
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EA:2020/10 (5) Responsible Officer: October 2020 Januany-2021
Office of the Auditor General Information Systems Audit — Operational ICT Executive Manager Information and Communication Technology Developing and maintaining a broad register of ICT
Risks operational risks will be formally included inside a
managed services agreement, Administration will
Finding maintain risk ownership while managed service
We found that the City's ICT risks have not been appropriately identified. The current resourcing will help coordinate risk maintenance and
IT risk register is limited to high-level business continuity risks and does not include controls
the broader listing of operational risks and controls associated with IT functions.
December 2020
Implication On track. An initial review of operational risks is in
An incomplete risk register limits the ability to assess the effectiveness of specific progress.
controls against risk and their treatments. This could result in control gaps going
undetected and/or control deficiencies left unresolved. January 2021
In draft
Recommendation
The City should expand on its information risk management process to ensure; February
* the ICT risks within the risk register are up to date and maintained Review of draft delayed due to other priorities. To be February 2021
« all relevant risks are appropriately documented in the ICT risk register completed by ICT team in February 2021.
» the ICT risk management process aligns with the broader organisation risk
register March 2021 Complete
« controls are appropriately assessed and assigned relevant ratings in line Completed. To be reviewed monthly.
with internal guidelines.
Risk Rating (prior to controls)
Moderate
Risk Rating (with current controls)
SC2566 - D19/147633 Page 4 of 30 Updated 24 June 2020
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EA:2020/10 (6)
Office of the Auditor General Information Systems Audit — Information Security
Training and Awareness

Finding

We found that the City does not have a formalised induction training and an ongoing
awareness program covering information security responsibilities and cyber risks
relevant to the City.

We note that the City informs its staff about phishing scams via emails.

Implication

Without a formal induction training and ongoing information security awareness
program, there is an increased risk that individuals will not understand securily risks
relevant to the City and their personal responsibilities. This may result in
inappropriate actions, which affect the confidentiality, integrity and availability of
information.

Recommendation

The City should establish an appropriate induction and ongoing information security
awareness program. The program should be used to help maintain awareness of the
information security and cyber risks relevant to the City. It should also ensure
individuals are aware of their personal responsibilities for information security. The
awareness program should be updated regularly so it stays in line with policies,
procedures and any new or emerging threats. It should also incorporate any lessons
learned from information security incidents along with relevant details from
information security good practices.

Risk Rating (prior to controls)
Moderate

Risk Rating (with current controls)

Responsible Officer:
Executive Manager Information and Communication Technology

October 2020
Administration will establish induction training and an
ongoing information security awareness program.

December 2020
Training is now aligned to delivery of Information
Security Program in EA 2020/10(4)

January 2021
On track. Information Security Program endorsed by
Executive Management Committee in December 2020

February 2021

On track. Cyber security training now in pilot ahead of
full staff rollout. Solution procured from a local City of
Vincent business (Blue Zoo).

March 2021

Completed. Baselining of staff cyber behaviour has
commenced with a training program staged across the
year.

March 2021

Complete

EA:2020/10 (7)
Office of the Auditor General Information Systems Audit - CONFIDENTIAL

Risk Rating (prior to controls)
Moderate

Responsible Officer:
Executive Manager Information and Communication Technology

See Confidential log

EA:2020/10 (9)
Office of the Auditor General Information Systems Audit — CONFIDENTIAL

Risk Rating (prior to controls)
Moderate

Responsible Officer:
Executive Manager Information and Communication Technology

See Confidential log

EA:2020/10 (10)
Office of the Auditor General Information Systems Audit— CONFIDENTIAL

Risk Rating (prior to controls)
Moderate

Responsible Officer:
Executive Manager Information and Communication Technology

See Confidential log

EA:2020/10 (11)
Office of the Auditor General Information Systems Audit — CONFIDENTIAL

Risk Rating (prior to controls)
Moderate

Responsible Officer:
Executive Manager Information and Communication Technology

See Confidential log

EA:2020/10 (12)
Office of the Auditor General Information Systems Audit— CONFIDENTIAL

Risk Rating (prior to controls)
Moderate

Responsible Officer:
Executive Manager Information and Communication Technology

See Confidential log
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EA:2020/10 (14)
Office of the Auditor General Information Systems Audit — CONFIDENTIAL

Risk Rating (prior to controls)
Moderate

Responsible Officer:
Executive Manager Information and Communication Technology

See Confidential log

EA:2020/10 (17)
Office of the Auditor General Information Systems Audit - IT Asset
Management

Finding
We found that the City's IT asset management process is not effective. The following
issues were identified:
s The City does not have up to date IT assel register information and relevant
asset details such as asset status and owner are not recorded.
+ The City does not have any formal procedure to ensure that all sensitive
data and licensed software has been removed or securely overwritten as
part of the disposal and re-use of IT assets process.

Implication
Without an effective IT asset management process there is an increased risk that IT
assets will be lost or stolen.

Without appropriate procedures to manage the disposal and re-use of IT assets,
there is a higher risk that sensitive data may not be removed or securely erased. As
a result, the City may suffer financial loss and damage to its reputation.

Recommendation
The City should:

+ eslablish an effective IT asset management process. This process should
ensure |IT assets are appropriately managed throughout their lifecycle (from
acquisition to disposal)

« relevant information on IT assets accurately recorded and maintain relevant
information about IT assets in the IT asset register. Periodic audits of IT
asset information against physical IT assets should be undertaken to ensure
the information is accurate and up to date. Any anomalies with IT assets
should be appropriately rectified

« ensure that all IT assets containing storage media are appropriately
sanitised or destroyed as part of the disposal process. Accurate
documentation and records relating to IT asset disposals must be
maintained.

Risk Rating (prior to controls)
Moderate

Risk Rating (with current controls)

Related Audit Query
EA:2020/11 (6)

Responsible Officer:
Executive Manager Information and Communication Technology

October 2020

Administration notes that an ICT asset management
system was already being introduced during the time of
audit and will capture all physical and software/license
assels. IT asset management acquisition, tracking and
disposal processes will be formalised per the
Information Security Program noted in OAG Finding 5.

December 2020

On track. System registration of assels is progressing
and now tracks ownership of all staff devices. Along
with data sanitisation, WA State Supply Commission
guidelines will be used for disposal of goods: ethically,
equitably, efficiently and safely, in a manner that
maximises a value outcome for government whilst
minimising any negative impacts of disposal of the good

January 2021
On track.

February 2021
On track.

March

Completed. Registration and tracking of assets in place
and ongoing. Re-use and disposal procedure
documented.

May 2021

Complete
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Page 6 of 30

Updated 24 June 2020

Item 5_5- Attachment 1

Page 42

Item 12.4- Attachment 2

Page 60



ORDINARY COUNCIL MEETING

18 MAY 2021

AUDIT COMMITTEE ATTACHMENTS 4 MAY 2021
CITY OF VINCENT AUDIT LOG
EA:2020/10 (18) Responsible Officer: October 2020 March-2021
Office of the Auditor General Information Systems Audit — Contract Executive Manager Financial Services The noted draft Contract Management Framework and
Management system will be completed, formalised and
communicated to staff
Finding
We found that the City's contract management process is not effective. We identified December 2020 June 2021
that Administration has focused on improving contract
+ the City does not have an up-to-date Contract Management Framework and management over the last 12 months, which has
contract register included the implementation of a new contract's
» the configuration of the new contract management system is under management module in Authority and creation of a
development and the relevant staff are not fully aware of the functionality of contract register in Authority. A contract management
the system. As a result, there is no comprehensive contract reporting in framework has also been drafted and will be presented
place. to Executive Management Committee early next year.
Training will then be rolled out to all staff that manage
We acknowledge that the City recently established a centralised contract contracts at the City.
management tool and Contract Management Framework is in draft.
February 2021
Implication The draft contracts management framework will be
Without an appropriate contract management process, the City is at a higher risk of presented to March audit committee. The training and
failing to identify: roll-out plan of the framework is being finalised
+ unsuitable working arrangements with vendors, which may result in a failure
to realise business benefits April 2021
« unexpected cost increases or inappropriate practises in a timely manner Training material and roll-out plan is being finalised.
« unauthorised access or changes to the contract register Training is scheduled to be rolled out in May 2021
Recommendation
The City should:
* review its Contract Management Framework and, where appropriate,
centralise vendor management practices
« develop suitable guidelines to manage the City's contract register
« complete reqular supplier performance reviews of all vendors as required
Records of reviews should be retained
+« maintain records of all contracts within its contract management system,
including key financial details relevant to the contracts
+« complete the access and system configuration of its new contract
management system. Subsequently, review access to the system and
monitor key contract financial information regularly.
Risk Rating (prior to controls)
Moderate
Risk Rating (with current controls)
Moderate
Related Audit Query
EA:2020/11 (1)
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EA:2020/10 (19)

Office of the Auditor General Information Systems Audit — Disaster Recovery
Plan

Finding
We found that the City does not have an ICT disasler recovery plan (DRP).

Implication

Without an adequate DRP and appropriate testing, there is an increased risk that
key business functions and processes may not be restored in a timely manner after
a disruption, affecting the operations of the City.

Recommendation

The City should develop and test its DRP to confirm that systems can be recovered
in accordance with business expectations and key staff should be familiar with the
plan and their specific roles and responsibilities in a disaster situation. The results of
testing should be recorded, and the relevant actions taken to improve the plan where
necessary

Risk Rating (prior to controls)
Moderate

Risk Rating (with current controls)
Moderate

Responsible Officer:
Executive Manager Information and Communication Technology

October 2020

Administration will introduce managed backup and
infrastructure services that include disaster recovery
capability. Disaster recovery and information security
continuity processes will then be will be formalised per
the Information Security Program noted in OAG Finding
5. A formal plan will then be prepared for publication to
slaff and testing purposes.

December 2020
On track.

January 2021

On track. Disaster Recovery policy now in place.
Operational systems (backup and recovery) now
compliant for onsite backup. Bandwidth upgrade
procured to enable transit of backup files for offsite
slorage.

February 2021

On track. Offsite backup/recovery service
commissioned and providing partial coverage.
Bandwidth upgrade scheduled for April 2021 to enable
full coverage.

March 2021
On track. Formal DR plan being documented, including
6 monthly test schedule.

April 2021

EA:2020/10 (20)
Office of the Auditor General Information Systems Audit — Business Continuity
Plan - Testing

Finding

We found that appropriate tests of the business continuity plan (BCP) have not been
undertaken. Due to the lack of testing, the effectiveness of the plans and the City's
ability to execute them is unknown.

Implication

Without appropriate testing of the BCP there is an increased risk that key business
functions and processes may not operate as expected during a major incident. In
addition, the key business functions may not be appropriately recover following a
major incident. This is likely to impact business operations and the delivery of key
services.

Recommendation

The City should undertake appropriate tests to verify the effectiveness of the BCP.
These tests should also verify that key staff are familiar with the plans and their
specific roles and responsibilities in a disaster situation. The results of these tests
should be recorded and the relevant actions taken to improve the plan where
necessary.

Risk Rating (prior to controls)
Moderate

Risk Rating (with current controls)
Moderate

Responsible Officer:
Executive Manager Information and Communication Technology

October 2020

Administration notes that there has been 0%
interruption to non-library/recreational facility services
throughout COVID-19 disruptions in Perth. COVID-19
has been a major incident and required significant
change to how business functions operated. City staff
who continue to work remotely are effectively testing
part of the City's business continuity systems on a daily
basis. Through improvements to data backup and
infrastructure recovery noted in OAG Finding 20,
Administration will expand business continuity testing to
include system and infrastructure incidents as part of a
managed services agreement.

December 2020
On track per EA:2020/10 (19) above. Completion date
updated to align with Disaster Recovery Plan activities.

January 2021
On track.

February 2021
On track.

March 2021

On track. Backup recovery being tested in offsite
environment for complete Admin building disaster
scenario.

March-2021

April 2021
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EA:2020/10 (21) Responsible Officer: October 2020 March 2021
Office of the Auditor General Information Systems Audit — Information Security | Executive Manager Information and Communication Technology An incident management and response plan will be
Incident Management Plan formalised per the Information Security Program noted
in OAG Finding 5.
Finding
We found that the City does not have an information security incident management December 2020
plan On track. The City is preparing for a system upgrade to
help reduce the overhead of incident response and
Implication management. The system will form part of an incident
Without a developed and documented security incident response plan there is an response and management plan.
increased risk that the IT department may not be able to respond to IT securily
incidents in an effective and timely manner. January 2021
On track. Incident management plan policy now in
Recommendation place. Cyber incident management processes in place
The City should develop an appropriate information security incident management through external service.
plan. This plan should include relevant procedures to ensure the effective response
and management of all information security related incidents. February 2021
No change
Risk Rating (prior to controls)
Moderate March 2021 Complete
Completed. Incident response mapped, including sub-
Risk Rating (with current controls) process of external service provider.
EA:2020/10 (22) Responsible Officer: See Confidential log
Office of the Auditor General Information Systems Audit — CONFIDENTIAL Executive Manager Information and Communication Technology
Risk Rating (prior to controls)
Moderate
EA:2020/10 (23) Responsible Officer: October 2020
Office of the Auditor General Information Systems Audit — Standard Operating || Executive Manager Information and Communication Technology Monitoring of workstation compliance will be included
Environment inside a managed services agreement. Once
implemented, notification processes will then be
Finding considered as part of a review to determine the
We found that a standard operating environment is not used on workstations. We feasibility and threat of staff being able to install
identified that: software without administrative assistance.
« there is no monitoring of compliance with secure workstation configuration
« relevant staff will not be notified if users attempt or successfully change their December 2020
workstation configuration, including the installation/removal of software. On track. An improved approach to SOE (Standard
Operating Environment) deployment and management
Implication is being developed. This will also assist with remote
Without monitoring compliance with secure workstation configuration, there is an deployment and remove the dependency of Admin
increased risk thal unauthorised system configuration changes are made to office visits for software updates.
computers. These changes could compromise the confidentiality, integrity and
availability of information. January 2021
Progressing, albeit with technical challenges. Vendor
Recommendation escalation has been required to help diagnose and
The City should develop its standard operating environment process and monitor remediate issues.
compliance with secure workstation configuration. The process should include
efficient notifications to relevant staff of critical changes or attempts to change February 2021
workslation configuration. Delayed. Technical issues not yet resolved. SOE itself
is prepared, but the automated deployment process has
Risk Rating (prior to controls) not been completed. Aiming for March 2021
Minor completion.
Complete
Risk Rating (with current controls) March 2021
Completed. Deployment process complete and now
being rolled out across workstations.
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EA:2020/12 (1) Responsible Officer: December 2020: 30 June 2021
Stanton Reg 5 & 17 Review — Contract Management Procedure and Framework | Executive Manager Financial Services Administration has focused on improving contract

management over the last 12 months, which has
Finding included the implementation of a new contract's
The City's previous contract management processes were inadequate. Contracts management module in Authority and creation of a
were currently managed within the different business units leading to poor oversight contract register in Authority. A contract management
by the City on existing contracts, the City had no assurance that contracts were framework has also been drafted and will be presented
being managed adequately and spending was in accordance with the City's to Executive Management Committee early next year.
delegations or if there were duplicate contracts in place providing identical/similar Training will then I_Je rolled out to all staff that manage
services/goods. However, the City is currently in the process of improving their contracts at the City.
contract management processes, the updated and revised contract management
policy and framework reflecting this new process and the use of the new contract February 2021 _
management module within Authority are still in draft and awaiting Council The draft contracts management framework will be
endorsement. presented to March audit committee. The training and
roll-out plan of the framework is being finalised.
Recommendation
Audit recommends that the City promptly review and present to Council the revised
contract management policy and contract management framework outstanding to be April 2021 ) ) )
endorsed Training material and roll-out plan is being finalised.
) Training is scheduled to be rolled out in May 2021
Risk Rating (prior to controls)
Moderate
Risk Rating (with current controls)
Moderate
Related Audit Query
EA:2020/10 (18)
EA:2020/12 (2) Responsible Officer: December 2020: 31 March 2021
Stanton Reg 5 & 17 Review — Reponing on Contracts Executive Manager Financial Services Managemenl will ensure that information relalmg to
new contraclts, contracts lo expire in the next 6 months,
Finding any contracts that have contentious issues and any
The City does not centrally report and monitor the status of current contracts or contract with excess spend will be included in EMC’s
review the effectiveness of their management or check for any ongoing issues. monthly reporting.
Recommendation February 2021 _
Audit recommends that the City regularly report contract spending, upcoming contract This information will be included in the March EMC
expiry dates, conltract variations or exlensions or any conlentious confract issues to report. The team however will be working on the
senior management, this could be done via the weekly Corpex or monthly EMC completeness of the contracts register as part of the
meetings. The transition to the contract management module within Authority should Contracts management roll-out
easy facilitate the compiling of this information so it can be reported. April 2021
Risk Rating (prior to controls) Contract management information have been included Complete
Moderate in EMC monthly reporting. Compliance testing will also
be conducted to ensure the contracts reqgister has been
Risk Rating (with current controls) updated.
Moderate
SC2566 - D19/147633 Page 10 of 30 Updated 24 June 2020
Item 5_5- Attachment 1 Page 46

Item 12.4- Attachment 2

Page 64



ORDINARY COUNCIL MEETING 18 MAY 2021

Item 12.4- Attachment 2 Page 65



