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CITY OF VINCENT AUDIT LOG
Summary of open Confidential items
Office of the Auditor General Information Systems Audit:
1.
2.
3.
4.
5.
6.
7.
8.
9.
10.

EA:2020/10 (1) (a) and (b)
EA:2020/10 (3)
EA:2020/10 (7)
EA:2020/10 (9)
EA:2020/10 (10)
EA:2020/10 (11)
EA:2020/10 (12)
EA:2020/10 (14)
EA:2020/10 (22)
EA:2020/10 (23)

High
Moderate
Moderate
Moderate
Moderate
Moderate
Moderate
Moderate
Moderate
Minor

Stanton Reg 5 & 17 Review
EA 2020/12 (9)

Moderate

Office of the Auditor General – Financial Audit
EA 2020/12 (14)

Item 5.4- Attachment 1

Significant
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CITY OF VINCENT AUDIT LOG
AUDIT DETAILS

MANAGEMENT RESPONSE

ACTION

PROPOSED
COMPLETION DATE

EA: 2019/7
Office of the Auditor General's Performance Audit 2019 - Fraud Prevention in
Local Government - Findings and Recommendations

Responsible Officer:
Executive Manager Corporate Strategy and Governance

November 2019
Governance to engage a consultant to undertake
review and implementation of the fraud control plan in
January 2020.

30/06/2020

Finding:
1. Entities have not implemented a coordinated approach to manage their fraud risk.
2. Entities could make themselves more fraud resistant if they strengthen their
controls; and
3. Better reporting avenues would help entities detect and respond to fraud.
Recommendation:
Develop a fraud and corruption control plan and review at least every 2 years.
Risk Rating (prior to controls):
High
Risk Rating (with current controls):
High

Comments:
Governance will review the City’s current Fraud and Corruption
Prevention Policy and prepare a control plan which incorporates this
policy. The proposed implementation date for the plan is June 2020.
The plan will be reported to Audit Committee annually and updated as
required.

The two-yearly review of the plan will be included in the
compliance calendar.
February 2020
Yet to commence. Further resourcing or a consultant is
required.
March 2020
Initial discussions with City of Nedlands in respect to a
shared resource / consultant have occurred, but
currently on hold due to change in priorities due to
COVID-19.
June 2020
No progress to date

31/12/20

July 2020
No progress to date.
August 2020
No progress to date.
October 2020
No progress to date.
November 2020
The updated draft policy and fraud and corruption
control plan have been drafted. The updated policy is
subject to Council approval and public consultation.
January 2021
Plan has been completed and was circulated to the
Audit Committee members in December 2020. Minor
amendments were provided by the Chair and have
been made.
February 2021
The policy will be presented to Council for advertising at
the 23 March 2021 Ordinary Council Meeting. Training
for all staff is scheduled for February and March and
April 2021.

Item 5.4- Attachment 1

Complete
April 2021
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CITY OF VINCENT AUDIT LOG
EA: 2019/8
Office of the Auditor General's Performance Audit 2019 - Fraud Prevention in
Local Government - Findings and Recommendations

Responsible Officer:
Executive Manager Corporate Strategy and Governance
Executive Manager Human Resources

Finding:
1. Entities have not implemented a coordinated approach to manage their fraud risk.
2. Entities could make themselves more fraud resistant if they strengthen their
controls; and
3. Better reporting avenues would help entities detect and respond to fraud.

Comments:
Human Resources with the support of Governance will develop and
implement an online fraud awareness training program to be completed
by all staff. New staff will be required to complete the training as part of
their online induction process and current staff will receive notification to
complete the training annually via the induction portal.

Recommendation:
Develop and implement a periodic fraud awareness and training program
Risk Rating (prior to controls):
High
Risk Rating (with current controls):
High

November 2019
Development of the training program will commence in
September 2020. Requires linkage to the Fraud
Management Plan and Risk Management Framework.
February 2020
No progress to date.
March 2020
No progress to date
June 2020
No progress to date

30/9/2020

July 2020
No progress to date. Note that this will be developed in
conjunction with the control plan referred to above.

31/12/2020

August 2020
No progress to date. Note that this will be developed in
conjunction with the control plan referred to above.
October 2020
No progress to date.
November 2020
Training material is being developed, in line with the
City’s draft plan and policy.
Training has been
scheduled for February and March 2021 for all staff.
The training materials will also form part of the City’s
induction program.
January 2021
On track

Review of DPLH's investigation into legislative non-compliance - unauthorised
works at Banks Reserve
Development of an internal procedure detailing the approvals required for works or
maintenance on land within the Swan River Foreshore, Development Control Area
and Aboriginal Heritage Areas.

Responsible Officer:
Executive Manager Corporate Strategy and Governance

Complete

August 2020
Internal procedure to be drafted and training organised.

31/12/2020

October 2020
On track.
December 2020
The internal procedure has been drafted and a
workshop with the Department of Planning, Lands and
Heritage scheduled for relevant staff in early December
to discuss the approvals required and processes.

Provide training for relevant staff on the approvals required.
Risk Rating (prior to controls)
Medium
Risk Rating (with current controls)
Minor

EA:2020/10 (1) (a) and (b)
Office of the Auditor General Information Systems Audit – CONFIDENTIAL

February 2021
Training material developed. Training postponed to
April 2021 due to other staff training priorities in March
2021.

January 2021
Training occurred and internal procedure circulated to
relevant staff in December.
Responsible Officer:
Executive Manager Information and Communication Technology

Complete

See Confidential log

Risk Rating (prior to controls)
High
Item 5.4- Attachment 1
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CITY OF VINCENT AUDIT LOG
EA:2020/10 (2)

Responsible Officer:
Executive Manager Information and Communication Technology

Office of the Auditor General Information Systems Audit – Vulnerability
Management

Finding
We found that the City has not established adequate policies or procedures around
management of vulnerabilities on servers and workstations. Furthermore, the City is
not undertaking regular vulnerability assessments on their IT systems. These
assessments are required to ensure the effective identification of vulnerabilities and
to support the patch management processes.

October 2020
Administration’s software patching processes have
matured; however, vulnerability testing is still a gap.
Administration will respond with two new ongoing
activities provided as a managed service:
1. The introduction of a monthly vulnerability
assessment process,
2. Monthly reporting of vulnerabilities with
remediation actions &/or mitigations

December 2020

December 2020
On track. Remediation work from OAG vulnerability
findings is being applied. An ongoing vulnerability
management process for the City is being implemented.

In addition, vulnerability assessments completed as part of the audit identified 56
critical and 47 high vulnerabilities relating to missing service packs and/or software,
which is no longer supported by the vendor.

January 2021
Completed in December 2020. Vulnerability scanning
process now implemented with monthly review and
remediation of action items.

Implication
Without having effective procedures for identifying, assessing and addressing
potential vulnerabilities within a timely manner, the system and/or data may not be
adequately protected against potential threats. These vulnerabilities could be
exploited and may result in unauthorised access to sensitive data or the loss of
system operation.

Complete

Recommendation
The City should develop effective vulnerability management processes. As part of
the process, the City should carry out regular vulnerability assessments. These
assessments should use appropriate tools to ensure all known vulnerabilities are
identified. The vulnerability assessment process should include all relevant IT
systems, IT infrastructure and applications.
Software updates (patches) to fix known vulnerabilities should be evaluated, tested
and where appropriate, applied to systems within a timely manner. Documented
policy and procedure guides should be maintained to ensure IT staff are meeting
requirements.
If decisions are made not to install any critical or security patches, the risk must be
understood and any possible alternative mitigations investigated. Relevant details
should also be recorded in an appropriate patch register/database.
Risk Rating (prior to controls)
High
Risk Rating (with current controls)
Minor
EA:2020/10 (3)

Responsible Officer:
Executive Manager Information and Communication Technology

See Confidential log

Office of the Auditor General Information Systems Audit – CONFIDENTIAL
Risk Rating (prior to controls)
Moderate
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CITY OF VINCENT AUDIT LOG
EA:2020/10 (4)

Responsible Officer:
Executive Manager Information and Communication Technology

Office of the Auditor General Information Systems Audit – Information Security
Policy
Finding
We found that the City does not have an adequate Information Security Policy to
cover key areas of information security. The current policy is in draft as the City is in
the process of developing it.
Implication
Without adequate policies and procedures, there is an increased risk that the City
will not achieve its objectives for information security. Additionally, staff may not be
aware of management expectations relating to security of information.

October 2020
As noted in the Finding, Administration has a draft
Information Security Program and will seek to formalise
it and align all security activities and improvements to it.
The document is based on standards used by the
Office of the Auditor General during this audit.

December 2020

December 2020
The Information Security Program will be tabled at
Executive Management Committee in December 2020.
Completion of this activity is now aligned to training
outcome in EA 2020/10(6)

March 2021

January 2021
On track. Information Security Program endorsed by
Executive Management Committee in December 2020.

Recommendation
The City should reviewing and update its current policies and procedures or develop
new ones appropriately address all relevant areas of information security.
Management should endorse the new policies and notify all employees and relevant
stakeholders of updates.

February 2021
On track. Cyber security training solution
implemented in pilot ahead of full staff rollout.

now

Risk Rating (prior to controls)
Moderate
Risk Rating (with current controls)
Moderate
Related Audit Query
EA 2020/11 (10)
EA:2020/10 (5)
Office of the Auditor General Information Systems Audit – Operational ICT
Risks
Finding
We found that the City’s ICT risks have not been appropriately identified. The current
IT risk register is limited to high-level business continuity risks and does not include
the broader listing of operational risks and controls associated with IT functions.
Implication
An incomplete risk register limits the ability to assess the effectiveness of specific
controls against risk and their treatments. This could result in control gaps going
undetected and/or control deficiencies left unresolved.
Recommendation
The City should expand on its information risk management process to ensure:
 the ICT risks within the risk register are up to date and maintained
 all relevant risks are appropriately documented in the ICT risk register
 the ICT risk management process aligns with the broader organisation risk
register
 controls are appropriately assessed and assigned relevant ratings in line
with internal guidelines.

Responsible Officer:
Executive Manager Information and Communication Technology
Executive Manager Corporate Strategy & Governance

October 2020
Developing and maintaining a broad register of ICT
operational risks will be formally included inside a
managed services agreement. Administration will
maintain risk ownership while managed service
resourcing will help coordinate risk maintenance and
controls.

January 2021

December 2020
On track. An initial review of operational risks is in
progress.
January 2021
In draft
February
Review of draft delayed due to other priorities. To be
completed by ICT team in February 2021.

February 2021

Risk Rating (prior to controls)
Moderate
Risk Rating (with current controls)
Moderate

Item 5.4- Attachment 1
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CITY OF VINCENT AUDIT LOG
EA:2020/10 (6)

Responsible Officer:
Executive Manager Information and Communication Technology

Office of the Auditor General Information Systems Audit – Information Security
Training and Awareness

October 2020
Administration will establish induction training and an
ongoing information security awareness program.

March 2021

December 2020
Training is now aligned to delivery of Information
Security Program in EA 2020/10(4).

Finding
We found that the City does not have a formalised induction training and an ongoing
awareness program covering information security responsibilities and cyber risks
relevant to the City.

January 2021
On track. Information Security Program endorsed by
Executive Management Committee in December 2020.

We note that the City informs its staff about phishing scams via emails.

February 2021
On track. Cyber security training now in pilot ahead of
full staff rollout. Solution procured from a local City of
Vincent business (Blue Zoo).

Implication
Without a formal induction training and ongoing information security awareness
program, there is an increased risk that individuals will not understand security risks
relevant to the City and their personal responsibilities. This may result in
inappropriate actions, which affect the confidentiality, integrity and availability of
information.
Recommendation
The City should establish an appropriate induction and ongoing information security
awareness program. The program should be used to help maintain awareness of the
information security and cyber risks relevant to the City. It should also ensure
individuals are aware of their personal responsibilities for information security. The
awareness program should be updated regularly so it stays in line with policies,
procedures and any new or emerging threats. It should also incorporate any lessons
learned from information security incidents along with relevant details from
information security good practices.
Risk Rating (prior to controls)
Moderate
Risk Rating (with current controls)
Moderate
EA:2020/10 (7)

Responsible Officer:
Executive Manager Information and Communication Technology

See Confidential log

Office of the Auditor General Information Systems Audit – CONFIDENTIAL
Risk Rating (prior to controls)
Moderate

Item 5.4- Attachment 1
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CITY OF VINCENT AUDIT LOG
EA:2020/10 (8)

Responsible Officer:
Executive Manager Information and Communication Technology

Office of the Auditor General Information Systems Audit – Logging and
Monitoring
Finding
We found that the City does not have formalised policies or procedures for logging
and review of security logs for network, applications and remote access.

October 2020
Monitoring and logging policy and procedure will be
defined against the Information Security Program (per
OAG Finding 5). Review of logs will be formally
included inside a managed services agreement. Log file
storage will be in a secure location.

January 2021

December 2020
On track. Additional storage is being procured to help
manage log file retention and security. Policy and
review processes yet to be developed.

Implication
Without effective system logging and pro-active monitoring of logs, there is an
increased risk that any potential problems, trends or ongoing attempts to
compromise system or data will not be identified.

January 2021
On track. Additional storage provisioned. Changes to
log file retention and security implemented. Security log
data monitoring automated through connection of
existing, but siloed, software security services.

Recommendation
We recommend that the City implements appropriate levels of monitoring activities
on its ICT environment. Key systems that control or restrict user access or process
and store sensitive data, the following should be considered:
 Implement policy and procedure guides on what monitoring and logging will
be performed.
 Review log files on a regular basis to identify any suspicious events or
activities.
 Storing log files in a secure location to prevent any unauthorised alterations
or deletions.

February 2021
Completed in January 2021. Security data now
collected and automatically correlated for threat event
detection and response.

Complete

Risk Rating (prior to controls)
Moderate
Risk Rating (with current controls)
Minor
EA:2020/10 (9)

Responsible Officer:
Executive Manager Information and Communication Technology

See Confidential log

Responsible Officer:
Executive Manager Information and Communication Technology

See Confidential log

Responsible Officer:
Executive Manager Information and Communication Technology

See Confidential log

Responsible Officer:
Executive Manager Information and Communication Technology

See Confidential log

Office of the Auditor General Information Systems Audit – CONFIDENTIAL
Risk Rating (prior to controls)
Moderate
EA:2020/10 (10)
Office of the Auditor General Information Systems Audit – CONFIDENTIAL
Risk Rating (prior to controls)
Moderate
EA:2020/10 (11)
Office of the Auditor General Information Systems Audit – CONFIDENTIAL
Risk Rating (prior to controls)
Moderate
EA:2020/10 (12)
Office of the Auditor General Information Systems Audit – CONFIDENTIAL

Item 5.4- Attachment 1
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CITY OF VINCENT AUDIT LOG
EA:2020/10 (13)

Responsible Officer:
Executive Manager Information and Communication Technology

Office of the Auditor General Information Systems Audit – Network Device
Management
Finding
We reviewed the City’s firewalls and network device (routers, switches) management
process and found the following issues:
 Devices are not securely managed.
 The firewall logs are not appropriately configured.
Implication
Without appropriate controls to manage the network devices, there is an increased
risk that:
 individuals will not be accountable for any unauthorised or unintentional
modifications to the system
 unauthorised access to the system could occur
 malicious traffic may not be detected and prevented
 suitable evidence to support any forensic or internal investigations may not
be available
 user credentials may be intercepted and used to gain access to the City’s IT
systems and information.

October 2020
Several changes have now been implemented to follow
recommended access account controls and logging
configuration. Additional security improvements to meet
system access recommendations will be reviewed
further and either modified or logged against an
operational risk register to be developed per OAG
Finding 6.

January 2021

December 2020
Completed. Device management has been reviewed
and remediated. Firewall log configuration has been
remediated.

Complete

Recommendation
The City should implement an appropriate process to securely manage and
configure network devices.
Risk Rating (prior to controls)
Moderate
Risk Rating (with current controls)
Minor
EA:2020/10 (14)

Responsible Officer:
Executive Manager Information and Communication Technology

See Confidential log

Office of the Auditor General Information Systems Audit – CONFIDENTIAL
Risk Rating (prior to controls)
Moderate

Item 5.4- Attachment 1
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CITY OF VINCENT AUDIT LOG
EA:2020/10 (15)
Office of the Auditor General Information Systems Audit – CONFIDENTIAL

Finding
We found that the City does not have a formal change management process in
place. We identified the following issues:
 There is no IT change management policy or procedure that sets out the
overall objectives and requirements for change management to ensure all IT
system changes are appropriately controlled and managed.
 The responsibilities to manage, co-ordinate and approve IT changes are not
formally assigned.
 There is no central register for recording and tracking details of all internal
changes that are made to IT infrastructure, firewall rules and systems,
including application upgrades.

Responsible Officer:
Executive Manager Information and Communication Technology

October 2020
A draft Change Management Policy was provided
during the audit. Change Management processes will
be formalised per the Information Security Program
noted in OAG Finding 5; the register for recording and
tracking changes will be formally included inside a
managed services agreement.

January 2021

December 2020
On track.
January 2021
Complete. Change management policy in place.
System in place to record, manage and track changes.

Complete

Implication
There is a risk that without change management policies and procedures, changes
made to IT systems may not be adequately managed and authorised. The
availability or security of IT systems could be compromised should a change
negatively impact them.
Recommendation
The City should:
 develop an appropriate IT change management policy or procedure. The
policy should set out the overall objectives and requirements for change
management process
 outline appropriate change management role and/or responsibilities to
manage, co-ordinate and approve IT changes
 make sure all IT system changes are accurately recorded, managed and
tracked in a centralised change register.

Risk Rating (prior to controls)
Moderate
Risk Rating (with current controls)
Minor

Item 5.4- Attachment 1
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CITY OF VINCENT AUDIT LOG
EA:2020/10 (16)
Office of the Auditor General Information Systems Audit – Incident and
Problem Management

Finding
We found that there is no standardised process in place to manage IT related
incidents.
Furthermore, the City does not have a formal process to outline problem
management to appropriately manage IT problems, which occur in its IT
environment. In addition, data from incidents is not analysed to identify known errors
or problems.
Implication
If IT incidents are not consistently managed, there is an increased risk that the City
may not be able to manage or respond to incidents appropriately. Additionally, the
City may not be able to evaluate and analyse the trends for continuous improvement
and problem management.
In addition, without effective IT problem management there is an increased risk that
the City will not identify and appropriately address the root cause of reoccurring IT
incidents. This may impact IT system and service availability and may potentially
affect the City’s business operations.
Recommendation
The City should develop formal incident management processes to ensure all
incidents are appropriately and consistently classified. In addition, the City should
develop service desk reporting and trend analysis. These reports should be
reviewed by the appropriate management so the performance of the incident
management process can be monitored.

Responsible Officer:
Executive Manager Information and Communication Technology

October 2020
This finding will be added to an operational risk register
to be developed per OAG Finding 6. Recognising its
available resources, Administration is most likely to
mitigate this risk through existing Service Desk
processes that capture and manage incidents and
problems as general requests. Administration will,
however, introduce additional registers to formally
record incidents and log the root-cause of problems –
this will be aligned to creation of the risk register to be
developed per OAG Finding 6, with incident/problem
register review included inside a managed services
agreement.

January 2021

December 2020
On track.
January 2021
On track. Incident response policy in place. Incident
register added to fortnightly operational review. Cyber
threat/incident management to be boosted by an
external service.
February 2021
Completed in January 2021. Cyber incident security
data now collected and automatically correlated for
threat event detection and response. Incident
management process includes alerting, remediation
and closing.

Complete

Furthermore, the City should establish an appropriate IT problem management
process. This process should ensure IT problems are appropriately identified and
investigated. Once the root cause has been identified, appropriate action should be
taken to address the problem and prevent the reoccurrence of incidents.
Risk Rating (prior to controls)
Moderate
Risk Rating (with current controls)
Minor

Item 5.4- Attachment 1
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CITY OF VINCENT AUDIT LOG
EA:2020/10 (17)
Office of the Auditor General Information Systems Audit – IT Asset
Management

Finding
We found that the City’s IT asset management process is not effective. The following
issues were identified:
 The City does not have up to date IT asset register information and relevant
asset details such as asset status and owner are not recorded.
 The City does not have any formal procedure to ensure that all sensitive
data and licensed software has been removed or securely overwritten as
part of the disposal and re-use of IT assets process.
Implication
Without an effective IT asset management process there is an increased risk that IT
assets will be lost or stolen.
Without appropriate procedures to manage the disposal and re-use of IT assets,
there is a higher risk that sensitive data may not be removed or securely erased. As
a result, the City may suffer financial loss and damage to its reputation.
Recommendation
The City should:
 establish an effective IT asset management process. This process should
ensure IT assets are appropriately managed throughout their lifecycle (from
acquisition to disposal)
 relevant information on IT assets accurately recorded and maintain relevant
information about IT assets in the IT asset register. Periodic audits of IT
asset information against physical IT assets should be undertaken to ensure
the information is accurate and up to date. Any anomalies with IT assets
should be appropriately rectified
 ensure that all IT assets containing storage media are appropriately
sanitised or destroyed as part of the disposal process. Accurate
documentation and records relating to IT asset disposals must be
maintained.

Responsible Officer:
Executive Manager Information and Communication Technology

October 2020
Administration notes that an ICT asset management
system was already being introduced during the time of
audit and will capture all physical and software/license
assets. IT asset management acquisition, tracking and
disposal processes will be formalised per the
Information Security Program noted in OAG Finding 5.

May 2021

December 2020
On track. System registration of assets is progressing
and now tracks ownership of all staff devices. Along
with data sanitisation, WA State Supply Commission
guidelines will be used for disposal of goods: ethically,
equitably, efficiently and safely, in a manner that
maximises a value outcome for government whilst
minimising any negative impacts of disposal of the good
January 2021
On track.
February 2021
On track, noting that staff were surveyed during COVID
lockdown to help track equipment moves enabling
remote work.

Risk Rating (prior to controls)
Moderate
Risk Rating (with current controls)
Minor
Related Audit Query
EA 2020/11 (6)

Item 5.4- Attachment 1
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CITY OF VINCENT AUDIT LOG
EA:2020/10 (18)
Office of the Auditor General Information Systems Audit – Contract
Management
Finding
We found that the City’s contract management process is not effective. We identified
that:
 the City does not have an up-to-date Contract Management Framework and
contract register
 the configuration of the new contract management system is under
development and the relevant staff are not fully aware of the functionality of
the system. As a result, there is no comprehensive contract reporting in
place.
We acknowledge that the City recently established a centralised contract
management tool and Contract Management Framework is in draft.
Implication
Without an appropriate contract management process, the City is at a higher risk of
failing to identify:
 unsuitable working arrangements with vendors, which may result in a failure
to realise business benefits
 unexpected cost increases or inappropriate practises in a timely manner
 unauthorised access or changes to the contract register.

Responsible Officer:
Executive Manager Financial Services

October 2020
The noted draft Contract Management Framework and
system
will
be
completed,
formalised
and
communicated to staff.

March 2021

December 2020
Administration has focused on improving contract
management over the last 12 months, which has
included the implementation of a new contract’s
management module in Authority and creation of a
contract register in Authority. A contract management
framework has also been drafted and will be presented
to Executive Management Committee early next year.
Training will then be rolled out to all staff that manage
contracts at the City.

June 2021

February 2021
The draft contracts management framework will be
presented to March audit committee. The training and
roll-out plan of the framework is being finalised.

Recommendation
The City should:
 review its Contract Management Framework and, where appropriate,
centralise vendor management practices
 develop suitable guidelines to manage the City’s contract register
 complete regular supplier performance reviews of all vendors as required.
Records of reviews should be retained
 maintain records of all contracts within its contract management system,
including key financial details relevant to the contracts
 complete the access and system configuration of its new contract
management system. Subsequently, review access to the system and
monitor key contract financial information regularly.
Risk Rating (prior to controls)
Moderate
Risk Rating (with current controls)
Moderate
Related Audit Query
EA 2020/11 (1)

Item 5.4- Attachment 1
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CITY OF VINCENT AUDIT LOG
EA:2020/10 (19)

Responsible Officer:
Executive Manager Information and Communication Technology

Office of the Auditor General Information Systems Audit – Disaster Recovery
Plan
Finding
We found that the City does not have an ICT disaster recovery plan (DRP).
Implication
Without an adequate DRP and appropriate testing, there is an increased risk that
key business functions and processes may not be restored in a timely manner after
a disruption, affecting the operations of the City.

January 2021
On track. Disaster Recovery policy now in place.
Operational systems (backup and recovery) now
compliant for onsite backup. Bandwidth upgrade
procured to enable transit of backup files for offsite
storage.
February 2021
On
track.
Offsite
backup/recovery
service
commissioned and providing partial coverage.
Bandwidth upgrade scheduled for April 2021 to enable
full coverage.

Risk Rating (prior to controls)
Moderate
Risk Rating (with current controls)
Moderate

Office of the Auditor General Information Systems Audit – Business Continuity
Plan – Testing
Finding
We found that appropriate tests of the business continuity plan (BCP) have not been
undertaken. Due to the lack of testing, the effectiveness of the plans and the City’s
ability to execute them is unknown.
Implication
Without appropriate testing of the BCP there is an increased risk that key business
functions and processes may not operate as expected during a major incident. In
addition, the key business functions may not be appropriately recover following a
major incident. This is likely to impact business operations and the delivery of key
services.
Recommendation
The City should undertake appropriate tests to verify the effectiveness of the BCP.
These tests should also verify that key staff are familiar with the plans and their
specific roles and responsibilities in a disaster situation. The results of these tests
should be recorded and the relevant actions taken to improve the plan where
necessary.

April 2021

December 2020
On track.

Recommendation
The City should develop and test its DRP to confirm that systems can be recovered
in accordance with business expectations and key staff should be familiar with the
plan and their specific roles and responsibilities in a disaster situation. The results of
testing should be recorded, and the relevant actions taken to improve the plan where
necessary.

EA:2020/10 (20)

October 2020
Administration will introduce managed backup and
infrastructure services that include disaster recovery
capability. Disaster recovery and information security
continuity processes will then be will be formalised per
the Information Security Program noted in OAG Finding
5. A formal plan will then be prepared for publication to
staff and testing purposes.

Responsible Officer:
Executive Manager Information and Communication Technology

October 2020
Administration notes that there has been 0%
interruption to non-library/recreational facility services
throughout COVID-19 disruptions in Perth. COVID-19
has been a major incident and required significant
change to how business functions operated. City staff
who continue to work remotely are effectively testing
part of the City’s business continuity systems on a daily
basis. Through improvements to data backup and
infrastructure recovery noted in OAG Finding 20,
Administration will expand business continuity testing to
include system and infrastructure incidents as part of a
managed services agreement.

March 2021

December 2020
On track per EA:2020/10 (19) above. Completion date
updated to align with Disaster Recovery Plan activities.

April 2021

January 2021
On track.
February 2021
On track.

Risk Rating (prior to controls)
Moderate
Risk Rating (with current controls)
Moderate
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EA:2020/10 (21)

Responsible Officer:
Executive Manager Information and Communication Technology

Office of the Auditor General Information Systems Audit – Information Security
Incident Management Plan

October 2020
An incident management and response plan will be
formalised per the Information Security Program noted
in OAG Finding 5.

March 2021

December 2020
On track. The City is preparing for a system upgrade to
help reduce the overhead of incident response and
management. The system will form part of an incident
response and management plan.

Finding
We found that the City does not have an information security incident management
plan.
Implication
Without a developed and documented security incident response plan there is an
increased risk that the IT department may not be able to respond to IT security
incidents in an effective and timely manner.

January 2021
On track. Incident management plan policy now in
place. Cyber incident management processes in place
through external service.

Recommendation
The City should develop an appropriate information security incident management
plan. This plans should include relevant procedures to ensure the effective response
and management of all information security related incidents.

February 2021
No change.

Risk Rating (prior to controls)
Moderate
Risk Rating (with current controls)
Moderate

EA:2020/10 (22)

Responsible Officer:
Executive Manager Information and Communication Technology

See Confidential log

Responsible Officer:
Executive Manager Information and Communication Technology

See Confidential log

Office of the Auditor General Information Systems Audit – CONFIDENTIAL

Risk Rating (prior to controls)
Moderate
EA:2020/10 (23)
Office of the Auditor General Information Systems Audit – CONFIDENTIAL
Risk Rating (prior to controls)
Minor
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Responsible Officer:
Executive Manager Financial Services

Stanton Reg 5 & 17 Review – Contract Management Procedure and Framework
Finding
The City’s previous contract management processes were inadequate. Contracts
were currently managed within the different business units leading to poor oversight
by the City on existing contracts, the City had no assurance that contracts were
being managed adequately and spending was in accordance with the City’s
delegations or if there were duplicate contracts in place providing identical/similar
services/goods. However, the City is currently in the process of improving their
contract management processes, the updated and revised contract management
policy and framework reflecting this new process and the use of the new contract
management module within Authority are still in draft and awaiting Council
endorsement.

December 2020:
Administration has focused on improving contract
management over the last 12 months, which has
included the implementation of a new contract’s
management module in Authority and creation of a
contract register in Authority. A contract management
framework has also been drafted and will be presented
to Executive Management Committee early next year.
Training will then be rolled out to all staff that manage
contracts at the City.

30 June 2021

February 2021
The draft contracts management framework will be
presented to March audit committee. The training and
roll-out plan of the framework is being finalised.

Recommendation
Audit recommends that the City promptly review and present to Council the revised
contract management policy and contract management framework outstanding to be
endorsed.
Risk Rating (prior to controls)
Moderate
Risk Rating (with current controls)
Moderate
Related Audit Query
EA 2020/10 (18)

EA 2020/12 (2)
Stanton Reg 5 & 17 Review – Reporting on Contracts
Finding
The City does not centrally report and monitor the status of current contracts or
review the effectiveness of their management or check for any ongoing issues.
Recommendation
Audit recommends that the City regularly report contract spending, upcoming
contract expiry dates, contract variations or extensions or any contentious contract
issues to senior management, this could be done via the weekly Corpex or monthly
EMC meetings. The transition to the contract management module within Authority
should easy facilitate the compiling of this information so it can be reported.

Responsible Officer:
Executive Manager Financial Services

December 2020:
Management will ensure that information relating to
new contracts, contracts to expire in the next 6 months,
any contracts that have contentious issues and any
contract with excess spend will be included in EMC’s
monthly reporting.

31 March 2021

February 2021
This information will be included in the March EMC
report. The team however will be working on the
completeness of the contracts register as part of the
Contracts management roll-out.

Risk Rating (prior to controls)
Moderate
Risk Rating (with current controls)
Moderate
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EA 2020/12 (3)
Stanton Reg 5 & 17 Review – Access Management on Pheonix System

Responsible Officer:
Executive Manager Financial Services
Manager Beatty Park Leisure Centre

December 2020:
The City will conduct an access review immediately and
then schedule 6 monthly reviews of all users on
Phoenix.

31 December 2020

Responsible Officer:
Executive Manager Financial Services

December 2020:
The City’s asset procedure will be updated, and training
and guidance will be provided to staff on the basics of
asset management, including maintenance of asset
register for assets less than $5,000.

31 March 2021

Finding
There was no evidence that random live tests of user access are performed over the
Phoenix system at Beatty Park.
Recommendation
The City should randomly review user access on the Phoenix system to ensure it is
line with what the actual user requirements.
Risk Rating (prior to controls)
Moderate
Risk Rating (with current controls)
Moderate
EA 2020/12 (4)
Stanton Reg 5 & 17 Review – Updating Asset Policy and Procedure
Finding
The City’s current asset policy and related asset procedures do not reflect the recent
changes the City made requiring the different service areas to maintain their own
asset register for assets less than $5,000

February 2021:
Asset procedure has been updated and training is
planned to be completed by end of March.

Recommendation
Audit recommends the City updates their asset process to reflect that asset registers
for assets less than $5,000 are to be maintained by the different services areas.
Risk Rating (prior to controls)
Minor
Risk Rating (with current controls)
Minor

Stanton Reg 5 & 17 Review – Procedure on Verification of Assets

December 2020:
The City currently revalue assets every 3-5years as per
the requirement of the Financial Management
Regulations.

Finding
The City’s current asset policy and asset procedures do not disclose the City’s
procedure for counting and revaluing assets. The City currently counts and revalues
assets by category on an annual rotating basis.

The City’s asset procedure will be updated, and training
and guidance will be provided to staff on the basics of
asset management, including verification of assets.

Recommendation

February 2021:
Asset procedure has been updated and training is
planned to be completed by end of March.

EA 2020/12 (5)

Responsible Officer:
Executive Manager Financial Services

31 March 2021

Audit recommends the City updates their asset process to reflect that the City counts
and revalues assets by category on an annual rotating basis.
Risk Rating (prior to controls)
Minor
Risk Rating (with current controls)
Minor
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EA 2020/12 (6)

Responsible Officer:
Executive Manager Financial Services

Stanton Reg 5 & 17 Review – Verification of Assets
Finding
Through our inquiries regarding asset stock counts and sighting assets within the
City’s premises, audit noted that assets (office furniture) not tagged or barcoded.
Recommendation

31 March 2021

February 2021:
Asset procedure has been updated and training is
planned to be completed by end of March.

Assets not tagged and barcoded cannot be counted correctly. All assets should be
barcoded.
Risk Rating (prior to controls)
Moderate

December 2020:
Tagging or barcoding of assets will not be utilised, as
an alternative Administration will ensure all asset
registers are maintained for assets less than $5000 by
the respective manager. Finance will conduct
compliance testing and accuracy of these asset
registers every 6 months. Asset procedures will also
include details of how and when verification of assets
should be conducted.

Responsible Officer:
Executive Manager Information and Communication Technology

Risk Rating (with current controls)
Moderate

December 2020:
IT Equipment, asset register for portable assets is in the
process of being updated on a new software, Asset
Sonar. This work has commenced in March 2020.

Related Audit Query
EA 2020/10 (17)

January 2021
On track.
February 2021
On track, noting that staff were surveyed during COVID
lockdown to help track equipment moves enabling
remote work.

EA 2020/12 (8)
Stanton Reg 5 & 17 Review – Manual Timesheet

Responsible Officer:
Executive Manager Human Resources and Executive Manager
Information and Communication Technology

Finding
The City uses manual timesheets, predominately for those employees who work in
the depot and recreational leisure centre.

December 2020:
The City requires a robust online time-sheeting system
which is fit for purpose of a casual workforce (i.e. Beatty
Park) that is flexible, easy to use and aligned to the
relevant cost centres and employment.

31 December 2021

Administration has determined that Civica’s online timesheeting module will be suitable for the City. The
module however can only be implemented once work
orders are activated as part of the Chart of Accounts
project scheduled for completion in July 2021. Online
time-sheeting will have a mobile option as well. The
scoping of this project will be requested to commence
in March next year with implementation in December
2021.

Recommendation
The use of manual timesheets should be eliminated, it is worth noting that the City
has already noted this as a finding within their own audit log.
Recommendation

Risk Rating (prior to controls)
Moderate

January 2021
No change.

Risk Rating (with current controls)
Moderate

February 2021
No change.
EA 2020/12 (9)

Responsible Officer:
Executive Manager Information and Communication Technology

See Confidential log

Stanton Reg 5 & 17 Review – CONFIDENTIAL
Risk Rating (prior to controls)
Moderate
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EA 2020/12 (10)

Responsible Officer:
Executive Manager Information and Communication Technology

Stanton Reg 5 & 17 Review – IT Security Framework
Finding
IT Controls are lacking across a few areas including a formal IT security framework
or policy, out of date supporting policies, user training, vulnerability management,
staff screening, change control, BCP testing and document maintenance.

December 2020
The City will formalise its draft Information Security
Program to document and govern security training,
vulnerability management, change control and
continuity testing. (Refer to OAG IS Finding 4)

31 March 2021

January 2021
On track. Information Security Program endorsed by
Executive Management Committee in December 2020.

Recommendation

February 2021
On track. Cyber security training now in pilot ahead of
full staff rollout. Solution procured from a local City of
Vincent business (Blue Zoo).

1. IT Controls need enhancement including the creation of an IT security
framework or policy, ensuring supporting policies such as the Information and
Communications Technology Conditions of Use is reviewed and updated,
implementing user security training, having vulnerability management such as an
intrusion prevention and detection system. Also there needs to be staff
screening implemented for sensitive position holders (high financial
delegations/high system privileges), formal change control such as a change
advisory board, defined BCP testing regime and ensuring IT documents are
maintained and kept up to date.
Recommendation

Risk Rating (prior to controls)
Moderate
Risk Rating (with current controls)
Moderate
Related Audit Query
EA 2020/10 (4)
EA 2020/12 (11)
Stanton Reg 5 & 17 Review – Record Keeping
Finding
Poor retrievability of information ‘term container used’ Record keeping of contract
documentation is inefficient and leads to poor retrievability. The record keeping
system does not facilitate the use of sub folders which results in all documented
related to a subject/topic being saved in a ‘container’. With regards to contracts,
there are a large number of supporting documentations within these ‘containers’ thus
it can take some time to retrieve the sought-after document

Responsible Officer:
Executive Manager Information and Communication Technology

December 2020
The City will review its record keeping system to ensure
it is operating effectively.

31 March 2021

January 2021
No change.
February
On track. Functionality of the system reviewed with
external support provider: the use of folders will be
introduced. A staff survey for system satisfaction as
well as improvement suggestions will commence in
March 2021.

Recommendations
The City should review useability of their record keeping system ensuring that it is
operating effectively.
For process efficiency allow user to amend and delete own purchase requisition.

Risk Rating (prior to controls)
Minor
Risk Rating (with current controls)
Minor
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EA 2020/12 (13)
Stanton Reg 5 & 17 Review – Compliance Procedures and Systems

Responsible Officer:
Executive Manager Corporate Strategy & Governance

Finding

December 2020
This will form part of the annual internal audit program.
The draft internal audit program will be prepared in
early 2021 and presented to Audit Committee.

30 April 2021

January 2021
Preparation of draft internal audit program delayed due
to other priorities.

Legislative compliance procedures and systems are not internally reviewed and
audited.

4 May 2021

Recommendation

February 2021
The draft internal audit program is proposed to be
presented to the 4 May 2021 Audit Committee meeting.

Audit recommends when developing the City’s strategic audit plan, legislative
compliance reviews should be included to be performed, this will also cover off on
the City’s future requirements to perform legislative compliance reviews under reg.
17. However, it is worth noting that the City has identified quarterly compliance
auditing as a recommendation per their own risk management, internal control, and
legislative compliance improvement plan.
Risk Rating (prior to controls)
Medium
Risk Rating (with current controls)
Medium
EA 2020/12 (14)
Office of the Auditor General – Financial Audit – CONFIDENTIAL

Responsible Officer:
Executive Manager Information and Communication Technology

See Confidential log

Responsible Officer:
Executive Manager Human Resources

December 2020:
Currently changes to the employee master file are
checked by the Payroll Officer/Payroll Support Officer,
however not recorded. Based on changes to the
employee master file, Human Resources/Payroll will
implement the following:

Risk Rating (prior to controls)
Significant
EA 2020/12 (15)
Office of the Auditor General – Financial Audit – Evidence of review of
changes to employee Masterfile
Finding
We note the City does not have a process to evidence independent review and
authorisation of changes made to the employee masterfile.
Implication
The absence of an independent review of changes made to the employee masterfile
increases the risk of unauthorised or erroneous changes to key information.
Additionally, this weakness in financial controls is considered a material noncompliance and impacts on the audit opinion for the current year.
Recommendation
Management should implement a process for an independent review of changes to
the employee masterfile.
Risk Rating (prior to controls)
Significant
Risk Rating (with current controls)
Significant

1. A change of bank details and superannuation form.

Complete

2. All changes to employee master file are requested
via a form or letter pertaining to a change of
employee entitlements. These forms/letters are
added to Content Manager (records system) and
work-flowed to the applicable Payroll
Officer/Support Officer depending on portfolio.

Complete

Once adjustments are made to the employee
master file based on the form/letter, the Payroll
Officer changes the workflow item from ‘action’ to
‘completed’. The Payroll Officer will then workflow
the form/letter to the other Payroll representative in
Content Manager for review. The Payroll
representative will review and if approved, change
the workflow from ‘review’ to ‘completed’.
Each time a form/letter is added to Content
Manager, an audit trail will be created of when an
item is ‘completed’ and ‘reviewed’.
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EA 2020/12 (18)
Office of the Auditor General – Financial Audit – Adverse trends in financial
ratios

Finding
During our audit we noted the adverse trends in the following ratios when
considering the basic standard set by Department of Local Government, Sport and
Cultural Industries (“the department”):
Below the basic requirements for 3 years:
- Asset sustainability
- Operating surplus
Below the basic requirement and below proceeding two years actual result:
- Debt service cover

Implication
Ratios which are below the basic standards as determined by the Department
indicate the short term financial performance of the City is likely unsustainable.
Additionally, in accordance with the Local Government (Audit) Regulations 1996
ratios with adverse trends will be reported within the audit opinion.
Recommendation
Management should implement measures to ensure the basic requirements are
achieved, where the requirements are not able to be achieved plans for correction
action should be made.
Risk Rating (prior to controls)
Significant
Risk Rating (with current controls)
Significant

Responsible Officer:
Executive Manager Financial Services

December 2020:
1. Debt Service Ratio – As a result of the once-off
contractual balloon payment of $5.3m for the
DLGSC loan, this ratio has been skewed only for
the 2019/2020 financial year. The Debt service ratio
is expected to normalise for the following years as
per the City’s current debt portfolio.
2.

Operating Surplus - In order to improve this ratio,
new funding sources has to be looked at and also
the current fees and charges (including rates) need
to be analysed to determine if they are sufficient.
Strategies will also be developed to improve this
ratio when preparing the 2021/2022 -2030/2031
LTFP.

3. Asset Sustainability Ratio – The asset sustainability
ratio has improved compared to last year from 0.30
to 0.45 This is an indicator that administration has
focused their attention on ensuring capital spend is
focused on renewal instead of new expenditure.
The City has implemented the following initiatives
since last year:
 Made a concerted effort on spending on
renewal instead of new;
 Prepared a 4-year capital works program
2020/21-2023/24;
 The City’s Asset Management Strategy is in the
process of being finalised; and
 Adopted the 2020/21-2029/30 LTFP which
reflects the projected asset sustainability ratio
will reach the benchmark ratio by 2024/25.

Completed

30 June 2021

30 June 2021

The following will be the action plans for this year:
 Adopting the new asset management strategy;
 Updating and aligning the asset management
plans to the asset management strategy; and
 Updating and preparing the LTFP for 2021/222030/31 by incorporating the additional
depreciation of NIB stadium into the asset
sustainability ratio and revising strategies to
attain the benchmark ratio.
Department of Local Government Sport and Cultural
Industries is in the process of reviewing the current
local government ratios as part of the Local Govt Act
Reform and some of the benchmarks will be reviewed
to be aligned based on the size of the Local
Government.
February 2021:
Work has commenced on the LTFP and 4 year capital
works program and strategies on how to improve the
asset sustainability and operating surplus ratios is being
explored.
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EA 2020/12 (19)
Office of the Auditor General – Financial Audit – Periodic cleansing of the
supplier masterfile

Finding
During our audit, we identified that there were several old and outdated supplier
records. The City of Vincent does not have a formalised process to periodically
review its supplier master file to remove/deactivate old, unused or duplicate supplier
records.

Responsible Officer:
Executive Manager Financial Services

December 2021:
A detailed process will be developed to ensure the
Creditors master file will be reviewed. This will be
conducted every 6 months to ensure inactive, old,
unused or duplicate creditors records are removed or
deactivated.

31 March 2021

February 2021
On track

The supplier master file is a comprehensive file in the financial system which stores
key information about suppliers for processing payments to suppliers, including
information on bank accounts and addresses.
Rating: Moderate
Implication
The presence of old and unused supplier records increases the risk of duplicate
records which also increases the risk of duplicate payments being made. It also
increases the risk of fraud, as the unused records can be modified and used to make
unauthorised payments.
Recommendation
Management should perform a periodic review of the supplier master file to
remove/deactivate inactive, old, unused or duplicate records.
Risk Rating (prior to controls)
Moderate
Risk Rating (with current controls)
Moderate
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EA 2020/12 (20)
Office of the Auditor General – Financial Audit – Timing of monthly
reconciliations

Finding
During our audit, we identified many of the key reconciliations are prepared prior to
close off the sub modules which led to variances between the reconciled balances
within the trial balance used to prepare the financial statements.
In addition we noted a number of inappropriate reconciling items included within the
Municipal bank account reconciliation at 30 June 2020, these were subsequently
corrected during the audit process.

Responsible Officer:
Executive Manager Financial Services

December 2020:
All monthly reconciliations are undertaken as part of
preparing the month end financial statements.
However, due to a timing variance the reconciliation
process will be reviewed and updated

31 January 2021

February 2021
All monthly general ledger reconciliation is now being
validated to the month end trial balance. This is being
reviewed by the Financial Services Coordinator.

Complete

Rating: Moderate
Implication
Reconciliations are a key control for ensuring financial data is completely and
accurately reflected in the general ledger from which financial statements are
derived. The absence of a robust process by the City of Vincent over the
reconciliations on period end balances can result in errors or omissions remaining
undetected, leading to misstatements in the financial statements.
Recommendation
We recommend management review their current processes for monthly
reconciliations and ensure balances reconciled are those reported and reconciling
items are appropriate.
Risk Rating (prior to controls)
Moderate
Risk Rating (with current controls)
Moderate
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EA 2020/12 (21)
Office of the Auditor General – Financial Audit – Quotations - minimum
number not obtained

Finding
Council’s purchasing policy states that where the value of a purchase is between
$200 and $20,000, at least two written quotes must be obtained and recorded.
During our expenditure testing, which included reviewing the procurement process,
we identified 3 purchases in this range, out of a sample of 36, where there was
insufficient documentation to indicate that the requisite number of quotations had
been obtained.

Responsible Officer:
Executive Manager Financial Services

December 2020:
The following actions will be taken:
-The Procurement team will schedule training for
individual directorates to reinforce City’s Procurement
Framework and Policy; and
-Ongoing procurement audits will be conducted to
ensure compliance.

31 March 2021

February 2021
Procurement training has commenced for all
directorates. The additional resource in procurement
will be able to assist with the compliance audit. In the
process of finalising the recruitment for this role.

Implication
If purchases are made without obtaining sufficient quotes, there is a risk of
favouritism of suppliers and not obtaining value for money.
Recommendation
i) For purchases below the tender threshold, quotes should be obtained, in
accordance with the City of Vincent’s purchasing policy
ii) If instances arise where it is impractical to obtain the requisite number of
quotations, the reasons should be recorded and attached to the purchase
order at the time of the purchase being made.
Risk Rating (prior to controls)
Moderate
Risk Rating (with current controls)
Moderate
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