ORDINARY COUNCIL MEETING AGENDA 27 JULY 2021

12.2 REPORT AND MINUTES OF THE AUDIT COMMITTEE MEETING HELD ON 6 JULY 2021

Attachments: 1. Audit Committee Meeting Minutes - 6 July 2021
2. Attachments to Audit Committee Minutes - 6 July 2021
3. Audit Log - 6 July 2021 - Confidential

RECOMMENDATION:

That Council:

1. RECEIVES the minutes of the Audit Committee Meeting of 6 July 2021, as at Attachment 1;
2. NOTES the recommendation of the Audit Committee with respect to item 5.2;

3. ADOPTS the recommendations of the Audit Committee with respect to items 5.5 and 5.6.

PURPOSE OF REPORT:

To report to Council the proceedings of the Audit Committee at its meeting held on 6 July 2021 in

accordance with clause 2.21(1) oftheCi t y6s Meeti ng Procedures Local Law 2
BACKGROUND:

The Cityds Audit Committee is a statutory committee of
of the Local Government Act 1995. The role of the Audit Committee is to provide independent advice and
assurance to Council over the Citybds risk management,
management.

The Audit Committee meets approximately every two months and comprises of three external independent
members (one of which is the Audit Committee Chair) and four Elected Members.

DETAILS:

At its meeting on 6 July 2021 the Audit Committee considered seven agenda items as follows:

5.1 Office of the Auditor General (OAG) entrance meeting 2020/21

5.2 Amendments to the City's Risk Management Policy and Procedure

5.3 Tender evaluation and Assessment Process

5.4 Review of the number and composition of audit committee members and reimbursement of external
members

5.5 Review of the City's Audit Log

56 Review of Office ofRegohie2028/a021 LooalGoverenmert Generadl Gomputer
Controls

5.7 Report on the non-structuralrisksas soci at ed with the Cityds ageing sp

Details of the agenda items are set out below.

5.1  Office of the Auditor General (OAG) entrance meeting 2020/21

Representatives from the OAG attended to present the planning summary for the upcoming audit for
2020/21.

5.2 Amendments to the City's Risk Management Policy and Procedure
A representative from RiskWest attended to present the proposed Risk Management Policy and Procedure.

5.3 Tender Evaluation and Assessment Process
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WALGA governance and procurement experts presented on the roles and responsibilities of Councillors and
staff in the procurement process. The consistent feedback was that the evaluation of tenders was an
administrative function requiring the application of procurement expertise. The separation between
administrative functions and council decision making related to tenders needs to be preserved to protect the
probity and legislative compliance of the process; protect council from risk; and protect council members
from the real or perceived potential for conflicts of interest.

5.4 Review of the number and composition of audit committee members and reimbursement of
external members

The A/Executive Manager Corporate Strategy & Governance advised that the Audit Committee Terms of
Reference were being reviewed. They will be presented to Council and advertising for external independent
members will take place shortly.

5.5 Review of the City's Audit Log

A summary of the items completed and ongoing as at 6 July 2021 is below. No items were added to the
Audit Log at this meeting.

A summary of the Audit Log items is below, including the risk rating:

Total Moderate Low
Closed at 4 May 2021 15
Open at 6 July 2021 8 1 1
Confidential items open at 11 1 1
6 July 2021
Complete at 6 July 2021 6 1 1
Total Ongoing as at 6
July 2021

New items at 6 July 2021 - - - - -
Items overdue from - - - 6 -
original due date
Items overdue for 3 - - - 3 1
months
Items overdue for 6 - - - - -
months

Significant High

[CoR >N
N

[CoJF>N

The only current significant item is:

1. EA: 2020/12 (14) Office of the Auditor General i Financial Audit i Access Levels within Authority.
5.6 Office of the Auditor General Report i 2020/2021 Local Government General Computer
Controls

An overview of the findings raised by the OAG in their Local Government General Computer Controls audit.
The audit report benchmarks and guides implementation of appropriate controls to maintain reliable, secure
and resilient information systems. The City performed a self-assessment of IT controls against the six OAG
categories in June 2020 and assessed that it did not meet the benchmark in any category. The City is
managing 18 discrete initiatives to help it meet this level, with all change expected to be complete by
December 2021.

5.7 associated with the

Reportonthenon-st ruct ur al ri sks

assets

This report was postponed until the 31 August 2021 Audit Committee meeting, to allow time for RiskWest to
provide their report.

CONSULTATION/ADVERTI SING:

Nil.
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LEGAL/POLICY:

Clause 2.21 of the Cityds Meet ithagthePapatarddinutessfal oc al

Committee meeting are to be provided to Council.

The Audit Committee Terms of Reference govern the functions, powers and membership of the Audit
Committee.

RISK MANAGEMENT IMPL ICATIONS:

Low: It is low risk for Council to consider the report and minutes of the Audit Committee meeting on 4
May 2021.

STRATEGIC IMPLICATIO NS:
Thi s i s i n keepiStajegicwGomrhunity Rlan 2028-20380 s

Innovative and Accountable

Our resources and assets are planned and managed in an efficient and sustainable manner.
We are open and accountable to an engaged community.

SUSTAINABILITY IMPLI CATIONS:

This does not contribute to any environmental sustainability outcomes. This action/activity is environmentally
neutral.

PUBLIC HEALTH IMPLIC ATIONS:

This is not in keeping withanyoft he pri ori ty heal t PublicHeakthdae2020-2325.t h e

FINANCIAL/BUDGET IMP LICATIONS:

Nil.
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AUDIT COMMITTEE MINUTES 6 JULY 2021
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ORDINARY COUNCIL MEETING

27 JULY 2021

AUDIT COMMITTEE MINUTES

6 JULY 2021

MINUTES OF CITY OF VINCENT

AUDIT COMMITTEE

HELD AS E-MEETING ON TUESDAY, 6 JULY 2021 AT 1.00PM

PRESENT: Mr Conley Manifis
Cr Ashley Wallace

Mr Robert Piper
Mr Aaron Smith

IN ATTENDANCE: David MacLennan
Virginia Miltrup

Vanisha Govender
Peter Ferguson

Jordan Koroveshi
Mark Ambrose
Jeff Sweetham

Mark Humphries
Tania Narkevich

James McGovern
Jeremy Chalmers

Wendy Barnard

1 INTRODUCTION AND WELCOME

Independent External Member (Chair)
South Ward (left at 2.45pm during Item
5.6)

Independent External Member
Independent External Member

Chief Executive Officer

Executive Manager Community &
Business Services

Executive Manager Financial Services
Executive Manager Information and
Communication Technology
A/Executive Manager Corporate Strategy
& Governance

Senior Director, Office of the Auditor
General (Item 5.1)

Audit Manager, Office of the Auditor
General (Item 5.1)

Partner, RiskWest (Item 5.2)
Procurement Specialist, WALGA (Item
5.3)

Manager Governance and Procurement,
WALGA (ltem 5.3)

Procurement and Contracts Officer (ltem
5.3)

Council Liaison Officer

IT'he Presiding Member, Conley Manifis, declared the meeting open at 1.02pm and read the following

Acknowledgement of Country statement

“The City of Vincent would like to acknowledge the Traditional Owners of the land, the Whadjuk people of the
Noongar nation and pay our respects to Elders past, present and emerging”.

2 APOLOGIES / MEMBERS ON AFPPROVED LEAVE OF ABSENCE

Cr Joshua Topelberg on approved leave of absence from 21 June 2021 to 26 July 2021.
Cr Susan Gontaszewski on approved leave of absence from 26 June 2021 to 08 August 2021.

Cr Dan Loden was an apology for this meeting.

3 DECLARATIONS OF INTEREST

Conley Manifis declared an impartiality interest. The extent of his interest is that his company is contracted

by the Office of the Auditor General to complete external audits.
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AUDIT COMMITTEE MINUTES 6 JULY 2021

4 CONFIRMATION OF MINUTES

COMMITTEE DECISION

Moved: Mr Piper, Seconded: Cr Wallace
That the minutes of the Audit Committee held on 4 May 2021 be confirmed.

CARRIED UNANIMOUSLY (4-0)

For: Mr Manifis, Cr Wallace, Mr Piper and Mr Smith

Against: Nil

(Cr Topelberg was on approved leave of absence for the Meeting.)
(Cr Loden was an apology for the Meeting.)

(Cr Gontaszewski was on approved leave of absence for the Meeting.)
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AUDIT COMMITTEE MINUTES 6 JULY 2021

5 BUSINESS ARISING

5.1 OAG ENTRANCE MEETING 2020/21 AUDIT
Attachments: 1. Entrance meeting - Planning Summary a

RECOMMENDATION:

That the Audit Committee NOTES the audit planning summary for the 2020/21 financial year.

COMMITTEE DECISION ITEM 5.1

Moved: Mr Smith, Seconded: Cr Wallace
That the recommendation be adopted.

CARRIED UNANIMOUSLY (4-0)

For: Mr Manifis, Cr Wallace, Mr Piper and Mr Smith

Against: Nil

(Cr Topelberg was on approved leave of absence for the Meeting.)
(Cr Loden was an apology for the Meeting.)

(Cr Gontaszewski was on approved leave of absence for the Meeting.)
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AUDIT COMMITTEE MINUTES 6 JULY 2021

5.2 AMENDMENTS TO THE CITY'S RISK MANAGEMENT POLICY AND PROCEDURE

Attachments: 1. Draft Amendment 1 to Risk Management Policy (tracked changes) b
2. Draft Risk Management Procedure B

RECOMMENDATION:
That the Audit Committee recommends to Council that it:

1. ENDORSES Amendment 1 to the City’s Risk Management Policy, as at Attachment 1, which will
be subject to public notice and formal adoption by Council; and

2. NOTES the new Risk Management Procedure as at Attachment 2.

COMMITTEE DECISION ITEM 5.2

Moved: Cr Wallace, Seconded: Mr Smith
That the recommendation be adopted.

CARRIED UNANIMOQUSLY (4-0)

For: Mr Manifis, Cr Wallace, Mr Piper and Mr Smith

Against: Mil

(Cr Topelberg was on approved leave of absence for the Meeting.)
(Cr Loden was an apology for the Meeting.)

(Cr Gontaszewski was on approved leave of absence for the Meeting.)
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AUDIT COMMITTEE MINUTES 6 JULY 2021

54 REVIEW OF NUMBER AND COMPOSITION OF AUDIT COMMITTEE MEMBERS AND
REIMBURSEMENT OF EXTERNAL MEMBERS

Attachments: Nil

RECOMMENDATION:

I'he A/Executive Manager Corporate Strategy & Governance will present the options on composition and

reimbursement of external members

The A/Executive Manager Corporate Strategy & Governance advised that the Audit Committee Terms of
Reference were being reviewed. They will be presented to Council and advertising for external independent
members will take place shortly.
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AUDIT COMMITTEE MINUTES 6 JULY 2021

5.3 TENDER EVALUATION AND ASSESSMENT PROCESS
Attachments: Nil

RECOMMENDATION:
That the Audit Committee:
1. NOTES the City’s tender evaluation and assessment process and associated advice provided

from Department of Local Government, Sport and Cultural Industries (DLGSCI) and Western
Australian Local Government Association (WALGA).

COMMITTEE DECISION ITEM 5.3

Moved: Cr Wallace, Seconded: Mr Piper
That the recommendation be adopted.

CARRIED UNANIMOQUSLY (4-0)

For: Mr Manifis, Cr Wallace, Mr Piper and Mr Smith

Against: Mil

(Cr Topelberg was on approved leave of absence for the Meeting.)
(Cr Loden was an apology for the Meeting.)

(Cr Gontaszewski was on approved leave of absence for the Meeting.)
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AUDIT COMMITTEE MINUTES 6 JULY 2021

5.5 REVIEW OF THE CITY'S AUDIT LOG

Attachments: 1. Audit Log as at 28 June 2021 b7
2. Confidential Audit Log - Confidential

RECOMMENDATION:

That the Audit Committee recommends to Council that it:

1. NOTES the status of the City’s Audit Log, at Attachment 1;

2. NOTES that the completion date for the below items was previously extended:

21 EA:2020/10 (1) (a) and (b) Office of the Auditor General Information Systems Audit —
Confidential — extended from February 2021 to August 2021 and on track for completion;

2.2 EA:2020/10 (11) Office of the Auditor General Information Systems Audit — Confidential —
extended from January 2021 to August 2021 and on track for completion; and

2.3 EA:2020/10 (12) Office of the Auditor General Information Systems Audit — Confidential —
extended from February 2021 to December 2021, as it has been planned as a staged
approach.

2.4 EA:2019/7 Office of the Auditor General's Performance Audit 2019 - Fraud Prevention in
Local Government - Findings and Recommendations — was proposed for closure at the 2
March 2021 meeting but reinstated until training has been completed. Was completed in
May 2021; and

25 EA:2020/10 (20) Office of the Auditor General Information Systems Audit — Business
Continuity Plan — Testing was extended from March 2021 to April 2021 and on track for
completion.

3. APPROVES the amendment to the proposed completion date for the following items:

31 EA:2020/10 (1) (a) and (b) Office of the Auditor General Information Systems Audit —
Confidential — extended from August 2021 to October 2021 and now on track for
completion;

3.2 EA:2020/10 (3) Office of the Auditor General Information Systems Audit — Segregation of
Duties — extended from August 2021 to October 2021 and on track for completion.

3.2 EA:2020/10 (9) Office of the Auditor General Information Systems Audit — Authority User
Review Process — extended from August 2021 to October 2021 and on track for
completion;

3.3 EA:2020/10 (10) Office of the Auditor General Information Systems Audit — Authority
Event Monitoring — extended from February 2021 to October 2021 and on track for
completion;

3.4 EA:2020/10 (11) Office of the Auditor General Information Systems Audit — Confidential —
extended from August 2021 to October 2021 and on track for completion;

3.5 EA:2020/10 (14) Office of the Auditor General Information Systems Audit — Data Centre
Management — extended from January 2021 to September 2021 and on track for
completion; and

3.6 EA:2020/12 (9) Stanton Reg 5 & 7 Review — Authority Access — extended from August
2021 to October 2021 and on track for completion.

3.7 EA:2020/12(14) Office of the Auditor General - Financial Audit - Access Levels within
Authority — extended from August 2021 to October 2021 and on track for completion.
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AUDIT COMMITTEE MINUTES 6 JULY 2021

COMMITTEE DECISION ITEM 5.5

Moved: Cr Wallace, Seconded: Mr Piper
That the recommendation be adopted.

CARRIED UNANIMOUSLY (4-0)

For: Mr Manifis, Cr Wallace, Mr Piper and Mr Smith

Against: Nil

(Cr Topelberg was on approved leave of absence for the Meeting.)
(Cr Loden was an apology for the Meeting.)

(Cr Gontaszewski was on approved leave of absence for the Meeting.)
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AUDIT COMMITTEE MINUTES 6 JULY 2021

5.6 OFFICE OF THE AUDITOR GENERAL REPORT - 2020/2021 LOCAL GOVERNMENT
GENERAL COMPUTER CONTROLS

Attachments: Nil

RECOMMENDATION:

That the Audit Committee recommend to Council that it:

1. NOTES findings from Office of the Auditor General’s ‘Local Government General Computer
Controls’ audit (May 2021).

COMMITTEE DECISION ITEM 5.6

Moved: Mr Smith, Seconded: Cr Wallace
That the recommendation be adopted.

CARRIED UNANIMOQUSLY (4-0)

For: Mr Manifis, Cr Wallace, Mr Piper and Mr Smith

Against: Mil

(Cr Topelberg was on approved leave of absence for the Meeting.)
(Cr Loden was an apology for the Meeting.)

(Cr Gontaszewski was on approved leave of absence for the Meeting.)
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AUDIT COMMITTEE MINUTES 6 JULY 2021

5.7 REPORT ON THE NON-STRUCTURAL RISKS ASSOCIATED WITH THE CITY'S AGEING
SPORTING INFRASTRUCTURE ASSETS

Attachments: Nil

This report has been postponed until the 31 August 2021 Audit Committee meeting, to allow time for
RiskWest to provide their report.
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AUDIT COMMITTEE MINUTES 6 JULY 2021
6 GENERAL BUSINESS
7 NEXT MEETING

31 August 2021

. Audit Log Review

. Review of New Risk Register

. Report on the non-structural risks associated with the City's ageing sporting infrastructure
assels (Leederville Oval, Litis Stadium and Beatty Park)

. Internal Audit Program — Appointment of Auditor

. OAG performance audit and other audit / best practice recommendations (if required)

. External audit interim findings

8 CLOSURE

I'here being no further business the meeting closed at 2.47pm

These Minutes will be confirmed at the 31 August 2021 meeting of the Audit Committee as a true record and
accurate of the Audit Committee meeting held on 6 July 2021

Signed: Mr Conley Manifis

Dated
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AUDIT COMMITTEE ATTACHMENTS 6 JULY 2021
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AUDIT COMMITTEE ATTACHMENTS 6 JULY 2021

Office of the Auditor General
Western Australia

Annual financial report audit -
Planning summary

City of Vincent

Year ended 30 June 2021

OAG

6 July 2021 Office of the Auditor General

Serving the Public Interest

Iltem 5.1- Attachment 1 Page 4

Item 12.2- Attachment 2 Page 20



ORDINARY COUNCIL MEETING

27 JULY 2021

AUDIT COMMITTEE ATTACHMENTS

6 JULY 2021

1.

The planning summary

This summary of our audit plan explains our approach to the audit of the annual financial
report.

In particular, this summary includes:

Introduction

Qur audit approach

Significant risks and other audit issues
Audit emphasis and significant account balances
Management representation letter

Related entities

Reporting protocols

Proposed audit schedule

Audit evidence — specific audit requirements
Audit fee

Your audit team

Other audit activities

If there are any matters in the summary that you would like clarified, please do not hesitate to
contact us.

There may be areas where you would like us to increase the audit focus. We would be pleased
to discuss these to determine the most efficient and effective approach to performing this work.

Page 2 of 15
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AUDIT COMMITTEE ATTACHMENTS 6 JULY 2021

2. Introduction

The annual financial statement audit of your local government is one of 148 local government
and regional council that the Auditor General will perform for 2020-21. We have elected to
use our OAG staff to perform your audit in-house.

Our audit approach is designed to specifically focus audit attention on the key areas of risk
you face in reporting on your finances and performance.

It is important to note that:

¢ Under the Local Government Act 1995 and associated regulations, the Council and the
CEO are responsible for keeping proper accounts and records, maintaining effective
internal controls, preparing the annual financial report, and complying with the Local
Government Act and Regulations, and other legislative requirements.

* An audit does not guarantee that every amount and disclosure in the annual financial
report is error free. Also, an audit does not examine all evidence and every transaction.
However, our audit procedures should identify errors or omissions significant enough to
adversely affect the decisions of users of the annual financial report.

¢ The Council and CEO are responsible for ensuring the accuracy and fair presentation of
all information in its annual report, and that it is consistent with the audited annual
financial report. We do not provide assurance over your annual report.

¢ Under the Local Government Act 1995 and associated regulations, the Council and the
CEO have responsibility for maintaining internal controls that prevent or detect fraud or
error and to ensure regulatory compliance. The Audit Committee and the Auditor
General should be informed by management of any fraud or material errors. During the
audit we will make inquiries with management about their process for identifying and
responding to the risks of fraud, including management override. It should be noted that
our audit is not designed to detect fraud, however should instances of fraud come to our
attention, we will report them to you.

Our audit is conducted in accordance with Australian Auditing Standards. Our aim is to
provide reasonable assurance whether the annual financial report is free of material
misstatement, whether due to fraud or error. We perform audit procedures to assess
whether, in all material respects, the annual financial report is presented fairly in accordance
with the Local Government Act 1995, Local Government (Financial Management)
Regulations 1996 and Australian Accounting Standards.

The nature of the audit is influenced by factors such as:
* the use of professional judgement

* selective testing
« the inherent limitations of internal controls
* the availability of persuasive rather than conclusive evidence.

As a result, an audit cannot guarantee that all material misstatements will be detected. We
examine, on a test basis, information to provide evidence supporting the amounts and
disclosures in the annual financial report, and assess the appropriateness of the accounting
policies and disclosures used and the reasonableness of significant accounting estimates
made by management.

Page 3 of 15
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AUDIT COMMITTEE ATTACHMENTS 6 JULY 2021

3. Our audit approach

Our audit approach comprises four steps:

o Update our understanding
of your business and
e ® Overall evaluation of processes
the audit evidence

® Completion procedures

. o |dentify and assess risk
#® Form an opinion
® |dentify significant

¢ Finalise report to accounts
management and users
including Parliament # Understand and evaluate

control environment

#® Review format of the # Test operating
financial report effectiveness of controls,
where appropriate

o Verify balances

and disclosures in ® Assess reliance on
the financial report, controls
9 including the Notes
® Sample testing of g
transactions

® Assess risk of
misstatement

Page 4 of 15
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AUDIT COMMITTEE ATTACHMENTS 6 JULY 2021

4.

Significant risks and other audit issues

Through discussions with your staff and the previous auditors, we have identified the following

issues and key areas of risk affecting the audit.

Details of risk / Issue Audit approach

Audit findings reported in the previous audit

Financial audit
* 5significant, 3 moderate and 1 minor

Information systems audit
* 2 significant, 21 Moderate and 1 minor

Refer to Appendix A for a brief description of the
findings.

We will follow up these issues to assess the
extent of action taken.

Key changes to accounting and auditing standards that
impact your entity for the first time this year:

* AASB 1059 Service Concession Arrangements -
Grantors
This Standard addresses the accounting for a
service concession arrangement (a type of public
private partnership) by a grantor that is a public
sector agency by prescribing the accounting for the
arrangement from the grantor's perspective.
Timing and measurement for the recognition of a
specific asset class occurs on commencement of the
arrangement and the accounting for associated
liabilities is determined by whether the grantee is
paid by the grantor or users of the public service
provided.

* ASA 540 Accounting Estimates (Revised)
The revised standard further emphasise the
requirements on the management estimation
process. Management's methods, assumptions and
data used in determining the estimate and related
disclosures on the financial statement

We will review management’s assessment
of the impact of the new or revised
standards, determine whether, to the extent
necessary, your entity has applied the
standards correctly, and ensure the annual
financial report complies with the revised
requirements of each standard.

Accounting for the City's joint ventures:
+ Mindarie Regional Council
+ Tamala Park Regional Council

We will review management's assessment
of the impact of the transaction, determine
whether, to the extent necessary, your

entity has treated the transaction correctly.

The following annual financial report items are derived
from accounting estimates and hence will receive
specific audit attention:

« provision for annual and long service leave
s fair value of assets

* impairment of assets

+ reasonableness of useful lives for PPE

We will review the method and underlying
data that management and where
applicable third parties use when
determining critical accounting estimates.
This will include considering the
reasonableness of assumptions and
corroborating representations.

Changes to the financial management system that
impact for the first time this year

- revision to the City's chart of accounts

We will review the changes made to the
City's chart of account and ensure the

Page 5 of 15
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AUDIT COMMITTEE ATTACHMENTS 6 JULY 2021

Details of risk / Issue Audit approach

revised chart of account allows for accurate
statutory reporting.

Important changes in management or the control As at the date of the entrance meeting, we
environment are not aware of any changes in
management or the control environment.
Where we are made aware of changes
during the audit, we will review any relevant
changes to management roles and related
delegations, to confirm that no temporary or
ongoing control gaps have occurred.

5. Audit emphasis and significant account
balances

Our audit approach involves an assessment of your overall control environment and internal
financial controls over individual key business cycles.

We have initially assessed the controls as conducive to reliable processing of financial and
performance information and effective internal control.

Our audit methodology provides for business cycle controls to be tested on a rotation basis
over a period of three years.

The extent of our reliance on controls, together with the materiality level, determines the nature
and extent of our audit procedures to verify individual account balances, classes of
transactions and disclosures.

This year, we will test controls on the following business cycles:

* [Payroll

The controls for the following business cycles will be reconfirmed, as we understand that there
have been no significant changes since they were last tested:

¢ Revenue
» [Expenses
¢ [Property, plant and equipment

Our audit will be split into two components, the interim audit and the final audit. Majority of the
audit work will be performed during final audit.

The interim audit will focus on:
* addressing prior year’'s audit findings

* reviewing entity's assessment on AASB 1059 Service Concession Arrangements —
Grantors

s clarifying significant accounting issues before the annual financial report is prepared for
audit

Page 6 of 15
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AUDIT COMMITTEE ATTACHMENTS 6 JULY 2021

updating our understanding of the control environment and assessing the design and
implementation of key controls

The final audit includes:

updating our understanding of the City's business
Assessing the operating effectiveness of key controls where appropriate

sample testing transactions to confirm the accuracy and completeness of processing
accounting transactions

verifying material account balances, classes of transactions and disclosures using a
combination of substantive analytical procedures, tests of details, substantiation to
subsidiary records and confirmation with external parties

reviewing the annual financial statement and notes for compliance with the Local
Government Act 1995, Local Government (Financial Management) Regulations 1996 and
Australian Accounting Standards.

In addition, we will audit key information systems controls and perform a capability maturity
assessment of your information system management processes and controls. This will be
based on the assessment of our information system audit staff, but will also give consideration
to a self-assessment by your ICT staff.

The key objectives of the information systems audit are to:

+ Provide a preliminary conclusion over the General IT Controls covering the following:
o Information Security

o Change Control
o Information Resource Strategy and Planning
o IT Operations
o Risk management / Internal Audit
o Business Continuity
* Assess the adequacy of these controls
» Conduct testing (operating effectiveness) on selected IT controls as per our test plans
* Follow up of IS audit issues raised in the previous audit; and
* Complete the Capability Maturity Assessment.

The planned information system audit approach is as follows:

* Determine whether appropriate controls are in place;

* Prepare and execute test plans to obtain assurance of the operation of controls,
+ Review appropriate documentation,

+ Evaluate the effectiveness of the controls.

« |Internal vulnerability scans of Finance, HR systems and key operational systems
identified.
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The table below lists those items in the Statement of Financial Position and the Statement of
Comprehensive Income that are significant account balances, and our planned audit approach
for these balances. When selecting significant account balances, we consider materiality, the
nature of the balance, inherent risk and the sensitivity of disclosures.

Statement of financial position

Cash and cash 7,539 | « Review internal controls and reconciliations
equivalents « Verify year end balance through bank confirmations
*  Analytical review
Trade and Other 4,289 | »  Year end cut-off testing
Receivables (current and p :
ey . Rev!ew subs_eguent receipts
+« Review provision for doubtful debts
* Analytical review
* Obtain listing of prepayments and select a sample to
recalculate prepayment amount
Financial assets 12,643 | «  Confirm fair value of managed funds to year end
measured at statements from investment funds

amortised cost 9593 | » Confirm fair value of investments to audited financial

Equily accounted statement of associates
investments

Property, plant and 285,275 | « Review key processes/controls
equipment « Verify asset additions and disposals
* Assess assels for impairment

Infrastructure 178,007 | o Test items posted to construction in progress to
assess appropriateness of expenses being capitalised
* Assess whether carrying amounts approximate fair
value
* Confirm balances to independent valuation reports
Trade and Other 6,702 | « Review of key processes/controls
Payables « Test for unrecorded liabilities
s Year end cut off testing
*  Analytical review
Borrowings (current and 8,804 | « Agree amounts to lender confirmation
non-current) +* Review the current — non-current classification of the
borrowings in the financial statements
Provisions (current and 4,806 | » Review the reasonableness of assumptions and
non-current) calculations
+ Agree amounts to management's calculations
*  Analytical review
Page 8 of 15
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Statement of comprehensive income

remuneration and key
management personal
compensation

Rates revenue 35679 | « Review of key processes and controls
« Analytical review
* Year end cut off testing
Operating grants and 2,011 | « Review of key processes and controls
subsidies « Sample testing of transactions
Fees and charges 15,719 | « Review of key processes and controls
* Analytical review
* Year end cut off testing
Employee related 25474 | « Review of key processes and controls
expenses « Analytical review
Materials and 16,704 | « Review of key processes and controls
contracts + Sample testing of transactions
+ Analytical review
Depreciation and 13,918 | « Review of management's assessment of the useful
amortisation lives of assets and assess reasonableness
*  Analytical review
O;r_\er expenses & 4,657 | « Review of key processes/controls
utility charges « Sample testing of transactions
* Analytical review
Stat t note discl es
Elected members 1,264 |« Verify to contracts/agreements

Review accounting treatment

Major land
transactions

Review disclosure for compliance with the relevant legislation

Verify transactions to underlying source documents

Major trading
undertaking

Review disclosure for compliance with the relevant legislation
Review management process for reporting major trading undertakings

Related parties
transactions

Obtain representation from relevant parties
Review of transactions

Reserves

Review of transactions
Sample testing of transactions

Financial ratios

Review of calculations, assessment of adverse trends

Contingent assets and
liabilities

Obtain representation from management
Obtain confirmations from relevant agencies
Review of minutes and legal expenditure
Assess reasonableness of disclosures
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6. Management representation letter

The above audit procedures assume that management expects to be in a position to sign a
management representation letter. The proposed letter for this purpose is attached. This letter
should be reviewed and tailored to meet your local government's particular circumstances, and
be signed and dated by the CEO and Director Community and Business Services as close as
practicable to the date of the proposed auditor’s report. Ordinarily, this would be no longer than
five working days prior to the issue of the auditor’s report.

Please bring to the attention of the Mayor that we will also be relying on the signed Statement

by CEQ in the annual financial report as evidence that they confirm:

* they have fulfilled their responsibility for the preparation of the annual financial report in
accordance with the Local Government Act 1995, Local Government (Financial
Management) Regulations 1996 and Australian Accounting Standards

« they have provided us with all relevant information necessary or requested for the purpose
of the audit

+ all transactions have been recorded and are reflected in the annual financial report.

7. Related entities

Section 7.12AL of the Local Government Act 1995 applies section 17 of the Auditor General
Act 2006 to a local government. Section 17 requires a local government to advise the Auditor
General in writing of details of all related entities that are in existence.
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8. Reporting protocols

Significant issues identified during the course of the audit will be discussed with relevant staff
and management as soon as possible after being identified. Draft management letters will be
provided to your Executive Manager Financial Services (or other nominated representative) for
coordination of comments from appropriate members of your management. We request that
these be returned quickly, preferably within 10 working days.

At the conclusion of the audit, the abovementioned management letter will accompany the
auditor's report and the audited annual financial report forwarded to the Mayor, the CEO and
the Minister for Local Government. The management letter is intended to communicate issues
arising from the audit that may impact on internal control, compliance, and financial reporting.

Where considered appropriate, and to ensure timely reporting of audit findings and action by
management, interim management letters may be issued to the CEO.

On conclusion of the audit we propose to discuss the audit outcomes with the audit committee,
CEO and Councillors.

Thereafter, as required by section 7.12AD(2) of the Local Government Amendment (Auditing)
Act 2017 we will give our auditor’s report to the CEO, the Mayor and Minister. We will also give
them any management letter issues, including interim management letters.

Specific matters resulting from issues identified during the audit may be reported in an Auditor
General's Report to Parliament. Should this occur, you will be consulted in advance to assure
the context and facts of the issue are adequately represented.
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9. Proposed audit schedule

Audit planning
Interim audit
Information syst

Final tnal balance

By 12 November

By 19 November

26 November

Audit opinion issued

*Timing of the exit meeting is dependent on the provision of high quality draft financial statements presented to audit vith minimal
changes required between the dralt and final version along with timely resolution of any accounting issues

10. Audit evidence - specific audit
requirements

We will discuss our requirements with your staff to facilitate a timely, efficient and effective
audit. We will formally agree our information requirements and timeframes for the final audit
with your Finance Manager using our Prepared by Client Listing. This Listing is intended to
help your staff to have various documents readily available when we perform our audit. Please
note however that in several instances, particularly during our audit sampling at the interim
visits, audit staff will need to retrieve some evidence themselves, rather than being given the
evidence by your staff. This is essential for an independent audit.
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11. Audit fee

Our expected cost for this year is estimated at $54,100 (last year's fee was $55,000). Our
indicative fee is based on full cost recovery. It is calculated from an estimate of the time required
by our staff to complete your audit, and includes a proportion of the OAG's financial audit related
overheads, for example the cost of preparing reports to Parliament.

We are constantly searching for ways to improve efficiency and reduce audit costs within the
constraints of legislative requirements and auditing standards. However, your entity can also
contribute to reducing the cost of your audit. A well prepared financial report, working papers,
and internal audit programs that dovetail well with the work we are required to perform are some
ways that costs can be contained.

Additional costs requiring a supplementary fee can arise from such things as significant
accounting issues, errors in the financial report, breakdowns in internal controls, delays in
providing information to audit staff, or your staff being unavailable to discuss issues with the audit
team. Where circumstances arise that impact on our audit costs we may need to revise the
indicative fee at the completion of the audit.

12. Your audit team

Name Contact

6557 7526

Grant Robinson
Grant. Robinson@audit.wa.gov.au

6557 7521

Mark Ambrose
Mark. Ambrose@audit. wa.gov.au

6557 7539

Enge qer Jeff Sweetman )
ng Jeff. Sweetman@audit.wa.gov.au

6557 7617

Team Leade Nancy Won
eam & ney yrong Nancy Wong@audit wa.gov.au

Lisa Lilley Lisa.Liley@audit. wa.gov.au

Engagement Team Georgia West Georgia West@audit. wa.gov.au

Tiffany Foo Tiffany.Foo@audit.wa.gov.au

Information s Kamran Aslam 6557 7582
Consultant Kamran Aslam{@audit. wa.gov.au

Mark Ambrose is responsible for the overall quality of the audit. As your primary contact, Mark
will communicate progress and any emerging issues to you.

Page 13 of 15

Iltem 5.1- Attachment 1

Page 16

Item 12.2- Attachment 2

Page 32



ORDINARY COUNCIL MEETING 27 JULY 2021

AUDIT COMMITTEE ATTACHMENTS 6 JULY 2021

13. Other audit activities

The OAG has recently tabled the following reports in Parliament. These are available at
www.audit.wa.gov.au along with details of other audits we are currently performing. In
reporting, we aim to identify good practice and opportunities for improvement. You may
therefore wish to review these reports as they may have relevance to your local government.

Report Date tabled

Information Systemns Audit Report 2021 — State Government
Entities

16 June 2021

Western Ausltralian Public Sector Financial Statements — Better
Practice Guide

14 June 2021

Audit Results Report — 2020 Financial Audits of Universities and 2 June 2021
TAFEs

Delivering Essential Services to Remote Aboriginal Communities — | 2 June 2021
Follow-up

Local Government General Computer Controls 12 May 2021
Regulation and Support of the Local Government Sector 30 April 2021
Regulation of Consumer Food Safety by the Department of Health 1 April 2021

Department of Communities’ Administration of Family and Domestic
Violence Support Services

11 March 2021

Application Controls Audit

9 March 2021

Grants Administration

28 January 2021

COVID-19 Relief Fund

21 December 2020

COVID-19: Status of WA Public Testing Systems

9 December 2020

Audit Results Report — Annual 2019-20 Financial Audits of Local
Government Entities

11 November 2020

Transparency Report: Major Projects

29 October 2020

Transparency Report: Current Status of WA Health's COVID-19
Response Preparedness

24 Seplember 2020

Information Systems Audit Report 2020 - Local Government
Entities

25 June 2020

Western Australian Public Sector Audit Committees — Better
Practice Guide

25 June 2020

WA's Transition to the NDIS

18 June 2020

Entities

Audit Results Report — Annual 2019 Financial Audits 12 May 2020
Local Government Contract Extensions and Variations 4 May 2020
Controls of Monies Held for Specified Purposes 30 April 2020
Information Systems Audit Report 2020 — State Government 6 April 2020

Controls over Purchasing Cards

27 March 2020
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Appendix A

FINDINGS RATING

Significant Moderate

Reporting and financial control issues
1. Access levels within Authority v
2. Evidence of review of changes to employee v
masterfile
3. Classification of cash and cash equivalents v
4. Accounting for NIB stadium v
5. Adverse trends in financial ratios v
6. Periodic cleansing of the supplier masterfile v
7. Timing of monthly reconciliations v
8. Quotations — minimum number not obtained v
9. Inconsistent process for daily takings v
RATING
Aalhozs Significant Moderate Minor

Information system control findings
Database security

Vulnerability management v
Segregation of duties
Classification of information

Information security policy
Operational ICT risks

Information security training and awareness

W N| @t & b =

Network access management

9. Logging and monitoring

10. Authority user review process

11. Authority event monitoring

12. Unsupported operating systems

13. Unauthorised device connectivity

14. Network device management

15. Data centre management

16. Change management

17. Incident and problem management

18. IT asset management

19. Contract management

20. Disaster recovery plan

21. Business continuity plan -testing

22. Information security incident management plan
23. Management of removable media

24, Standard operating environment v

AN NN N NN NN ENENENENENEN RN NN RN RN N
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RISK MANAGEMENT POLICY Sy mormo

Responsible directorate Office of the CEO.

Responsible team Corporate Strategy and Governance.

Affected teams All staff.

Legislation / local law Regulation 17 of the Local Government (Audit) Regulations 1996.

requirements

Relevant delegations Nil.

Related policy procedures and Risk Management Procedure {D20/240008)-supports this Policy —
documents defines the systems and processes in place to facilitate good
practice risk management, and assigns responsibilities for the
identification, management and treatment of risks.

PURPOSE

Risk management facilitates the efficient delivery of the City of Vincent's (City's) strategic, -and-operational
and project objectives. This Policy establishes the City's risk management approach and the risk
management responsibilities of Council and Administration.

SCOPE

This Policy applies to Council, the Audit Committee and all employees and contractors of the City
of Vincent.

Responsibilities for identifying, managing and treating risks, dependant on the risk rating, are
detailed in the Risk Management Procedure.

POLICY

The City supports an organisation-wide risk management approach to identify and manage risks and
opportunities associated with the performance of the City's functions and the delivery of services. This

| Policy applies to all service and project delivery and any other decision--making activities. It ensures risks
are identified and understood and the risk treatment is incorporated into service unit planning and resource
allocation.

The City will develop and implement effective risk management systems and processes, as further defined
| in the City's Risk Management FrameworkProcedure, that:

. facilitate the achievement of the City's vision, strategies and objectives;

. provide transparent and formal oversight of risks and the controls implemented, to enable effective
decision making;

° provide guidance on the level of risk versus return associated with the City's services and projects
and
| Page| 1 Reference: D494 78366020/240003
Iltem 5.2- Attachment 1 Page 19

Item 12.2- Attachment 2 Page 35



ORDINARY COUNCIL MEETING 27 JULY 2021

AUDIT COMMITTEE ATTACHMENTS 6 JULY 2021

pog >,

RISK MANAGEMENT POLICY G more

. ensure risk controls and treatments (controls-implemented)-align with the City's risk appetite and

tolerance;
. embed appropriate and effective controls to mitigate risk;
. achieve effective corporate governance and adherence to relevant statutory, regulatory and

compliance obligations;

. enhance organisational resilience;
. identify and provide for the continuity of critical operations;-and
. ensure risk management becomes part of day-to-day service and project management and

processes, and

. ensure that an appropriate level of expertise is sought in relation to risk classification.-

Risks will be identified and managed in accordance with the risk consequence and likelihood criteria at
Attachment 1. Risks are to be classified in accordance with the risk classification matrix at Attachment 2.
Once classified, risks are to be managed in accordance with the risk rating at Attachment 3.

The acceptance and treatment of risk is dependent on the risk classification and risk rating. The treatment
of residual (i.e. with controls) risks classified as high or extreme {with-controls}-will be subject to appreval
review by the Audit Committee and Council.

IMPLEMENTATION

Any changes to this Policy will be applied to the City's existing risk register within sixty (60) days of the
Policy being amended.

SCOPE
Vircent-

Initial Council adoption DATE: <APPROVAL DATE>, REF# <TRIM REF>

Reviewed /| Amended DATE: <APPROVAL DATE>, REF#: <TRIM REF>

Next Review Date DATE: <REVIEW DATE>,

Page | 2 Reference: DAA4T8366020/240003
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ATTACHMENT 1 - RISK CONSEQUENCE AND LIKELIHOOD CRITERIA
1.1 Consequence criteria
Physical injuries/ilinesses - T I
requiting limited firs! &id Impact managed through Isolated individual's issue- Contaned, local envionmenta
treatment onsite only. normal City business practices. |based complaint with no media Breach of procedure but no Localised damage to City 'éﬁpﬁg: gntcggzg?hﬁﬂ%gngﬁgld . )
) L : y - aq y -
No expected ongoing . | coverage Anincident with low | noliceable requlatory or slatutory |property which can be rectified rectliﬁable _Inmed Short term impact on operating |insignificant breach of contract or
P psychological impacls. MW rch rosults in ! i i impact. Mi i ical | by routine interal procedures | , 2cli2ble Envionmental funds, or financial loss less than|”dejay in project which has a
== | - ) : ; which-is-covered-in-a-community]  orlegal)breach-whichis-net  |and is within operating budget damage or harm which. can b $20,000 (0.035% of operating |Minor impact on service delivery,
e butno-matenalsenace o coaner andior has-a-social | reporable-and-can-beresolved | $20.000(0.035% of operaling | SORtdnedby-anintemal budget) consistent with ‘low’ rating.
media-profilefor-maximum-of-a . budget)- ! }
B-days. one-day) day. reversed by the City's-action.
- o - . : . Environmental damage or harm
First aid injury or iliness Impact requires additional Cit : . ) . : ;
treated on site with < 3 days [management effort or respon 33:9 Iiocle;:jctammljr1lly nnuaclﬁ] o b Localised damage to City Wwhich requires a—dd'l'onfil ) .
atiributable lost time of redirection of resources to | ooiceC 0 ONe 8rea or Sindle. Ne 07 more 1emporary non property requiring additional | Management resources (o Medium term impacton — |wjinor breach of contract or delay
s — ; t ; " respond Fallure-of essels! issue based concerns. Public comgllalntcesf L{?w or medium audit resources to rectify rectify by-external-agencies-of | operating funds, or financial to project which will have minor
a | : acls lrealed) g nuption-which-results-in . or requlator findings! ion-wathi i . ject _
2g |Pswchol o-mroan ;ngt s treate _ st | or regulator findingsMore-than-one v S loss between $20,001 financial impact or delay service
= - . porary.interuplion Which | o nin, nowspapor-andior | - breach with potential forminor ' any.damage-Lhamm.canbe | $100,000 (0.035% - 0.17% of | delivery, -consistent with ‘minor
lnjury-or-ailment to-stal GARDO-FBSONOAWIRIR-ORO | (o o) i broflo which lasts | damages-or moretary ponalty. | $100,0000.035%0.17%of i operating budget). rating.
Fesuiting In-loss-ot time WOGR—WI ) forless than a few days. operating budget). actions.but can be contained
belwesn-5-10 days- ) and r reversible.
Physical injury/iliness requiring|Delays in City-critical functions,| Negative community impacts
professional treatment,  [services, aclivities or programs and concerns publicly
hospitalisation and/or lost time ) i expressed
between 3 — 10 days . Adminéstration sublect to . . o Environmental damage or harm
significant review or change, | Reduced confidence publicly Significant damage across to which requires additional
Psychological impact requiring| wath City - critical oulcomes | expressed by communily and [Short term non-compliance but with|  City-critical -propertiesy management resources by the | |mpact to service delivery due Breach of contract or delay to
° professional treatment only partially achieved. Impact stakeholders significant requlalory requirements Fequiring ongoing management Cily and edternal i imcl on operating furgd s or| Project which will impact service
® requires short term significant imposed and/or significant internal | attention i agenciesorganisalions-of  financial loss between $100,001 Gelivery or result in damages
BT |osulinginloss of time.arcat management and audit findings. Short to-medium three-months to | payable by the City, consistent
- = = organisational resources to Covered-in-community i i 1 meonth to contain, -and-any with ‘'moderate’ rating.
= than-10 days orcauses | rospond Fallure-ofassels/ | pewspaperandsocialmedia |  rosullinproseculion.Line. (5100.00He damage/-harm which is | $250,000 (0.17% - 0.43% of
membeF, OF-pUblic-oXposed-to  blico disruplion-which-resulisin-one profile whichlastsformorethan|  Investigation-may-borequired- | $250,000.(0.17%-0.43%of | containable and reversiblecan operating budget).
to-the City, but immediately additional resources-10-resolve | regulalors orstate-depariment/ City'sreversibility actions.
i cleared withinone-month)-
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Serous physical injury/iliness |Long term viability of the City is| Considerable and prolonged
requiring immediate threatened negative community impact and
emergency response or One or more critical functions dissatisfaction publicly
£ jed hospitalise : : : XpPresse - .
orolonged hospitalisation services, activities or programs expressed. Non-compliance results in &gn_lﬁcant damage across to Env)ronment_al damage or_harm
cannot be delivered. Criticism and loss of confidence|cessation of City-critical services or|  Gity-crilical propertiesy | which remairs-is uncontained, Significant impact to service | Significant changes to a project
Se : nevehological Maiority of City-critical and trust by community and imposed penalties. Significant requiring ongoing, additional fm-ouer-i_t-momh-andrreqmres delivery due toimpacton | or breach of contract which may
5 SEfous psycnolonica injury 2Oy of L1y-critca stakeholders in City's external audit or requlator resources and approvals to | a coordinated response from ing funds. or financial It in termination of o
=% | requinng medium/long term outcomes only partially rocesses and capabiliies.  |investigations andJor intervention - | rectify (Council-approvalof | the City and multiple external operaling funds, or financial | result in termination o oonﬁ'a_
== professional medical achieved or a single City. processes anc capabfilies. - |nvestigations and-for intervention.; : oraanisations and is loss between $250,001 to $1 |and significantly impacts service
treatment, counselling or | critical outcome not achieved Organisation's integrity in Non-comphance resullsin MM irre\.re_g—rsibl o external agencies, million (0.43% to 1.7% of | delivery. Ilmp_acl consistent with
ongoing intervention. Impact requires long tem q1lust::rtl‘r:]?:grr:lf:rl'_:;:{;nndla termination of services-or imposed operating budget) Period of butis-reversible-by-coordinated operating budget) major rating.
Parmanent-disability-or-life | significant management and intervention Eublic penaltios-lo-City [ Staff. restubon Up 1o s months. FespoOnse.
threatening-injury-to-staff organisational resources to ocemant binh i
member-or-public-exposed-to respond Gem-mumty-tw&(—mmdm
tothe Citvand rasultsjn | Failure-obasselsLdisnuplion CommuRity and slalo |
Death or severe permanent Majority of City-critical Slqnlfl'can} adverse CCIIT‘1 munity
disablements " |[functions, services_ aciivities or| Impact and condemnation
programs cannot be delivered
£ Maijority of City-critical %:"r""s:;lsg:‘_f?:;%?g:gigm'n‘zsp::? . . nal;;;v::;:me::?[aﬂk ng;il?s\g : Major project can-not be
3 Permanent/long term outcomes not achieved City’s capabilities and Mon-compliance results in criminal E‘;:tens;e dan(:dage; I'eq;.l[l:lng requires the lead of an extemnal completed or critical breach of
= sychological damage intentions. charges or loss of Cily's social | PrO0nged period ol restilufion Oj_,gamsamn and Is widespread|Insufficient operating funds over| contract resuilting in significant
- requinng extensive remedial | Impact cannot be managed ) licensce to operate or — S . : damages payable by the City or
fe \ntervention within the City's existing High widespread media,Public licensce (0 operate. across the City and sustained period, or loss of ges payable Dy the City
Q I resources and threatens ith-signi MNon-compliance results incaminal complete loss of City-criucal | reversiblcEnvironmental more than $1 million (over non. delivery of service for
" survivalofthe repulational-damage. iani plant, equipment and buildingw, damage-or harm-which-can-not| $1.7% of operating budget). extended time.
. organisation Eailure-of assets/ Wmam a1 I § b E -0 WW Impacts consistent with ‘extreme’
Fatality-to-staft member_of | C1danIsalion Fa : trust._ widespread and ponal : operating-budget) Foversiblo by a cooidinatod " rating
public exposed loahazard | disFuplion-which resulls in-a : ; :
andresulls-in-widespread essential services iationa 'QWF‘M .
coverage and social media
adverse health impacts flo. thi )
1.2 Likelihood criteria (refer to the description or the frequency)
5 Almost Certain The event is expected to occur in most circumstances More than once per year >95%
4 Likely The event will probably occur in most circumstances At least once per year 75-95%
3 Possible The event should occur at some time At least once in three years 25-75%
2 Unlikely The event could occur at some time At least once in ten years 5-25%
1 Rare The event will only occur in exceptional circumstances Less than once in 15 years <5%
| Page | 4 Reference: D19/478366020/240003
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1.3 CONTROLS RATING TABLE
LEVEL DESCRIPTOR DESCRIPTION
FE Fully Effective Controls are adequate,appropriate and fu rall control environment provides reasonabl
that the risk is being managed. Control objectives are being met and no improvements to controls have |
identified
A Adequate A few specific control weaknesses noted however the overall control environment is adequate, appropriate and
0 e._Certain controls may require improvement to ensure that the overall environment will continue to operate
effe
i nadequate quale or effective
eing met. The
I Fegels Reference; D19/17836602
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ATTACHMENT 2 - RISK CLASSIFICATION MATRIX
Consequence Low Minor Moderate Major ExtremeCatastrophic
Likelihood 1 2 3 4 5
Almost Certain Medium High-Medium
Likely Medium
Possible Medium Medium
Rare Medium
ATTACHMENT 3 - RISK RATING AND MANAGEMENT
Risk Classification Risk management process Responsibility
Monitor Risk acoep?able with adequate and—oﬁectw&c. ?nlrols, r:napagad by Executive Director
specific procedures and subject to ongoing monitoring
**Extreme risks require a risk freatment plan which is reported to the CEQ (via the Executive Management Committee) and the Audit Committee until the risk rating is at an acceptable level.
| Page | 6 Reference: D19/178366020/240003
Item 5.2- Attachment 1 Page 24

Iltem 12.2- Attachment 2

Page 40



ORDINARY COUNCIL MEETING 27 JULY 2021

RISK MANAGEMENT PROCEDURE gy morme

Responsible directorate Office of the CEO.

Responsible team Corporate Strategy and Governance.
_Responsible officer Executive Manager, Corporate Strategy and Governance.
Affected teams All Staff.

Legislation / local law Regulation 17 Local Government (Audit) Regulations 1996.
requirements

Relevant delegations Nil.
Related policy procedures and This document supports the Risk Management Policy by further

documents defining the systems and processes in place to facilitate good
practice risk management.

PURPOSE

To set out the framework within which the City of Vincent (City) will manage its strategic, operational and

project risks.

BACKGROUND

The City has a Risk Management Policy (Policy) approved by Council (16 June 2020 Council Meeting).

The Policy sets the tone for the City’s risk management approach and establishes the risk management
responsibilities of Council, the Audit Committee, City employees and contractors and other relevant parties

as required.

This Procedure supports the Policy by defining the systems and processes in place to facilitate good

practice risk management and the roles and responsibilities of City employees.

PROCEDURE

1.  RISK MANAGEMENT APPROACH
The City's approach to risk management determines how the City will go about managing its risks.

The City's risk management approach aligns with the AS31000:2018 Risk Management — Guidelines.
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2. OTHER RISK DOCUMENTS
Corporate Risk Register

The Corporate Risk Register (Register) lists the City’s ‘whole of organisation’ strategic, operational and
project risks. The risks are assessed without controls (i.e. inherently), with controls (i.e. residually) and
following the proposed risk management actions (i.e. post-treatment).

The Register is divided into a list of residually-rated medium, high and extreme risks (which require
reporting to the Executive Management Committee, Audit Committee and Council) and residually-rated low
and medium risks for each service area. Timeframes and ownership for the implementation of the risk

management actions are included.
Risk Appetite and Tolerance Statements

‘Risk Appetite’ sets out the risk type and levels that the City is looking to pursue to meet and optimise
opportunities. ‘Risk Tolerance’ reflects how much risk the City is able to accept in the pursuit of its

strategic, operational and project objectives.
Strategy House Service Area Risk Matrix

Each of the City's service areas has a risk matrix which sets out its strategic (where relevant), operational
and project risks which are specifically considered, where appropriate, within the context of the specific
Strategy House.

A number of documents and guidelines are also relevant to the City's risk management. These include:

. Business continuity plan (BCF) — This document describes how the City will respond to and function
in the event of a business interruption event. Itis a ‘mitigative’ control as it seeks to reduce the

consequences of risks eventuating.

. ICT disaster recovery plans — these plans assist the City to recover from Information and
Communication Technology (ICT) interruption events, from a routine, operational incident through to
a large-scale ICT event. The plans will ultimately align with the City's BCP and, again, are ‘mitigative’

controls in seeking to reduce the consequence of a risk eventuating.

. Event risk management plans — These are formal plans to mitigate any foreseeable risks that may
arise from place activation, and planning and delivering events.

. FProcurement risk assessments — A systematic, documented assessment of risks associated with all
significant purchases, as set out in the Procurement Plan. Procurement risk assessments are
required for procurement of greater than $50,000, and the level of detail required for the risk
assessment will vary depending on the significance of the purchase. Note that although the $50,000

mandatory threshold has been set by the City, the contract value of a procurement does not define its
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risk to the City so there is discretion — which should be exercised — in contract values below this

figure.
3. RISK CATEGORIES
Strategic Risks

Strategic risks relate to the uncertainty of the City achieving its long-term, strategic objectives. They are
usually owned and managed by Council and/or the Executive Management Committee. Strategic level risks
may include risks associated with achieving the objectives of the Strategic Community Plan, Corporate
Business Plan and the Long-Term Financial Plan.

Operational Risks

Operational risks relate to the uncertainty associated with developing or delivering the City's services,
functions and other activities. These risks typically have day to day impacts on the organisation or more
widely. These risks are owned and managed by the person who has responsibility for the activity, service or

function to the level of their delegated authority or capability.
Project Risks

Project risks typically sit underneath operational risks and will be managed in accordance with the City's
Project Management Framework and depending on their progress.

4. RISK MANAGEMENT PROCESS
Step 1 - Establishing the scope, context and criteria

Prior to commencing risk management, the context for the activity is clearly specified. This includes
defining:

. the purpose of the risk exercise and the expected outcomes;
. the scope, boundaries, assumptions and interrelationships;

. the environment, objective, strategy, activity, process, function, project, product, service or asset under

consideration; and
. the risk assessment methodologies orapproach.
Once this is determined, the essential personnel who need to be involved in the assessment are identified.
Step 2 - Risk Assessment
A. Risk Identification

The context defined in the previous step is used as the starting point for identifying risks. A practical and
effective approach to risk identification is to consider what is critical to the successful achievement of the
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objectives related to that particular context, and what are the potential opportunities or ‘roadblocks’ arising
from areas of uncertainty (e.g. assumptions, limitations, external factors, etc). Included in this consideration
are any internal or external events or situations which may give rise to a risk, and also any risks identified
through internal or third-party audits, assessments and reviews. Typically, risks are worded either with the

use of ‘critical success factors' (CSFs) or through ‘cause-event-consequence’ (CEC) statements:

1)  CSFs - When considering an activity, consider what is critical that you get right about the activity (e.g.
with City reporting, it may be timeliness and accuracy), and word the risk based on this critical activity

(e.g. failure to ensure timely and accurate City reporting);

2) CECs - Consider the event that you are most concerned about (e.g. timely reporting), the principal
potential cause (e.g. Inadequate reporting systems) and the principal potential consequence (e.g.
sub-optimal decision making). These can then be constructed into a statement (e.g. Inadeguate

systems cause untimely reporting leading to suboptimal decision making).

Both ways of phrasing risks are acceptable to the City. Each risk requires a risk owner who is responsible for
managing the risk and is accountable for determining if the risk level can be accepted, reviewing the risk,
monitoring the controls and risk treatments. High and extreme risks require the risk management action to

be approved by Council, via the Audit Committee.

B. Risk analysis and evaluation

For each risk, possible causes of the risk eventuating are identified. Each risk may have one or more
causal factors which can either directly or indirectly contribute to it occurring. Identifying the range of
causes assists in understanding the risk, identifying the most appropriate controls, evaluating the adequacy
of existing controls and designing effective risk treatments. This step also considers the potential

consequences of the risk, including knock-on or cascading effects.

Comparing the level of risk with the contents of the risk assessment criteria determines the acceptability of
the risk. Risk analysis is undertaken with varying degrees of detail, depending on the risk, the purpose of
the analysis, and the information, data and resources available. Analysis is qualitative, semi-quantitative or
quantitative, or a combination of these, depending on the circumstances. Such techniques are
comprehensively considered in ‘1ISO 31010: Risk Assessment Techniques', a companion to AS ISO
31000:2018. Risk analysis and evaluation involves identifying and evaluating any existing controls and
analysing the risk in terms of consequences and likelihood, taking into account the effectiveness of the

controls (i.e. ‘Residual Risk’). Understanding the following terms is key:
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+ Controls - Controls are the measures that are currently in place (i.e. at the time of the risk
assessment), that materially reduce the consequences and/or likelihood of the risk. Controls are
tangible, auditable and documented. A ‘Hierarchy of Control’ is applied which ensures the most
effective controls are considered first (e.g. eliminate entirely, substitute it, isolate it and engineer it
out prior to relying on administrative controls). At the City, controls are considered to be either

‘preventative’ (i.e. affecting likelihood), ‘mitigative’ (i.e. affecting consequence) or both.

« Consequence - A risk that eventuates may impact the City to a greater or lesser extent across
multiple areas. Consequences of the risk can be assessed across the relevant consequence

categories, which are defined in the risk assessment criteria tables.

* Likelihood - This describes how likely it is that a risk will eventuate with the defined consequences.
Likelihood can be assessed in terms of terms of probability or frequency, depending on what is most
appropriate for the risk under consideration. When you are rating the likelihood of residual risk, ask
“How likely is it for this risk to occur, given the existing controls, to the level of consequence
identified?"

* Level of Risk - The Level of Risk (LoR), or Risk Rating, is calculated by multiplying the consequence
and likelihood ratings. For any risk, there may be a number of different consequence/ likelihood
scenarios. Within each category there may be multiple scenarios ranging from ‘minor but likely' to
‘catastrophic but rare’. The City expects the most realistic worst-case scenario to be rated. In some
instances, it may be appropriate to rate the same consequence category more than once. Where
there are multiple ratings for a risk, the highest combination of consequence/likelihood is taken as
the LoR. The LoR is then compared to the defined risk criteria to assist the risk owner in determining
whether a risk requires further treatment. The City captures three different ‘Levels of Risk’ —
Inherent risk (i.e. before controls are applied), Residual risk (i.e. after controls are applied) and

‘Post-treatment’ (i.e. a prospective level of risk considering further treatments).
Step 3 - Risk Treatment

Once a risk has been analysed and evaluated, the risk owner makes an informed decision to do one of the

following:

. Accept the risk — the opportunity outweighs the risk, the existing controls meet the criteria specified in

the Risk Assessment Criteria and the risk is within the defined tolerance and appetite of the City;
. Awvoid the risk — do not carry on with the activity that is associated with the risk;

. Treat the risk — reduce the consequence, likelihood or both and/or improve the controls rating by
strengthening existing controls or developing new controls so that the risk can be accepted. The
treatment selection and implementation will typically be based on financial, technical and operational

t and : : s associated
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with health and safety are managed to a level which the City considers to be “as low as reasonably

practicable” (ALARP).
Risk-based decisions are made in line with the criteria outlined in the risk assessment criteria tables.

Communication and consultation with external and internal stakeholders/interested parties is an essential

and valuable part of the risk management process at the City. A collaborative approach is preferred as it
provides the opportunity for different perspectives and expertise. The City has an expectation this will
occur throughout the steps 1 to 3 documented. Communication and consultation should include, amongst
others, staff of the City, Councillors, contractors, rate payers and residents. Some of this consultation and
communication will be formalised through workshops and training and some — for example with ratepayers
and residents — may be less formal. Risk management training will be provided to staff, commencing at
induction. In addition, regular risk management awareness information will be communicated via the

Vintranet.

Monitoring and Review and Recording & Reporting are considered integral parts of the planning,

management and oversight activities of the City to ensure contemporary, relevant and evidential risk
management. The Corporate Risk Register is updated as risks are identified and is reported to the
Executive Management Committee monthly, and to the Audit Committee quarterly or more frequently as

required.
Ad-hoc review of risks may also occur where:

. There is a change to the risk environment, for example, changes to legislation or to the SCP or the
CBP;

. An internal audit or other review highlights a new or changed risk;

. A material risk treatment is implemented or a key control is considered no longer effective or

adequate;
. Major changes are made to the organisation including change of key personnel; or
. The complaints or learnings in relation to processes indicate a new or changed risk to the City.
5. RISK MANAGEMENT CULTURE

A risk aware culture is essential to good risk management. The Policy and this Procedure will be
communicated across the organisation and embedded into practices and processes rather than be viewed

or practiced as a separate activity.

It's important that all staff support and encourage a positive risk management culture by:

. playing an active part, and not simply mandating production of reports;
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empowering employees to manage risks effectively;

acknowledging, rewarding and publicising good risk management;

having processes that promote learning from errors, rather than punishing;

encouraging discussion and analysis of unexpected outcomes, both positive and negative; and

not over-responding to problems by introducing restrictive, complicated or one-size-fits-all controls.

Council and the EMC have a key role in promoting risk by setting the tone from the top and in allocating

sufficient resources for risk management activities.

6.

RISK MANAGEMENT RESPONSIBILITIES

The City's Audit Committee is responsible for:

Facilitating effective management of the City's risks through regular review and challenge of the City's
Corporate Risk Register, and reporting the high and extreme risks to Council for approval of the

proposed risk treatment.

Considering the CEO's performance indicators in relation to the effectiveness of risk management

and providing advice to Council on performance in this area.

On an annual basis, providing a report to Council on the effectiveness of the City's risk management.

The Executive Management Committee is responsible for:

On a monthly basis, reviewing and updating the Corporate Risk Register and confirming that risks are

appropriately captured, rated and managed (or identifying exceptions where they exist).

Presenting the Corporate Risk Register, including the proposed risk treatments for high and extreme

risks, to the Audit Committee on a quarterly basis, or more frequently if required.

Ensuring all staff are aware of their risk management responsibilities.

Each Executive Director is responsible for:

.

Reviewing risks for their directorate to ensure risks are appropriately managed and included in the
Corporate Risk Register as appropriate (medium, high and extreme risks to be included in Corporate

Risk register).

Approving the risk treatments for medium level risks.

Each Manager is responsible for:

Approving the risk treatment for low level risks.
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Providing updates on new and emerging risks (medium, high and extreme) and control effectiveness

to the Governance team so they can be included in the Corporate Risk Register.
Ensuring their Strategy House Risk Register is contemporary and comprehensive.

Alerting the relevant Executive Director of changes to the risk environment including changes to
control adequacy and effectiveness or increases or decreases to ratings of likelihood and

consequence.

The Corporate Strategy and Governance team is responsible for:

Ensuring the City's Corporate Risk Register is reviewed monthly and presenting it to the Executive

Management Committee.
Presenting the Corporate Risk Register to the Audit Committee.

Reviewing the Policy and Procedure annually to ensure they remain relevant and reflect the City's

risk management approach.

Organising annual training for all staff on risk management and communicating the Policy and

Procedure to relevant staff.

A flow chart detailing responsibilities for risk management is attached at Attachment 1.
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ATTACHMENT 1 - RISK RESPONSIBILITY

Council

ASSURANCE

ASSURANCE ASSURANCE

GUIDANCE
External and Internal CEO and Executive Management

Auditors Committee

Validation of risk 0 < implementation of Risk Management
management controls Policy and Procedure. Participates in risk
identification and assessment. Reviews and
Provides independent updates the Corporate Risk Reqiste
assurance to Council ments on a monthly b
and Audit Commitlee

REPORTS RISKS TO
Governance Team

Managers Oversees Risk
Management Policy and
GUIDANCE Procedure

Independent monitoring and
reporting of risk activities

Maintains Corporate Risk
Register. Provides
education and training on
risk management

Employees and Contractors
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Office of the Auditor General's Performance Audit 2019
i November 2019 304062020
EA:2019/7 Governance to engage a consultant to undertake review and implementation of the
Office of the Auditor General's Performance Audit 2019 - Fraud Prevention in Local fraud control plan in January 2020.
Government - Findings and Recommendations
Findi The two-yearly review of the plan will be included in the compliance calendar.
nding:
1. Entities have not implemented a coordinated approach to manage their fraud risk. February 2020
2. Entities could make themselves more fraud resistant if they strengthen their controls, and Yet to commence. Further resourcing or a consultant is required.
3. Better reporting avenues would help entities detect and respond to fraud.
; March 2020
Recommendation: ) Initial discussions with City of Nedlands in respect to a shared resource / consultant 31 December 2020
Develop a fraud and corruption control plan and review at least every 2 years have occurred, but currently on hold due to change in priorities due to COVID-19.
Risk Rating (prior to controls): June 2020
High No progress to date
Risk Rating (with current controls): July 2020
No progress to date.
Management Response August 2020
Responsible Officer: No progress to date.
Executive Manager Corporate Strategy and Governance
. October 2020
Comments: . . ) No progress to date.
Governance will review the City's current Fraud and Corruption Prevention Policy and prepare a
control plan which incorporates this policy. The proposed implementation date for the plan is June  yovember 2020
2020. The plan will be reported to Audit Committee annually and updated as required. The updated draft policy and fraud and corruption control plan have been drafted. The
updated policy is subject to Council approval and public consultation.
January 2021
Plan has been completed and was circulated to the Audit Committee members in
December 2020. Minor amendments were provided by the Chair and have been made.
February 2021 Complete
The policy will be presented to Council for advertising at the 23 March 2021 Ordinary Apr2021
Council Meeting. Training for all staff is scheduled for Eebruarrand March and April
2021.
March 2021
Policy approved for advertising at 23 March 2021 and is being advertised in April 2021.
Results of advertising will be presented to the 25 May 2021 Ordinary Council Meeting
Training is being provided to all staff in April 2021.
May 2021
April 2021
Training and advertising completed.
May 2021 Complete
Results of advertising will be presented to the 22 June 2021 Ordinary Council Meeting.
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Audit Details
Office of the Auditor General Information Systems Audit
EA:2020/10 (1) (a) and (b) (CONFIDENTIAL)

Office of the Auditor General Information Systems Audit

Risk Rating (prior to controls)
High

Management Response
Responsible Officer:
Executive Manager Information and Communication Technology

EA:2020/10 (3) (CONFIDENTIAL)
Office of the Auditor General Information Systems Audit

Risk Rating (prior to controls)
Moderate

Management Response
Responsible Officer:
Executive Manager Information and Communication Technology

EA:2020/10 (7) (CONFIDENTIAL)

Office of the Auditor General Information Systems Audit

Risk Rating (prior to controls)
Moderate

Management Response
Responsible Officer:
Executive Manager Information and Communication Technology

EA:2020/10 (9) (CONFIDENTIAL)

Office of the Auditor General Information Systems Audit

Risk Rating (prior to controls)
Moderate

Management Response
Responsible Officer:
Executive Manager Information and Communication Technology

EA:2020/10 (10) (CONFIDENTIAL)

Office of the Auditor General Information Systems Audit

Risk Rating (prior to controls)
Moderate

Management Response
Responsible Officer:
Executive Manager Information and Communication Technology

SC2566 - D19/147633

Action

See Confidential log

See Confidential log

See Confidential log

See Confidential log

See Confidential log

Page 3

Proposed Completion Date

Updated 24 June 2021

Item 5_5- Attachment 1

Page 37

Item 12.2- Attachment 3

Page 53



ORDINARY COUNCIL MEETING

27 JULY 2021

AUDIT COMMITTEE ATTACHMENTS

6 JULY 2021

AUDIT LOG

Audit Details
EA:2020/10 (11) (CONFIDENTIAL)

Office of the Auditor General Information Systems Audit

Risk Rating (prior to controls)
Moderate

Management Response

Responsible Officer:
Executive Manager Information and Communication Technology

EA:2020/10 (12) (CONFIDENTIAL)

Office of the Auditor General Information Systems Audit

Risk Rating (prior to controls)
Moderate

Management Response
Responsible Officer:
Executive Manager Information and Communication Technology

EA:2020/10 (14) (CONFIDENTIAL)
Office of the Auditor General Information Systems Audit

Risk Rating (prior to controls)
Moderate

Management Response
Responsible Officer:
Executive Manager Information and Communication Technology
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See Confidential log

See Confidential log
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October 2020 March 2021
EA:2020/10 {18) The noted draft Contract Management Framework and system will be completed,
Office of the Auditor General Information Systems Audit - Contract Management formalised and communicated to staff.
Finding December 2020 June 2021
We found that the City’s contract management process is not effective. We identified that: Administration has focused on improving contract management over the last 12
* the City does not have an up-to-date Contract Management Framework and contract months, which has included the implementation of a new contract's management
register module in Authority and creation of a contract register in Authority. A contract
» the configuration of the new contract management system is under development and the management framework has also been drafted and will be presented to Executive
relevant staff are not fully aware of the functionality of the system. As a result, there is no Management Committee early next year. Training will then be rolled out to all staff that
comprehensive contract reporting in place. manage contracts at the City.
We acknowledge that the City recently established a centralised contract management tool and February 2021
Contract Management Framework is in draft. The draft contracts management framework will be presented to March audit
committee. The training and roll-out plan of the framework is being finalised.
Implication
Without an appropriate contract management process, the City is at a higher risk of failing to April 2021
identify: Training material and roll-out plan is being finalised. Training is scheduled to be rolled
s unsuitable working arrangements with vendors, which may result in a failure to realise out in May 2021,
business benefits
+ unexpected cost increases or inappropriate practises in a timely manner May 2021 Complete
e unauthorised access or changes to the contract register Training has commenced on the new Contract management Framework for all contract
managers. This training is scheduled to be completed by the middle of June 2021.
Recommendation
The City should:
* review its Contract Management Framework and, where appropriate, centralise vendor
management practices
+ develop suitable guidelines to manage the City’s contract register
+« complete regular supplier performance reviews of all vendors as required. Records of
reviews should be retained
* maintain records of all contracts within its contract management system, including key
financial details relevant to the contracts
» complete the access and system configuration of its new contract management system.
Subsequently, review access to the system and monitor key contract financial information
regularly.
Risk Rating (prior to controls)
Moderate
Risk Rating (with current controls)
Moderate
Related Audit Query
EA:2020/11 (1)
Management Response
Responsible Officer:
Executive Manager Financial Services
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i October 2020 April 2021

EA:2020/10 (19) Administration will introduce managed backup and infrastructure services that include
Office of the Auditor General Information Systems Audit — Disaster Recovery Plan disaster recovery capability. Disaster recovery and information security continuity

processes will then be will be formalised per the Information Security Program noted in
Finding OAG Finding 5. A formal plan will then be prepared for publication to staff and testing
We found that the City does not have an ICT disaster recovery plan (DRP). puUrposes.
Implication December 2020
Without an adequate DRP and appropriate testing, there is an increased risk that key business On track.
functions and processes may not be restored in a timely manner after a disruption, affecting the
operations of the City. January 2021

On track. Disaster Recovery policy now in place. Operational systems (backup and
Recommendation recovery) now compliant for onsite backup. Bandwidth upgrade procured to enable
The City should develop and lest its DRP to confirm that systems can be recovered in accordance  fransit of backup files for offsite storage.
with business expectations and key staff should be familiar with the plan and their specific roles and
responsibilities in a disaster situation. The results of testing should be recorded, and the relevant February 2021
actions taken to improve the plan where necessary. On track. Offsite backup/recovery service commissioned and providing partial

coverage. Bandwidth upgrade scheduled for April 2021 to enable full coverage.
Risk Rating (prior to controls)
Moderate March 2021

On track. Formal DR plan being documented, including 6 monthly test schedule.
Risk Rating (with current controls)
Moderate May 2021

y ] i §

Management RESDOHSE DR/BCP plan drafted. Business teams to review Impact Assessments ahead of final August 2021

report to EMC.
Responsible Officer:
Executive Manager Information and Communication Technology
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EA:2020/10 (20) Administration notes that there has been 0% interruption to non-library/recreational
Ofﬁc:e of the Auditor General Information Systems Audit - Business Continuity Plan - facility services throughout COVID-19 disruptions in Perth. COVID-19 has been a major
Testing incident and required significant change to how business functions operated. City staff

who continue to work remotely are effectively testing part of the City’s business
Finding _ o continuity systems on a daily basis. Through improvements to data backup and
We found that appropriate tests of the business continuity plan (BCP) have not been undertaken. infrastructure recovery noted in OAG Finding 20, Administration will expand business
Due to the lack of leSllng, the effectiveness of the p[ﬂr‘lS and the CI[}!"S ablllt)r to execute them is continuily lesh’ng to include system and infrastructure incidents as par‘ ofa managed
unknown. services agreement.
Implication December 2020
Without appropriate testing of the BCP there is an increased risk thal key business functions and On track per EA'2020/10 (19) above. Completion date updated to align with Disaster
processes may not operate as expected during a major incident. In addition, the key business Recovery Plan activities.
functions may nol be appropriately recover following a major incident. This is likely to impact
business operations and the delivery of key services January 2021 April 2021

On track.
Recommendation
The City should undertake appropriate tests to verify the effectiveness of the BCP. These tests February 2021
should also verify that key staff are familiar with the plans and their specific roles and On track.
responsibilities in a disaster situation. The results of these tests should be recorded and the
relevant actions taken to improve the plan where necessary. March 2021

. ! ! On track. Backup recovery being tested in offsite environment for complete Admin

Risk Rating (prior to controls) building disaster scenario.
Moderate

May 2021
Risk Rating (with current controls) DR/BCP plan drafted. Business teams to review Impact Assessments ahead of final
Moderate report to EMC.

1

Management Response August 202
Responsible Officer:
Executive Manager Information and Communication Technology

See Confidential lo
EA:2020/10 (22) (CONFIDENTIAL) .
Office of the Auditor General Information Systems Audit
Risk Rating (prior to controls)
Moderate
Management Response
Responsible Officer:
Executive Manager Information and Communication Technology
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Audit Details Action Proposed Completion Date
Stanton Reg 5 & 17 Review

December 2020: 30 June 2021
EA:2020/12 (1) i Administration has focused on improving contract management over the last 12
Stanton Reg 5 & 17 Review — Contract Management Procedure and Framework months, which has included the implementation of a new contract's management

module in Authority and creation of a contract register in Authority. A contract
Finding management framework has also been drafted and will be presented to Executive
The City's previous contract management processes were inadequate. Contracts were currently Management Committee early next year. Training will then be rolled out to all staff that
managed within the different business units leading to poor oversight by the City on existing manage contracts at the City.
contracts, the City had no assurance that contracts were being managed adequately and spending
was in accordance with the City's delegations or if there were duplicate contracts in place providing February 2021
identical/similar services/goods. However, the City is currently in the process of improving their The draft contracts management framework will be presented to March audit
contract management processes, the updated and revised contract management policy and committee. The training and roll-out plan of the framework is being finalised.
framework reflecting this new process and the use of the new contract management module within
Authority are still in draft and awaiting Council endorsement. April 2021

Training material and roll-out plan is being finalised. Training is scheduled to be rolled
Recommendation out in May 2021.
Audit recommends that the City promptly review and present to Council the revised contract
management policy and contract management framework outstanding to be endorsed. May 2021

Training completed
Risk Rating (prior to controls)
Moderate

Complete
Risk Rating (with current controls)
Moderate
Related Audit Query
EA:2020/10 (18)
Management Response
Responsible Officer:
Executive Manager Financial Services
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X December 2020: 31 December 2021
EA:2020/12 {8} The City requires a robust online time-sheeting system which is fit for purpose of a
Stanton Reg 5 & 17 Review — Manual Timesheet casual workforce (i.e. Beatty Park) that is flexible, easy to use and aligned to the
relevant cost centres and employment.
Finding
The City uses manual timesheets, predominately for those employees who work in the depot and Administration has determined that Civica's online time-sheeting module will be suitable
recreational leisure centre for the City. The module however can only be implemented once work orders are
activated as part of the Chart of Accounts project scheduled for completion in July
Recommendation 2021. Online time-sheeting will have a mobile option as well. The scoping of this project
The use of manual timesheets should be eliminated, it is worth nollng that the City has already will be [Qqugs[gd to commence in March next year with imp[gmen[a[ion in December
noted this as a finding within their own audit log 2021,
Recommendation January 2021
No change.
Risk Rating (prior to controls)
Moderate February 2021
No change
Risk Rating (with current controls)
March 2021
On track. Beatty Park workforce now trialling mobile application rostering and time-
Managemem Rgsponse sheeting solution. Future rollout to other casual staff (Depot) pending trial results.
Responsible Officer: _ _ o Authority ERP electronic time-sheeting to be reviewed post system upgrade in late
Executive Manager Human Resources and Executive Manager Information and Communication 2021
Technology
May 2021
Beatty Park continues electronic time-sheeting with a limited rollout. Further rollout
subject to Beatty Park change management resourcing.
See Confidential log
EA:2020/12 (9) (CONFIDENTIAL)
Stanton Reg 5 & 17 Review
Risk Rating (prior to controls)
Moderate
Management Response
Responsible Officer:
Executive Manager Information and Communication Technology
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Audit Details Action Proposed Completion Date
i December 2020 31 March 2021
EA:2020/12 (1 1) The City will review its record keeping system to ensure it is operating effectively.
Stanton Reg 5 & 17 Review - Record Keeping
January 2021
Finding No change.
Poor retrievability of information ‘term container used' Record keeping of contract documentation is
inefficient and leads to poor retrievability. The record keeping system does not facilitale the use of February
sub folders which results in all documented related to a subjecttopic being saved in a "container’. On track. Functionality of the system reviewed with external support provider: the use of
With regards to contracts, there are a large number of supporting documentations within these folders will be introduced. A staff survey for system satisfaction as well as improvement
‘containers’ thus it can take some time to retrieve the sought-after document suggestions will commence in March 2021.
Recommendations March 2021
The City should review useability of their record keeping system ensuring that it is operating Delayed. Vendor support for staff survey has been delayed to May 2021.
effectively
For process efficiency allow user to amend and delete own purchase requisition May 2021
Supplier proposal under review.
Risk Rating (prior to controls)
Minor August 2021
Risk Rating (with current controls)
Minor
Management RESDOHSG
Responsible Officer:
Executive Manager Information and Communication Technology
Office of the Auditor General — Financial Audit
See Confidential log
EA:2020/12 (14) (CONFIDENTIAL)
Office of the Auditor General - Financial Audit
Risk Rating (prior to controls)
Significant
Management Response
Responsible Officer:
Executive Manager Information and Communication Technology
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