ORDINARY COUNCIL MEETING AGENDA 12 OCTOBER 2021

121 REPORT AND MINUTES OF THE AUDIT COMMITTEE MEETING HELD ON 6 SEPTEMBER

2021
Attachments: 1 Audit Committee Meeting Minutes - 6 September 2021
2, Attachments to Audit Committee Minutes - 6 September 2021
3. Audit Log - 6 September 2021 - Confidential
4 Corporate Risk Register - 6 September 2021 - Confidential
RECOMMENDATION:
That Council:

1. RECEIVES the minutes of the Audit Committee Meeting of 6 September 2021, as at
Attachment 1;

2. NOTES the recommendation of the Audit Committee with respect to item 5.2 and 5,4;

3. ADOPTS the recommendations of the Audit Committee with respect to items 5.3, 5.5 and 5.6.

PURPOSE OF REPORT:

To report to Council the proceedings of the Audit Committee at its meeting held on 6 September 2021 in
accordance with clause 2.21(1) of the City’'s Meeting Procedures Local Law 2008.

BACKGROUND:

The City’s Audit Committee is a statutory committee of Council, established in accordance with section 7.1A
of the Local Government Act 1995. The role of the Audit Committee is to provide independent advice and
assurance to Council over the City’s risk management, internal controls, legislative compliance and financial
management.

The Audit Committee meets approximately every two months and comprises of three external independent
members (one of which is the Audit Committee Chair) and four Elected Members.

DETAILS:

At its meeting on 6 September 2021 the Audit Committee considered six agenda items as follows:

5.1 Report on the non-structural risks associated with the City’s ageing sporting infrastructure assets
5.2  External audit interim management letter 2020/2021

5.3 Internal Audit Program — Appointment of Auditor

5.4  Privacy Policy Framework Review

5.5 Review of the City's Audit Log

5.6 Review of the City’s Corporate Risk Register

Details of the agenda items are set out below.

5.1 Report on the non-structural risks associated with the City’s ageing sporting infrastructure
assets

This report was postponed. The Committee requested that the CEO provide an update (via email to
Committee Members) on this report inter-sessionally before the next meeting.

5.2 External audit interim management letter 2020/2021

The Committee received the external audit interim management letter and noted that there were 3 significant
and 2 moderate findings, and that they would be added to the Audit Log.
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5.3 Internal Audit Program — Appointment of Auditor

The Committee received the proposed Internal Audit Program and requested that additional quotes be
obtained through the CUA for the 2021/22 audit program, and that Administration provide an updated risk
based prioritisation schedule for internal audit to the Audit Committee by March 2022.

5.4 Privacy Policy Framework Review

The Committee noted that the Privacy Policy Framework is under review, using the checklist provided by the
Office of the Australian Information Commissioner.

5.5 Review of the City's Audit Log

A summary of the items completed and ongoing as at 31 August 2021 is below. No items were added to the
Audit Log at this meeting.

A summary of the Audit Log items is below, including the risk rating:

Total Significant High Moderate Minor
Closed at 6 July 2021 6 1 1 4
Open at 31 August 2021 5 2 0 2 2
Confidential items open at 11 1 1 9 0
31 August 2021
Complete at 31 August 4 2 0 2 0
2021
Total Ongoing as at 31 15 3 1 1 0
August 2021
New items at 31 August 4 3 0 2 -
2021
Items overdue from - - - 0 0
original due date
Items overdue for 3 - - - 0 0
months
Items overdue for 6 - - - - -
months

The only current significant items are:

1. EA: 2021/08 (3) Office of the Auditor General Interim Audit for 2020/21 — Access Levels within
Authority

2. EA: 2020/12 (14) Office of the Auditor General — Financial Audit — Access Levels within Authority.
5.6 Review of the City’s Corporate Risk Register

The Committee reviewed the City’s Risk Register and noted the management actions for the high and
extreme risks.

CONSULTATION/ADVERTISING:
Nil.
LEGAL/POLICY:

Clause 2.21 of the City’s Meeting Procedures Local Law 2008 states that the report and minutes of a
Committee meeting are to be provided to Council.

The Audit Committee Terms of Reference govern the functions, powers and membership of the Audit
Committee.
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RISK MANAGEMENT IMPLICATIONS:

Low: It is low risk for Council to consider the report and minutes of the Audit Committee meeting on 4
May 2021.

STRATEGIC IMPLICATIONS:
This is in keeping with the City’'s Strategic Community Plan 2018-2028:

Innovative and Accountable

Our resources and assets are planned and managed in an efficient and sustainable manner.

We are open and accountable to an engaged community.
SUSTAINABILITY IMPLICATIONS:

This does not contribute to any environmental sustainability outcomes. This action/activity is environmentally
neutral.

PUBLIC HEALTH IMPLICATIONS:
There are no implications to the priority health outcomes of the City’s Public Health Plan 2020-2025.
FINANCIAL/BUDGET IMPLICATIONS:

Nil.
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ORDINARY COUNCIL MEETING

12 OCTOBER 2021

AUDIT COMMITTEE MINUTES

6 SEPTEMBER 2021

MINUTES OF CITY OF VINCENT
AUDIT COMMITTEE
HELD AS E-MEETING AND AT
ADMINISTRATION AND CIVIC CENTRE
244 VINCENT STREET, LEEDERVILLE
ON MONDAY, 6 SEPTEMBER 2021

PRESENT: Mr Conley Manifis

Cr Joshua Topelberg

Cr Dan Loden
Cr Ashley Wallace

Mr Robert Piper
Cr Susan Gontaszewski

IN ATTENDANCE: David MacLennan
Virginia Miltrup
Vanisha Govender
Peter Ferguson
Peter Varris

Jordan Koroveshi
Wendy Barnard

1 INTRODUCTION AND WELCOME

Independent External Member (Chair)
(electronically) (Left at 2.27pm after item
5.3)

South Ward (left at 2.28pm after Item 5.3
and rejoined electronically during Item
5.4)

North Ward (electronically joined at
1.47pm during item 5.4)

South Ward

Independent External Member

South Ward (Presiding Member from Item
5.5)

Chief Executive Officer

Executive Director Community &
Business Services

Executive Manager Financial Services
Executive Manager Information and
Communication Technology (left after
item 5.4)

Executive Manager Corporate Strategy &
Governance

Coordinator, Policy & Place

Council Liaison Officer

The Presiding Member, Conley Manifis, declared the meeting open at 1.07pm and read the following

Acknowledgement of Country statement:

“The City of Vincent would like to acknowledge the Traditional Owners of the land, the Whadjuk people of the
Noongar nation and pay our respects to Elders past, present and emerging”.

2 APOLOGIES / MEMBERS ON APPROVED LEAVE OF ABSENCE
Mr Aaron Smith was an apology for this meeting
3 DECLARATIONS OF INTEREST

Conley Manifis declared an impartiality interest. The extent of his interest is that his company is contracted

by the Office of the Auditor General to complete external audits.

4 CONFIRMATION OF MINUTES

COMMITTEE DECISION

Moved: Mr Piper, Seconded: Cr Wallace

That the minutes of the Audit Committee held on 31 August 2021 be confirmed.

CARRIED (5-0)
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AUDIT COMMITTEE MINUTES 6 SEPTEMBER 2021
For: Mr Manifis, Cr Topelberg, Cr Wallace, Mr Piper and Cr Gontaszewski
Against: Nil

(Cr Loden was an apology for this ltem.)

(Mr Smith was an apology for the Meeting.)
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ORDINARY COUNCIL MEETING 12 OCTOBER 2021

AUDIT COMMITTEE MINUTES 6 SEPTEMBER 2021

5 BUSINESS ARISING

51 REPORT ON THE NON-STRUCTURAL RISKS ASSOCIATED WITH THE CITY'S AGEING
SPORTING INFRASTRUCTURE ASSETS

Attachments: Nil

This report has been postponed to allow time for RiskWest to provide their report.
The Chief Executive Officer provided a brief summary on the specific sporting infrastructure being assessed.

ACTION: The Committee requested that the CEO provide an update (via email to Committee Members) on
this report inter-sessionally before the next meeting.

Page 5

ltem 12.1- Attachment 1 Page 8



ORDINARY COUNCIL MEETING 12 OCTOBER 2021

AUDIT COMMITTEE MINUTES 6 SEPTEMBER 2021

At 1.47pm Cr Dan Loden joined the meeting electronically.

5.4 PRIVACY POLICY FRAMEWORK REVIEW
Attachments: Nil

RECOMMENDATION:
That the Audit Committee:
1. NOTES that the City’s Privacy Management Policy is being reviewed; and

2. NOTES a review of the City’s privacy framework is being undertaken using a checklist provided
by the Office of the Australian Information Commissioner.

Moved: Cr Topelberg, Seconded: Cr Gontaszewski

That the recommendation be adopted.

AMENDMENT

Moved: Cr Topelberg, Seconded: Cr Gontaszewski

That the recommendation be amended as follows:

3. NOTES an update will be provided on the framework review as part of the CBP quarterly
review and a further report to be provided no later than March 2022.

CARRIED (6-0)
For: Mr Manifis, Cr Topelberg, Cr Loden, Cr Wallace, Mr Piper and Cr Gontaszewski
Against: Nil
(Mr Smith was an apology for the Meeting.)
COMMITTEE DECISION ITEM 5.4
That the Audit Committee:
1. NOTES that the City’'s Privacy Management Policy is being reviewed; and
2. NOTES a review of the City’s privacy framework is being undertaken using a checklist provided
by the Office of the Australian Information Commissioner.
3. NOTES an update will be provided on the framework review on as part of the CBP quarterly
review and a further report to be provided no later than March 2022.
CARRIED (6-0)
For: Mr Manifis, Cr Topelberg, Cr Loden, Cr Wallace, Mr Piper and Cr Gontaszewski
Against: Nil
(Mr Smith was an apology for the Meeting.)
Page 6
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ORDINARY COUNCIL MEETING 12 OCTOBER 2021

AUDIT COMMITTEE MINUTES 6 SEPTEMBER 2021

5.2 EXTERNAL AUDIT INTERIM MANAGEMENT LETTER 2020/2021

Attachments: 1. Interim Management Letter Attachment - City of Vincent - 30 June 2021 [
@

RECOMMENDATION:

That the Audit Committee:

NOTES the external audit interim management letter for 2020/2021 at Attachment 1.

AMENDMENT

Moved: Cr Gontaszewski, Seconded: Mr Piper

That recommendations be added as follows:

2. NOTES that there were 3 significant and 2 moderate findings

3. NOTES that these items will be added to the Audit Log.
AMENDMENT CARRIED (6-0)

For: Mr Manifis, Cr Topelberg, Cr Loden, Cr Wallace, Mr Piper and Cr GontaszewsKi
Against: Nil

(Mr Smith was an apology for the Meeting.)

COMMITTEE DECISION ITEM 5.2

Moved: Cr Wallace, Seconded: Cr Gontaszewski

That the Audit Committee:

1. NOTES the external audit interim management letter for 2020/2021 at Attachment 1.
2. NOTES that there were 3 significant and 2 moderate findings

3. NOTES that these items will be added to the Audit Log.

CARRIED (6-0)
For: Mr Manifis, Cr Topelberg, Cr Loden, Cr Wallace, Mr Piper and Cr Gontaszewski
Against: Nil
(Mr Smith was an apology for the Meeting.)
Page 7
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ORDINARY COUNCIL MEETING

12 OCTOBER 2021

AUDIT COMMITTEE MINUTES

6 SEPTEMBER 2021

CITY OF VINCENT
PERIOD OF AUDIT: YEAR ENDED 30 JUNE 2021
FINDINGS IDENTIFIED DURING THE AUDIT

ATTACHMENT

INDEX OF FINDINGS

RATING

Significant

Moderate

Minor

Findings identified in the current audit

1. Review of Landgate triennial GRV update v

2. Accounting for lease incentives

Finding from prior year audits

3. Access levels within Authority v

masterfile

4. Evidence of review of changes to employee v

5. Timing of monthly reconciliations

KEY TO RATINGS

The ratings in this management letter are based on the audit team’s assessment of risks and
concerns with respect to the probability and/or consequence of adverse outcomes if action is

not taken. We give consideration to these potential adverse outcomes in the context of both

quantitative impact (for example financial loss) and qualitative impact (for example inefficiency,

non-compliance, poor service to the public or loss of public confidence).

Significant

Moderate

Minor

Those findings where there is potentially a significant risk to the entity
should the finding not be addressed by the entity promptly. A significant

rating may be reported as a matter of non-compliance in the audit report in

the current year, or in a subsequent reporting period if not addressed.
However, even if the issue is not likely to impact the audit report, it should

be addressed promptly.

Those findings which are of sufficient concern to warrant action being

taken by the entity as soon as practicable.

Those findings that are not of primary concern but still warrant action being

taken.
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ORDINARY COUNCIL MEETING 12 OCTOBER 2021

AUDIT COMMITTEE MINUTES 6 SEPTEMBER 2021

ATTACHMENT
CITY OF VINCENT

PERIOD OF AUDIT: YEAR ENDED 30 JUNE 2021
FINDINGS IDENTIFIED DURING THE AUDIT

1. Review of Landgate triennial GRV update

Finding
We noted that the upload of Gross Rental Value (GRV) revaluation provided by Landgate
triennially and effective 1 July 2020 was not reviewed or approved by an independent officer.

Rating: Significant

Implication

Without an independent review, there is a risk that errors may not be detected and resolved
promptly, resulting in incorrect rate notices being issued.

Recommendation

Management should review the GRV upload as at 1 July 2020 and ensure this was correctly
reflected within Authority, any adjustments required should be processed for the year ended 30
June 2021. In addition, we recommend that the City ensure the triennial GRV revaluation data
uploaded into the Authority Rates Module is reviewed by an appropriate independent officer,
and evidence of the review retained.

Management comment
The GRV re-valuation received from Landgate triennially will be reviewed by Management and
reconciled to the uploaded GRV data.

Responsible person: Executive Manager Financial Services
Completion date: 31 July 2021
Page 2 of 8
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ORDINARY COUNCIL MEETING 12 OCTOBER 2021

AUDIT COMMITTEE MINUTES 6 SEPTEMBER 2021

ATTACHMENT
CITY OF VINCENT

PERIOD OF AUDIT: YEAR ENDED 30 JUNE 2021
FINDINGS IDENTIFIED DURING THE AUDIT

2. Accounting for lease incentives

Finding

The City has extended a lease agreement with the Department of Finance — Minister for Works
for a period of 10 years commencing December 2020. As part of the lease agreement a lease
incentive of $3,044,200 was provided. $1,625,000 of this incentive is provided by way of cash
payments over three annual payments beginning from 1 July 2020.

The City in the current year has accounted for the cash payment of $558,333 as an operating
expense.

The above accounting treatment is likely not consistent with the requirements of AASB 16
Leases paragraph 81, this states “a lessor shall recognise lease payments from operating
leases as income on either a straight-line basis or another systematic basis. The lessor shall
apply another systematic basis if that basis is more representative of the pattern in which
benefit from the use of the underlying asset is diminished.”

AASB 16 defines lease payments as being net of lease incentives.

Rating: Moderate

Implication

Accounting for the lease incentive paid in the current year as an operating expense likely
overstates the City’s expenses, revenues and understates their assets. The accounting is also
likely not compliant with the requirements of AASB 16.

Recommendation

We recommend management review their accounting surrounding the lease incentive provided
to Department and ensure the accounting aligns with the requirements of AASB 16. In addition,
we recommend the City review their lease portfolio and ensure any lease incentives provided
by the City are accounted for in accordance with AASB 16.

Management comment

The City will offset the annual incentive payment of $162,500 to the rental income and the
advance payment on the incentive payment will be transferred to the payment made in
advance (debtor) account.

Responsible person: Executive Manager Financial Services
Completion date: 31 July 2021
Page 3 of 8
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ORDINARY COUNCIL MEETING 12 OCTOBER 2021

AUDIT COMMITTEE MINUTES 6 SEPTEMBER 2021

ATTACHMENT
CITY OF VINCENT

PERIOD OF AUDIT: YEAR ENDED 30 JUNE 2021
FINDINGS IDENTIFIED DURING THE AUDIT

3. Access levels within Authority

Finding
We noted numerous users with access to modules within Authority which appear to not be
required to undertake their role within the City, identified as:

- Accounts payable (supplier masterfile, invoice entry and credit note entry)

- Accounts receivable (debtor masterfile, invoice entry and credit note entry)

- Rates module (debtor masterfile, invoice entry and credit note entry)

In some instances, the City does have mitigating controls in place, however these controls are
generally of a manual and detective nature.

We understand the project the City has commissioned with their IT vender to resolve this issue
is expected to be completed in August 2021

A similar finding was raised in the 2019-20 financial year and the following management
comment was received:

2019-20 Management Comment
The City accepts Finding 1. In response to this finding, the City has commissioned a project
with Civica (vendor for Authority software) to provide ‘Authority User Access and Security
Restructure’. The overall objectives of the project are to provide:

o A structured, consistent and more easily understood Authority security model

» Better visibility of user access and permissions

» Simpler administrative management control of users and permissions
The project has been estimated to run for 8 = 10 weeks. The City is reviewing scheduling
with Civica given several other Authority changes already in motion, in particular the
software upgrade from version 6.11 to 7.1. If Civica is not able to commit additional
resources to this project in early 2021, completion will be aligned to 7.1 go live in August

2021.
Responsible Person: Executive Manager ICT
Completion Date: August 2020

Rating: Significant

Implication

Excessive user access to the accounting package may allow staff to use the system
inappropriately. For example, this access could be used to undermine the effectiveness of
system controls (such as segregation of duties) and diminish accountability.

Additionally, this weakness in financial controls is considered a matter of material non-
compliance and impacts on the audit opinion for the current year. The following will be included
under our report on other legal and regulatory compliance:

“Access controls over a key system of the City were inadequate to enforce adequate
segregation of duties. This could lead to inappropriate use of the system, however our audit
testing did not identify any inappropriate use.”

Recommendation

Management should continue the project with their IT vendor to conduct a thorough user
access review in consultation with its IT support with a view to restricting user access to the
required and appropriate level of authority or delegation.

Page 4 of 8
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ORDINARY COUNCIL MEETING 12 OCTOBER 2021

AUDIT COMMITTEE MINUTES 6 SEPTEMBER 2021

ATTACHMENT
CITY OF VINCENT

PERIOD OF AUDIT: YEAR ENDED 30 JUNE 2021
FINDINGS IDENTIFIED DURING THE AUDIT

Management comment

Per the coriginal 2019-20 Management Comment, access review and application of restrictions
will complete as part of the Civica 7.1 upgrade project. The upgrade project is currently
scheduled to go live in October 2021.

Responsible person: Executive Manager Information and Communication Technology
Completion date: 31 October 2021
Page 5 of 8
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ORDINARY COUNCIL MEETING 12 OCTOBER 2021

AUDIT COMMITTEE MINUTES 6 SEPTEMBER 2021

ATTACHMENT
CITY OF VINCENT

PERIOD OF AUDIT: YEAR ENDED 30 JUNE 2021
FINDINGS IDENTIFIED DURING THE AUDIT

4. Evidence of review of changes to employee masterfile

Finding

The City does not have a process to evidence of independent review and authorisation of
changes made to the employee masterfile. This includes changes to an employee's bank
account details.

A similar finding was raised in the 2019-20 financial year and the following management
comment was received:

2019-20 Management Comment
Currently changes to the employee master file are checked by the Payroll Officer/Payroll
Support Officer, however not recorded. Based on changes to the employee master file,
Human Resources/Payroll will implement the following:
1. A change of bank details and superannuation form.
2. All changes to employee master file are requested via a form or letter pertaining to
a change of employee entitlements. These forms/letters are added to Content
Manager (records system) and work-flowed to the applicable Payroll
Officer/Support Officer depending on portfolio.

Once adjustments are made to the employee master file based on the form/letter, the
Payroll Officer changes the workflow item from ‘action’ to ‘completed’. The Payroll Officer
will then workflow the form/letter to the other Payroll representative in Content Manager for
review. The Payroll representative will review and if approved, change the workflow from
‘review’ to ‘completed’.

Each time a form/letter is added to Content Manager, an audit trail will be created of when
an item is ‘completed” and ‘reviewed'’.
Responsible Person: Executive Manager HR
Completion Date: 1. 30 December 2020
2. 31 January 2021

Rating: Significant

Implication

The absence of an independent review of changes made to the employee masterfile increases
the risk of unauthorised or erroneous changes to key information.

Additionally, this weakness in financial controls is considered a matter of material non-
compliance and impacts on the audit opinion for the current year. The following will be included
under our report on other legal and regulatory compliance:

“No evidence was retained to demonstrate whether changes to the employee master file,

including bank account details, were being authorised by an officer other than the person

making the amendment. This increases the risk that unauthorised changes may be made,
resulting in errors or funds being inappropriately transferred. Our audit did not identify any
instance of unauthorised changes.”

Recommendation

Management should implement a process for an independent review of changes to the
employee masterfile.
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ORDINARY COUNCIL MEETING 12 OCTOBER 2021

AUDIT COMMITTEE MINUTES 6 SEPTEMBER 2021

ATTACHMENT
CITY OF VINCENT

PERIOD OF AUDIT: YEAR ENDED 30 JUNE 2021
FINDINGS IDENTIFIED DURING THE AUDIT

Management comment

Fortnightly the employee master file maintenance report will be run and validated by an
independent reviewer. The report will be validated to supporting documents and will be
checked prior to the pay-run.

Responsible person: HR Manager
Completion date: 30 August 2021
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ORDINARY COUNCIL MEETING 12 OCTOBER 2021

AUDIT COMMITTEE MINUTES 6 SEPTEMBER 2021

ATTACHMENT
CITY OF VINCENT

PERIOD OF AUDIT: YEAR ENDED 30 JUNE 2021
FINDINGS IDENTIFIED DURING THE AUDIT

5. Timing of monthly reconciliations

Finding
During our audit, we identified the following key reconciliations were prepared prior to close of
the sub modules which led to variances between the reconciled balances within the end of
month trial balance:

- Accounts payable

- Accounts receivable

- Rates receivable

In some instances a manual reconciliation was prepared to bridge the gap between the module
close off and the end of month trial balance, however reconciling items were not appropriately
adjusted for.

In addition, we identified the reconciliation of the fixed assets register, as at 30 April 2021, was
not completed in a timely manner. Although the reconciliation report was dated as prepared on
30 April 2021, it was confirmed the system generates this preparation date to coincide with the
month end. The actual date of preparation and review of the reconciliation is 3 June 2021.

A similar finding was raised in the 2019-20 financial year and the following management
comment was received:

2019-20 Management Comment
All monthly reconciliations are undertaken as part of preparing the month end financial
statements. However, due to a timing variance the reconciliation process will be reviewed

and updated
Responsible Person: Coordinator Financial Services
Completion Date: 31 January 2021

Rating: Moderate

Implication

Reconciliations are a key control for ensuring financial data is completely and accurately
reflected in the general ledger from which financial statements are derived. The absence of a
robust process by the City of Vincent over the reconciliations on period end balances can result
in errors or omissions remaining undetected, leading to misstatements in the financial
statements.

Recommendation

We recommend management review their current processes for monthly reconciliations and
ensure balances reconciled are those reported and reconciling items are appropriate and
where required adjustments are made as part of the monthly reconciliation process.
Additionally, the City should ensure monthly reconciliations are reviewed in a timely manner.

Management comment

The City will ensure all sub ledger reconciliation are balanced to the monthly Trial Balance prior
to finalising the reconciliation. The timeliness of reconciliation will be reviewed via the
implementation of timetable.

Responsible person: Coordinator Financial Services
Completion date: 30 August 2021
Page 8 of 8
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ORDINARY COUNCIL MEETING 12 OCTOBER 2021

AUDIT COMMITTEE MINUTES 6 SEPTEMBER 2021

5.3 INTERNAL AUDIT PROGRAM - APPOINTMENT OF AUDITOR
Attachments: 1. Draft Amended Internal Audit Program [} 7
RECOMMENDATION:

Moved: Cr Gontaszewski, Seconded: Mr Piper
That the Audit Committee recommends to Council that it:

1. NOTES the Internal Audit Program 2021/22 - 2023/24 cannot be delivered within the timeframe
without additional budget over the next three years in the order of $150,000.

2. APPROVES the modified Internal Audit Program, as at Attachment 1, which reflects a
prioritised list of audits with no target timeframes.

AMENDMENT - WITHDRAWN

Moved: Cr Gontaszewski, Seconded: Mr Piper

That the recommendation be amended as follows:

3. REQUESTS that Administration obtain additional quotes through the State’s Common Use
Agreements (CUA) for the 2021/22 audit program.

NOTE: Due to Committee discussion on establishing three priority internal audits for 2021/2022 and
to pursue further quotes for the internal audit program via the States Common Use Agreements, Cr
Gontaszewski withdrew the above amendment with the consent of the seconder.

ALTERNATIVE RECOMMENDATION

Moved: Cr Gontaszewski, Seconded: Mr Piper

That Council:

1. RECOMMENDS that Council APPROVES an amended internal audit program for the 2021/22
financial year to perform 3 audits:

. Tender contracts/contractors
. Credit card use
. Fleet, assets and CCTV Management

2. REQUESTS that Administration obtain additional quotes through the CUA for the 2021/22 audit
program.

3. REQUESTS Administration provide an updated risk based prioritisation schedule for internal
audit to the Audit Committee by March 2022.

REASON:

Due to concerns over lack of clear timeframes being a risk to the City and a desire to ensure that
high risk audits are performed this financial year.

CARRIED (6-0)
For: Mr Manifis, Cr Topelberg, Cr Loden, Cr Wallace, Mr Piper and Cr Gontaszewski
Against: Nil
(Mr Smith was an apology for the Meeting.)
Page 16
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ORDINARY COUNCIL MEETING 12 OCTOBER 2021

AUDIT COMMITTEE MINUTES 6 SEPTEMBER 2021

Responsible directorate Office of the CEO-

Responsible team Corporate Strategy and Governance

Responsible officer Executive Manager, Corporale Strategy and Governance.

Affected teams All

‘ Legislation / local law Regulation 17 Local Government (Audif) Regulations 1996
requirements

| Relevant delegations Nil-

Related policy procedures and Risk Management Policy and Procedure

documents . .
Corporate Risk Register

PURPOSE
To set out the City of Vincent's internal audit program pricnitised by urgency and imporancefor-the-next
thiee year: ing-in 2024522

The internal audit program lakes a risk-based approach. Itis aimed at addressing the City's key high risks,
which relate to non-compliance and fraud, corruption and misconduct (see below). The purpose of this
internal audit program is to test the effectiveness and adequacy of the Cily's conlrols, processes and
practices aimed al managing these two high risks.

BACKGROUND
The internal audit program has been developed based on the following

. City's key sirategic risks as sel out in the Corporate Risk Register

. Results and recommendations of the regulalion 5 and regulation 17 audits completed by Slantons
International in November 2020

. Office of the Auditor General's Financial and Information Systems Audit for 201%20

The City's Corporate Risk register includes the following two high risks:

. Non-compliance with the City's legislative and governance obligations under the Local Government
Act 1995, and

. Failure to ensure robust corporate governance, including preventing occurrences of fraud, cormuption
and misconduct

The actions idenlified in response lo these risks are;

. Develop and implement an internal audit program to monitor compliance and performance.

. Undertake independent audits of high risk areas, including payments made and services delivered
pursuant lo high value / high risk contracls

. Conducl regular internal audits on fraud and corruplion

Internal Aud?t Program 202 122-200324 - D202485101/147:
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. Conducl regular audits against findings by integrity bodies like CCC, PSC and OAG (for example,
OAG performance audils)

The internal audit program includes the audit item (with the associated risks listed based on the critical

success factor risk identification), the risk causes, the inherent risk rating, the risk categories and the

associated audit actions required. The audit items have been prioritised based on the high risk areas and

when an audit was last undertaken.

IMPLEMENTATION OF PROGRAM AND REPORTING

The City will engage a suitable qualified auditor as a contraclor of employee to undertake the audits set out
in this program-independently—The-auditor will-beappointed-for-a-one-yearterm—with-two one year
EXENSINNE. SLEEC 0 the SALSIATIony COMpBHEon Of b Ihe audts hsled 1o the st year

The-audit-plans-for-each-speciic-auditwillbe-prepared-by-Ihe-appointed-internal-auditor {parly-independant
ol the Cilyv} - consultaion with the Execulive WManager Corporale Shialegy and Governance and the Audit
Commitlee

The appointed auditor will liaise only with the Executive Manager Corporate Strategy and Governance and
the Audit Committee Chair, if required.

The outcomes of each audit will be reported to the Cily's Execulive Management Commitlee and the Audil
Commitiee.

Actions idenlified as a result of the audils will be added to the City's Audit Log and monitored until complete

Itis intended thal the findings of the audits will lead to imp: ts lo the effect; of risk mar i,
internal controls, legislative compliance and governance processes.
2
Internal Auvdit Program-2031.22-202324 - D2024858101/1
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AUDIT PLAN-2021/22 - 2023/24PRIORITIES

0

-~

A

»,
b
e (7Y OF VINCEN

9

Internal Audit Program-2024/22-202324 - D2Q2485401/147228

Audit Item Risk causes Risk rating Audit Focus Area Admin comment - March- 2021
| Identified | (inherent)
YEAR1-202122
1. Tender 1S/ s—nsk | Lackof Medium risk ~ Review and assessment of items | |denlified by Council as an area of risk, ¥ d: Stylel
of failure to detect and prevent OVErsig iew of putation, charged/invoiced to the City by requires separale review
overcharging, fraud and comuption expenditure on high compliance and confractors where that contractor
value maintenance finance was procured via a tender
contractors/contracts process. To include one or more
of the City’s general mainlenance
confractor/coniracts.
2. Records management - including Unclear processes and | Medium risk - Review use of document Slantons Audit Nov 2020 recommended [romm; Stylel
FOI process - risk of non-compliance | roles and reputation, management system that a review of the useability of the
with g and legisiat P bilit P Review FOI process Records Management System occur,
requirements financial Compliance tesling of record keeping
required. - [rnmamd-. Stylel, Indent: Left: © cm, Hanging: 0.55 em
3. Credit card use - risk of failure to Lack of oversight in High risk - Review relevant policies and High risk area, needs separate review. [« (¥ Stylel
detect and prevent occurrences of use/lack of checks reputation, processes
fraud and corruption compliance,
financial
4| pool insp p Documentation of Medium risk — Random review of approval Not previously reviewed ind dently. |« ¥ d: Style1
- risk of non-compliance with processes, T n, process, including
legislative requirements and damage Clarity of delegations compliance, online processes and disclosure
to public health financial, public ol COl
| safety
5. Gifts and COI - risk of failure lo Unclear gift provisions | High risk - Review Governance Framework Stantons Audit Nov 2020 recommended |» [Fomm; Stylel
detect and prevent occurrences of and lack of reputation, and COI requirements, including | that legislative compliance form part of
fraud and corruption and non- understanding by staff | compliance, communication to all staff internal audit. Noted govemance
compli with good g e and financial Review induction and training framework created, need to check
legislative requirements material implementation
Review COI and gift regislers and
record keeping

Iltem 5.3- Attachment 1 Page 19
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Internal Audit Program-2024/22-2023/24 - D2Q2485401/147228

6. Detection and reporting of fraud Unclear roles and High risk - Review Fraud Plan and Policy, Stantons Audit Nov 2020 noled that [Formull:d.‘ Stylel
and cerruption, PID disclosures, responsibilities and reputation, Govemnance Framework and anonymous reporting system had been
whistleblowing and cyber security - | avenues for reporling | compliance, angnymous reporting system, and | set up, needs to be tested
risk of failure to detect and prevent financial implementalion / communication OAG Performance Audit 2019 — Fraud
occurrences of fraud and corruption to organisation Prevention — Plan prepared lo meet
and non-compliance with good requirements of Audit, Training provided
govemance and legisiative in April 2021
requirements
7. Fleet, assets and CCTV Lack of verificalion and | High risk — Review relevant strategies, Mot previously d pendently { d: Style1
management — risk of misuse of fieet | controls property, policies and processes — Assel Ageing assets pose significant risk to
and resources, including ICT assets reputation, Strategy and CCTV Policy City.
and buildings financial, safety High risks refating lo ICT systems
| —YEAR 2= 2022123 [fum“gd; Stylel
2. Procurement and contract Poor procurement and | High risk — Review relevant policies, External audits and Stanlons Audil Nov [ F Stylel
management - risk of failure to detect | contract management | property, frameworks and processes 2020 identified this as high-risk area.
and prevent occurrences of fraud and | awareness. repulation, Review training process. Review | Significant improvements made, need
corruplion and non-compliance with financial, separation of duties to test effectiveness.
good governance and legisiative compliance Compliance tesling - conlracts,
requirements quotes, journals, variations of
POs.
2. HR policies and procedures, Oultdated policies and | Low nsk — Review policies and procedures Policies updated in 2018 and in need of {F Stylel
including payroll — risk of failure to processes reputation, and communication to stafl review.
maintain staff health and welibeing. compliance, Review payroll practices /
and act in compliance with legisiation financial compliance testing.
and good g e
10. Business continuity and emergency | Unclear roles and Medium risk - Review BCF and emergency Not previously 1 independently L Stylel
planning = risk of lack of service responsibllities, lack of D X t plans, and Meed to test BCP which was developed
conlinuity in business disruption or documented financial, people, communication to staff. In March 2020 and reviewed in March
emergency (including ICT response) processes safely, property Annual business continuity 2021
scenario / workshop
11. Project management - risk of fallure | Unclear framework | Medium risk - Review effecliveness and Not previously reviewed independently (¥ Stylel
to ensure projects are delivered within | and roles and reputation, adequacy of current framewaork Significant changes implemenled since
scope responsiblities financial, project and how it aligns with current 2019. Need to review effectiveness and
| practices adeguacy.
12. Audit Committee role and Unclear roles and Medium risk — Review Audit Commillee Terms of | Audit Commiltee not previously [F Stylel
functions— risk of failure to detect and | responsibilities and R e and current practices reviewed independently
prevent occurmences of fraud and lack of knowledge financial, people, and processes. Significant changes made in 2020 -
corruption and nen-compliance with across organisation compliance Review OAG Better Practice need fo review adequacy and
Guide effectiveness of current practices

Iltem 5.3- Attachment 1
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good govemnance and legislative Review induction materials and
requirements training for members
13, Information security — risk of Poor ICT syslems | Medium risk - Review informalion security Comphance testing [ ¥ d: Stylel
information loss. compromise and (v ility and lation, Review privacy policy of information security
availability lack of controls) compliance, required.
financial
-~ YEAR 3 -2023/24 [ (¥ d: Stylel
14. Risk management - Lack of robust Unclear roles and Low nisk — property, | Review effectiveness and Stantons Audit Nov 2020 found that M [ d: Stylel
(financial and non-financial) risk p bilities and pulation, adequacy of Risk Management RMF well documented. Senior stafl
management knowledge across compliance, Policy and Procedure. recelved training on applying Risk
15, 1 fi Review reporling of risks through | I g t Policy and P dure in
Lack of ownership by Corporate Risk Register. December 2021,
managers / directors. Review risk appetite and Meed lo assess adequacy and
tolerance slatements. effectiveness of new RMF annually
16. D: ation of pr =nsk | Poor documentation of | High risk - property, | Review Corporate Process Corporate process management charler |« [ d: Stylel
of lack of continuity of services and processes due to time | repulation, Management Charter and and framework adopted and licence
inconsistency in decision making / [ lraining / access compliance, documentation by teams. with ProMapp. Documentation of
service delivery financial Review use of Promapp — processes occurring by some teams
including consistency and (available o all teams). Testing of
confrols. adequacy and effectiveness of
| Review use of Conlent Manager. | documenlation required
17. Legislative compliance and Council | Unclear processes, Medium risk - Review processes — compliance | The City now has a compliance o [ Formatted: Style1
processes - risk of faillure lo detect lack of checks reputation, calendar, CAR, Council reporting, | calendar and dedicated ication
and prevent occurrences of fraud and compliance, Governance Framework channel for legislative changes /
carruption and nen-compliance with financial requirements. Stantons Audit Nov 2020
good govemnance and legisiative recommended that legislative
requirements compliance form part of the internal
audit plan. CAR also assists with
| g compliance )
18. Electoral Roll - risk of failure fo Lack of oversight / High risk - Undertake random checks of Identified as risk area in City of Perth 1+ [ Formatted: styie1
detect and prevent occurrences of random checks of reputation, electoral roll, identify patterns Inquiry. Random compliance testing wil
fraud and corruption and non- electoral roll compliance, be conducted by Rates Team prior lo
compliance with good governance and financial 2021 election
requ
€0 q
15, ICT systems and security - risk of Inadequale security, High risk - Review changes implemented as | OAG audit on ICT syslems identified [ [F.m.md; Stylel
failure lo provide adequate and syslems and controls reputation, aresult of 2020 ICT audit by significant shortfalls in City's conlrols
effective ICT ensure good OAG.

Internal Audit Program-2024/22-202324 - D2Q2485401/147228
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| INTERNAL AUDIT PROGRAM 2021/22- 2023/24 G o o
govermnance and prevent fraud and compliance, and systems. Changes implemented to
corruplion financial address these. Need 1o lest these

| |20, Integrated p g and reporting Unclear roles and Medium risk - Review corporale calendar and Not previcusly reviewed independently. |+ [ d: Stylel
framework (SCP, CBP, CWP, LTFP, | responsiblities repulation, IPRF process for compliance and -
budget) - risk of failure to make compliance, best praclice
decisions and delivery projects ad financial
services in line with strategic priorities
and legl

OFFICE USE ONL
ﬁpprcvod by CEO DATE: <APPROVAL DATE=>, REF¥ <TRIM REF>
Reviewed | Amended DATE: <APPROVAL DATE>, REF#: <TRIM REF>

Next Review Date DATE: <REVIEW DATE=>,

| internal Audit Program-2024/22-2023/24 - D2Q2485101/14
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At 2. 27pm Conley Manifis left the meeting.

As the Chair was no longer present and the Deputy Chair was unable to take the chair, a vote was taken to
appoint a new Presiding Member.

PROCEDURAL MOTION

Moved: Mr Piper, Seconded: Cr Gontaszewski

That Cr Gontaszewski be appointed as Presiding Member.

CARRIED (6-0)

For: Mr Manifis, Cr Topelberg, Cr Loden, Cr Wallace, Mr Piper and Cr Gontaszewski
Against: Nil

(Mr Smith was an apology for the Meeting.)

At 2.28pm Cr Joshua Topelberg left the meeting

At 2.35pm Cr Joshua Topelberg rejoined the meeting electronically

5.5 REVIEW OF THE CITY'S AUDIT LOG

Attachments: 1. Audit Log as at 23 August 2021 [ =
2. Confidential Audit Log as at 23 August 2021 - Confidential

RECOMMENDATION:
That the Audit Committee recommends to Council that it:
1. NOTES the status of the City’s Audit Log at Attachments 1 and 2, and

2. APPROVES proposed completion dates as specified at Attachments 1 and 2;

COMMITTEE DECISION ITEM 5.5

Moved: Cr Wallace, Seconded: Mr Piper
That the recommendation be adopted.
CARRIED (6-0)
For: Cr Topelberg, Cr Loden, Cr Wallace, Mr Piper and Cr Gontaszewski
Against: Nil
(Mr Smith was an apology for the Meeting.)

(Mr Manifis was an apology for this Item.)

Page 23
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AUDIT LOG o
Contents
Office of the Auditor General Information Systems Audit............ccocoiiiiieiiiiii e e 2 Summary of open Confidential items (D21/61059)
EA:2020/10 (1) (@) and (b) (CONFIDENTIAL). ..c.coiitiie it ceececemr et e st ss st eresstn e semseesseesne s 2 Office of the Auditor General Information Systems Audit:
EA:2020/10 (3) (CONFIDENTIAL) .....veeeeectieeeieeee et sttt eae et semt et e e ma s saseas et s eneaesnessesemsessseesnnseees 2
1. EA:2020/10 (1) (a) and (b High
EA2020/10 (8) (CONFIDENTIAL) ..o vverooeoossees oo oo 2 3 Ensosono g Bane® N e
EA:2020/10 (10) (COMNFIDENTIAL) ....eeei ittt sttt e et ema e e s es 2 i Eigg;gf}g (?()}) J:Iogerate
. : 10 ( foderate
EA:2020/10 (11) (CONFIDENTIAL) .. .eiitctieetieeeee s siaessrescre et seme et e ennae saseaae e s sreeereesnesemtessneesaessres 2 5 EA'2020/10 (1) Moderate
EA:2020/10 (12) (CONFIDENTIAL) L. vviitt ittt sttt et ems s e e s st ea ettt e s embeasseesne s 3 6. EA2020/10 (12) Moderate
7. EA:2020/10 (14) Moderate
EA:2020/10 (14) (CONFIDENTIAL) ... o..ccoovvoooeoeoeeeoseisssoseesiseeeesseeessssessssesssess e eeeses s 3 8. EA-202010 (22) Moderate
B A 202071 0 (10 ittt ettt ettt et bttt e e e e e et n e e e 3 )
Stanton Reg 5 & 17 Review
EA:2020/10 (22) (CONFIDENTIALY ......cooooeoeeeeeeeo oot eee s 4 9. EA2020M2(9) Moderate
Stanton REG 5 & 17 REVIEW ...ttt et et ettt e e eea e s e et eee e 5 Office of the Auditor General — Financial Audit
EA2020/12 (8) .ooiviiiiiiiiiiiiicisiiisienee e e [T e 5 10. EA 2020112 (14) Significant
EA:2020/12 (9) (CONFIDENTIAL) .. .ottt e e e e e e e e e e e e e e ea e e e e e eenenmna e e eeaeeaes 5
A 2020712 (1) 1 eiiiieieceeeeeieie s iee st e srs s ae e s e e e e s e s s seeses eaeenee e eme et e e nn e s s enae et e er e et e n e enre s e e nae s er s 6
Office of the Auditor General — Financial Audit..............ccoivioiii e 6
EA:2020/12 (14) (CONFIDENTIAL).............. SO ROURRSURTIN FTSTRN 6
Office of the Auditor General Interim Audit for 2020/21 .............oociiiiiiiiiiinnenn. ettt 7
B A 202 08 (1) et ettt e e ettt et te e e e e ae e et e ntnne e e 7
EAC 2027708 (2) 1ottt ettt ettt ea ettt ettt et et em et et e n et s et et e st et et ante et e e sae e 8
BA: 2027708 (3) oottt et ettt e a4t et e et en et e a e b ettt enteeh e e sae e 9
B AL 2027708 () ..ottt e et et 10
0 0= = SR 11
SC2566 - D19/147633 Page 1
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Audit Details

Office of the Auditor General Information
Systems Audit

EA:2020/10 (1) (a) and (b) (CONFIDENTIAL)

Office of the Auditor General Information Systems Audit

Risk Rating (prior to controls)
High

Management Response
Responsible Officer:
Executive Manager Information and Communication Technology

EA:2020/10 (3) (CONFIDENTIAL)
Office of the Auditor General Information Systems Audit

Risk Rating (prior to controls)
Moderate

Management Response
Responsible Officer:
Executive Manager Information and Communication Technology

EA:2020/10 (9) (CONFIDENTIAL)

Office of the Auditor General Information Systems Audit

Risk Rating (prior to controls)
Moderate

Management Response
Responsible Officer:
Executive Manager Information and Communication Technology

EA:2020/10 (10) (CONFIDENTIAL)

Office of the Auditor General Information Systems Audit

Risk Rating (prior to controls)
Moderate

Management Response
Responsible Officer:
Executive Manager Information and Communication Technology

EA:2020/10 (11) (CONFIDENTIAL)
Office of the Auditor General Information Systems Audit

Risk Rating (prior to controls)
Moderate

Management Response
Responsible Officer:
Executive Manager Information and Communication Technology

SC2566 - D19/147633

Page 2

Approved
Completion Date

Status

See Confidential log

See Confidential log

See Confidential log

See Confidential log

See Confidential log

Proposed
Completion Date

Item 5_5- Attachment 1
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Audit Details

EA:2020/10 (12) (CONFIDENTIAL)

Office of the Auditor General Information Systems Audit

Risk Rating (prior to controls)
Moderate

Management Response
Responsible Officer:
Executive Manager Information and Communication Technology

EA:2020/10 (14) (CONFIDENTIAL)

Office of the Auditor General Information Systems Audit

Risk Rating (prior to controls)
Moderate

Management Response
Responsible Officer:
Executive Manager Information and Communication Technology

EA:2020/10 (19)
Office of the Auditor General Information Systems Audit —
Disaster Recovery Plan

Finding
We found that the City does not have an ICT disaster recovery plan
(DRP).

Implication

Without an adequate DRF and appropriate testing, there is an
increased risk that key business functions and processes may not
be restored in a timely manner after a disruption, affecting the
operations of the City.

Recommendation

The City should develop and test its DRP to confirm that systems
can be recovered in accordance with business expectations and
key staff should be familiar with the plan and their specific roles and
responsibilities in a disaster situation. The results of testing should
be recorded, and the relevant actions taken to improve the plan
where necessary.

Risk Rating (prior to controls)
Moderate

Risk Rating (with current controls)
Moderate

Management Response
Responsible Officer:
Executive Manager Information and Communication Technology

SC2566 - D19/147633

Action

Administration will introduce managed backup and
infrastructure services that include disaster recovery
capability. Disaster recovery and information security
continuity processes will then be will be formalised per the
Information Security Program noted in OAG Finding 5. A
formal plan will then be prepared for publication to staff and
testing purposes.

Page 3

Approved
Completion Date

August 2021

Status

See Confidential log

See Confidential log

Disaster Recovery policy now in place.
Operational systems (backup and recovery)
now compliant for onsite backup. Bandwidth
upgrade procured to enable transit of backup
files for offsite storage.

Offsite backup/recovery service
commissioned and providing partial
coverage. Bandwidth upgrade scheduled for
April 2021 to enable full coverage.

Formal DR plan being documented,
including 6 monthly test schedule.

DR/BCP plan drafted. Business teams to
review Impact Assessments ahead of final
report to EMC.

Proposed
Completion Date

December 2021

Item 5_5- Attachment 1
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AUDIT LOG

Audit Details

EA:2020/10 (20)

Office of the Auditor General Information Systems Audit -
Business Continuity Plan — Testing

Finding

We found that appropriate tests of the business continuity plan
(BCP) have not been undertaken. Due to the lack of testing, the
effectiveness of the plans and the City's ability to execute them is
unknown.

Implication

Without appropnate testing of the BCP there is an increased risk
that key business functions and processes may not operale as
expected during a major incident, In addition, the key business
functions may not be appropriately recover following a major
incident. This is likely to impact business operations and the
delivery of key services.

Recommendation

The City should undertake appropriate tests to verify the
effectiveness of the BCP. These tests should also verify that key
staff are familiar with the plans and their specific roles and
responsibilities in a disaster situation. The resulls of these lests
should be recorded and the relevant aclions taken to improve the
plan where necessary

Risk Rating (prior to controls)
Moderate

Risk Rating (with current controls)
Moderate

Management Response
Responsible Officer:
Executive Manager Information and Communication Technology

EA:2020/10 (22) (CONFIDENTIAL)

Office of the Auditor General Information Systems Audit

Risk Rating (prior to controls)
Moderate

Management Response
Responsible Officer:
Executive Manager Information and Communication Technology

SC2566 - D19/147633

Action Approved
Completion Date
There has been 0% interruption to non-library/recreational August 2021

facility services throughout COVID-19 disruptions in Perth.
COVID-19 has been a major incident and required
significant change to how business functions operated.

City staff who continue to work remotely are effectively
testing part of the City’s business continuity systems on a
daily basis. Through improvements to data backup and
infrastructure recovery noted in OAG Finding 20,
Administration will expand business continuity testing to
include system and infrastructure incidents as part of a
managed services agreement.

Page 4

Status

On track per EA:2020/10 (19) above.
Completion date updated to align with
Disaster Recovery Plan activities.

Backup recovery being tested in offsite
environment for complete Admin building
disaster scenario.

DR/BCP plan drafted. Business teams to

review Impact Assessments ahead of final
report to EMC.

See Confidential log

A,
"A_.éf"lll\.u INCENT
.
Proposed
Completion Date
December 2021
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AUDIT LOG

Audit Details

Stanton Reg 5 & 17 Review

EA:2020/12 (8)
Stanton Reg 5 & 17 Review — Manual Timesheet

Finding
The City uses manual timesheets, predominately for those
employees who work in the depot and recreational leisure centre.

Recommendation

The use of manual timesheels should be eliminated, it is worth
noting that the City has already noted this as a finding within their
own audit log

Recommendation

Risk Rating (prior to controls)
Moderate

Risk Rating (with current controls)

Management Response

Responsible Officer:

Executive Manager Human Resources and Executive Manager
Information and Communication Technology

EA:2020/12 (9) (CONFIDENTIAL)
Stanton Reg 5 & 17 Review

Risk Rating (prior to controls)
Moderate

Management Response
Responsible Officer:
Executive Manager Information and Communication Technology

SC2566 - D19/147633

Action Approved

Completion Date

The City requires a robust online time-sheeting system December 2021
which is fit for purpose of a casual workforce (i.e. Beatty
Park) that is flexible, easy to use and aligned to the relevant

cost centres and employment.

Administration has determined that Civica's online time-
sheeting module will be suitable for the City. The module
however can only be implemented once work orders are
activated as part of the Chart of Accounts project scheduled
for completion in July 2021. Online time-sheeting will have a
mobile option as well. The scoping of this project will be
requested to commence in March next year with
implementation in December 2021,

Page 5

Status

On track. Beatty Park workforce now trialling
mobile application rostering and time-
sheeting solution. Future rollout to other
casual staff (Depot) pending trial results.
Authority ERP electronic time-sheeting to be
reviewed post system upgrade in late 2021.

Further rollout subject to Beatty Park change
management resourcing.

See Confidential log

Proposed
Completion Date

December 2021
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Page 28

Item 12.1- Attachment 1

Page 31



ORDINARY COUNCIL MEETING

12 OCTOBER 2021

AUDIT COMMITTEE MINUTES

6 SEPTEMBER 2021

AUDIT LOG

Audit Details

EA:2020/12 (11)
Stanton Reg 5 & 17 Review — Record Keeping

Finding

Poor retrievability of information ‘term container used' Record
keeping of contract documentation is inefficient and leads to poor
retrievability. The record keeping system does not facilitate the use
of sub folders which results in all documented related to a
subject/topic being saved in a ‘container’. With regards to contracts,
there are a large number of supporting documentations within these
‘containers’ thus it can take some time to retrieve the sought-after
document

Recommendations

The City should review useability of their record keeping system
ensuring that it is operating effectively

For process efficiency allow user to amend and delete own
purchase requisition.

Risk Rating (prior to controls)
Minor

Risk Rating (with current controls)

Management Response
Responsible Officer:
Executive Manager Information and Communication Technology

Office of the Auditor General — Financial Audit
EA:2020/12 (14) (CONFIDENTIAL)

Office of the Auditor General - Financial Audit

Risk Rating (prior to controls)
Significant

Management Response
Responsible Officer:
Executive Manager Information and Communication Technology

SC2566 - D19/147633

The City will review ils record keeping system to ensure it is
operating effectively.

Page 6

Completion Date

Status

On track. Functionality of the system
reviewed with external support provider: the
use of folders will be introduced.

A staff survey for system satisfaction as well
as improvement suggestions has
commenced.

Contract management system now
operational.

Carry-over to operations:

Record-keeping survey results will be
collated and analysed in September 2021.

See Confidential log

Proposed

Completion Date
September 2021
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Audit Details

Office of the Auditor General Interim Audit for
2020/21

EA: 2021/08 (1)
Office of the Auditor General Interim Audit for 2020/21

Review of Landgate triennial GRV update

Finding

We noted that the upload of Gross Rental Value (GRV) revaluation
provided by Landgate triennially and effective 1 July 2020 was not
reviewed or approved by an independent officer.

Rating: Significant

Implication
Without an independent review, there is a risk that errors may not
be detected and resolved promptly, resulting in incorrect rate

notices being issued

Recommendation

Management should review the GRV upload as at 1 July 2020 and
ensure this was correctly reflected within Authority, any adjustments
required should be processed for the year ended 30 June 2021. In
addition, we recommend that the City ensure the triennial GRV
revaluation data uploaded into the Authority Rates Module is
reviewed by an appropriate independent officer, and evidence of
the review retained.

SC2566 - D19/147633

Action

The GRV re-valuation received from Landgate triennially
will be reviewed by Management and reconciled to the

uploaded GRV data.
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Audit Details

EA: 2021/08 (2)
Office of the Auditor General Interim Audit for 2020/21

Accounting for lease incentives

Finding

The City has extended a lease agreement with the Department of
Finance — Minister for Works for a period of 10 years commencing
December 2020. As part of the lease agreement a lease incentive
of $3,044,200 was provided. $1,625,000 of this incentive is
provided by way of cash payments over three annual payments
beginning from 1 July 2020.

The City in the current year has accounted for the cash payment of
$558,333 as an operating expense.

The above accounting treatment is likely not consistent with the
requirements of AASB 16 Leases paragraph 81, this states "a
lessor shall recognise lease payments from operating leases as
income on either a straight-line basis or another systematic basis.
The lessor shall apply another systematic basis if that basis is more
representative of the pattern in which benefit from the use of the
underlying asset is diminished.”

AASB 16 defines lease payments as being net of lease incentives.

Rating: Moderate

Implication

Accounting for the lease incentive paid in the current year as an
operating expense likely overstates the City’s expenses, revenues
and understates their assets. The accounting is also likely not
compliant with the requirements of AASB 16.

Recommendation

We recommend management review their accounting surrounding
the lease incentive provided to Department and ensure the
accounting aligns with the requirements of AASB 16. In addition, we
recommend the City review their lease portfolio and ensure any
lease incentives provided by the City are accounted for in
accordance with AASB 16.

SC2566 - D19/147633

Action Approved
Completion Date
The City will offset the annual incentive payment of 31 July 2021

$162,500 to the rental income and the advance payment on
the incentive payment will be transferred to the payment
made in advance (debtor) account.
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EA: 2021/08 (3)
Office of the Auditor General Interim Audit for 2020/21

Access levels within Authority

Finding

We noted numerous users with access to modules within Authority
which appear to not be required to undertake their role within the
City, identified as:

- Accounts payable (supplier masterfile, invoice entry and credit
note entry)

- Accounts receivable (debtor masterfile, invoice entry and credit
note enltry)

- Rates module (debtor masterfile, invoice entry and credit note
entry)

In some instances, the City does have mitigating controls in place,
however these controls are generally of a manual and detective
nature.

We understand the project the City has commissioned with their IT
vender to resolve this issue is expected to be completed in August
2021,

A similar finding was raised in the 2018-20 financial year and
the following management comment was received:

Responsible Person: Executive Manager ICT
Completion Date: August 2020

Rating: Significant

Implication

Excessive user access to the accounting package may allow staff to
use the system inappropriately. For example, this access could be
used to undermine the effectiveness of system controls (such as
segregation of duties) and diminish accountability.

Additionally, this weakness in financial controls is considered a
matter of material non-compliance and impacts on the audit opinion
for the current year. The following will be included under our report
on other legal and regulatory compliance:

“Access controls over a key system of the City were inadequate to
enforce adequate segregation of duties. This could lead to
inappropriate use of the system, however our audit testing did not
identify any inappropriate use.”

Recommendation

Management should continue the project with their IT vendor to
conduct a thorough user access review in consultation with its IT
support with a view to restricting user access to the required and
appropriate level of authority or delegation.

SC2566 - D19/147633

Approved

Completion Date
31 October 2021

Action

Per the original 2019-20 Management Comment, access
review and application of restrictions will complete as part of
the Civica 7.1 upgrade project. The upgrade project is
currently scheduled to go live in October 2021.

2019-20 Management Comment

The City accepts Finding 1. In response to this finding, the

City has commissioned a project with Civica (vendor for

Authority software) to provide ‘Authonty User Access and

Security Restructure’. The overall objectives of the project

are to provide:

+  Astructured, consistent and more easily understood
Authority security model

+ Better visibility of user access and permissions
Simpler administrative management control of users
and permissions

The project has been estimated to run for 8 — 10 weeks.

The City is reviewing scheduling with Civica given several

other Authority changes already in motion, in particular the

software upgrade from version 6.11 to 7.1. If Civica is not

able to commit additional resources to this project in early

2021, completion will be aligned to 7.1 go live in August

2021.
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Audit Details

EA: 2021/08 (4)
Office of the Auditor General Interim Audit for 2020/21

Evidence of review of changes to employee Masterfile

Finding

The City does not have a process to evidence of independent
review and authorisation of changes made to the employee
masterfile. This includes changes to an employee's bank account
details.

A similar finding was raised in the 2019-20 financial year and the
following management comment was received:

Responsible Person: Executive Manager HR
Completion Date:

Rating: Significant

Implication

The absence of an independent review of changes made to the
employee masterfile increases the risk of unauthorised or
erroneous changes to key information.

Additionally, this weakness in financial controls is considered a
matter of material non-compliance and impacts on the audit opinion
for the current year. The following will be included under our report
on other legal and regulatory compliance:

“No evidence was retained to demonstrate whether changes to the
employee master file, including bank account details, were being
authorised by an officer other than the person making the
amendment. This increases the risk that unauthorised changes may
be made, resulting in errors or funds being inappropriately
transferred. Our audit did not identify any instance of unauthorised
changes.”

Recommendation

Management should implement a process for an independent
review of changes to the employee masterfile.

SC2566 - D19/147633

Action Approved

Completion Date
2019-20 Management Comment 1. 30 December 2020
Currently changes to the employee master file are checked 2. 31 January 2021
by the Payroll Officer/Payroll Support Officer, however not
recorded. Based on changes to the employee master file,
Human Resources/Payroll will implement the following:

1. A change of bank details and superannuation form.

2. Allchanges to employee master file are requested
via a form or letter pertaining to a change of
employee entitlements. These forms/letters are
added to Content Manager (records system) and
work-flowed to the applicable Payroll
Officer/Support Officer depending on portfolio.

Once adjustments are made to the employee master file
based on the form/letter, the Payroll Officer changes the
workflow item from ‘action’ to ‘completed’. The Payroll
Officer will then workflow the form/letter to the other Payroll
representative in Content Manager for review. The Payroll
representative will review and if approved, change the
workflow from ‘review’ to ‘completed’.

Each time a form/letter is added to Content Manager, an
audit trail will be created of when an item is ‘completed’ and
‘reviewed'.

Fortnightly the employee master file maintenance
report will be run and validated by an independent
reviewer. The report will be validated to supporting
documents and will be checked prior to the pay-run.
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Audit Details

EA: 2021/08 (5)
Office of the Auditor General Interim Audit for 2020/21

Timing of monthly reconciliations

Finding

During our audit, we identified the following key reconciliations were
prepared prior to close of the sub modules which led to variances
between the reconciled balances within the end of month trial
balance:

- Accounts payable

- Accounts receivable

- Rates receivable

In some instances a manual reconciliation was prepared to bridge
the gap belween the module close off and the end of month trial
balance, however reconciling items were not appropriately adjusted
for.

In addition, we identified the reconciliation of the fixed assets
register, as at 30 April 2021, was not completed in a timely manner.
Although the reconciliation report was dated as prepared on 30
April 2021, it was confirmed the system generates this preparation
date to coincide with the month end. The actual date of preparation
and review of the reconciliation is 3 June 2021.

A similar finding was raised in the 2019-20 financial year and the
following management comment was received:

Responsible Person: Coordinator Financial Services
Rating: Moderate

Implication

Reconciliations are a key control for ensuring financial data is
completely and accurately reflected in the general ledger from
which financial statements are derived. The absence of a robust
process by the City of Vincent over the reconciliations on period
end balances can result in errors or omissions remaining
undetected, leading to misstatements in the financial statements.

Recommendation

We recommend management review their current processes for
monthly reconciliations and ensure balances reconciled are those
reported and reconciling items are appropriate and where required

adjustments are made as part of the monthly reconciliation process.

Additionally, the City should ensure monthly reconciliations are
reviewed in a timely manner.

SC2566 - D19/147633

Action Approved

Completion Date
The City will ensure all sub ledger reconciliation are 30 August 2021
balanced to the monthly Trial Balance prior to finalising the
reconciliation. The timeliness of reconciliation will be

reviewed via the implementation of timetable.

2019-20 Management Comment

All monthly reconciliations are undertaken as part of
preparing the month end financial statements. However,
due to a iming variance the reconciliation process will be
reviewed and updated
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5.6 REVIEW OF THE CITY'S CORPORATE RISK REGISTER

Attachments: 1. 31 August 2021 Corporate Risk Register g‘@
2. 31 August 2021 Corporate Risk Register Confidential ltems - Confidential

RECOMMENDATION:
That the Audit Committee recommends to Council that it:
1. RECEIVES the City's Corporate Risk Register as at Attachments 1 and 2; and

2. NOTES the status of risk management actions for the high and extreme risks.

COMMITTEE DECISION ITEM 5.6

Moved: Mr Piper, Seconded: Cr Wallace
That the recommendation be adopted.
CARRIED (5-0)
For: Cr Topelberg, Cr Loden, Cr Wallace, Mr Piper and Cr Gontaszewski
Against: Nil
(Mr Manifis was an apology for this Iltem.)

(Mr Smith was an apology for the Meeting.)

Iltem 5.6- Attachment 1
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AUDIT COMMITTEE MINUTES 6 SEPTEMBER 2021
6 GENERAL BUSINESS
7 NEXT MEETING

2 November 2021

. Audit Log Review

. Internal Audit Program — first audit task report
. Fraud Update and Emerging Issues — Governance, Risk and Compliance
. OAG performance audit and other audit / best practice recommendations (if required)
. 3 grandstand structures (Leederville Oval, Litis Stadium and Beatty Park)
8 CLOSURE

I'here being no further business the meeting closed at 2.37pm

These Minutes were confirmed at the 2 November 2021 meeting of the Audit Committee as a true record and
accurate of the Audit Committee meeting held on 6 September 2021

Signed: Mr Conley Manifis

Dated
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ORDINARY COUNCIL MEETING

12 OCTOBER 2021

AUDIT LOG

Audit Details

EA: 2021/08 (4)
Office of the Auditor General Interim Audit for 2020/21

Evidence of review of changes to employee Masterfile

Finding

The City does not have a process to evidence of independent
review and authorisation of changes made to the employee
masterfile. This includes changes to an employee's bank account
details.

A similar finding was raised in the 2019-20 financial year and the
following management comment was received:

Responsible Person: Executive Manager HR
Completion Date:

Rating: Significant

Implication

The absence of an independent review of changes made to the
employee masterfile increases the risk of unauthorised or
erroneous changes to key information.

Additionally, this weakness in financial controls is considered a
matter of material non-compliance and impacts on the audit opinion
for the current year. The following will be included under our report
on other legal and regulatory compliance:

“No evidence was retained to demonstrate whether changes to the
employee master file, including bank account details, were being
authorised by an officer other than the person making the
amendment. This increases the risk that unauthorised changes may
be made, resulting in errors or funds being inappropriately
transferred. Our audit did not identify any instance of unauthorised
changes.”

Recommendation

Management should implement a process for an independent
review of changes to the employee masterfile.

SC2566 - D19/147633

Action Approved

Completion Date
2019-20 Management Comment 1. 30 December 2020
Currently changes to the employee master file are checked 2. 31 January 2021
by the Payroll Officer/Payroll Support Officer, however not
recorded. Based on changes to the employee master file,
Human Resources/Payroll will implement the following:

1. Achange of bank details and superannuation form.

2. All changes to employee master file are requested
via a form or letter pertaining to a change of
employee entittementis. These forms/letters are
added to Content Manager (records system) and
work-flowed to the applicable Payroll
Officer/Support Officer depending on portfolio.

Once adjustments are made to the employee master file
based on the form/letter, the Payroll Officer changes the
workflow item from ‘action’ to ‘completed’. The Payroll
Officer will then workflow the form/letter to the other Payroll
representative in Content Manager for review. The Payroll
representative will review and if approved, change the
workflow from ‘review’ to ‘completed’.

Each time a form/letter is added to Content Manager, an
audit trail will be created of when an item is ‘completed’ and
Teviewed'.

Fortnightly the employee master file maintenance
report will be run and validated by an independent
reviewer. The report will be validated to supporting
documents and will be checked prior to the pay-run.

Page 10

Status

Completed

Proposed

Completion Date
Completed
30 August 2021
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AUDIT LOG

Contents
Office of the Auditor General Information Systems Audit...............ooiiiiiiii e 2 Summary of open Confidential items (D21/61059)
EA:2020/10 (1) (a) and (b) (CONFIDENTIAL). ..ot 2 Office of the Auditor General Information Systems Audit
EA:2020/10 (3) (CONFIDENTIAL) ....outiiiieie e e ettt e e e ettt e e e e e e e e e 2
) 1. EA:2020/10 (1) (a) and (b) High
EA:2020/10 (9) (CONFIDENTIALY ...outiiiiiie it st e ie e e e e s e e e s e s snnaeae s e e e e e e e s i s sanees 2 2. EA2020/10 (3) Moderate
EA:2020/10 (10) (CONFIDENTIAL) ..ottt it ie e et vt ee e s eessnsseaeee e sasnaeaees ssnese e ssnr e aeeseneseeaens 2 3. EA2020/10 (9) Moderate
4. EA2020/M10 (10) Moderate
EA:2020/10 (11) (CONFIDENTIAL) ...ttt et e e e e e e e en ree e e s e e e e e neaeeaens 2 5 EA-2020/10 (11) Moderate
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B 2020710 () e e e e e e e e e e et a e e e e e e e ae e 3 _
Stanton Reg 5 & 17 Review
EAZ020/10 (20 1ottt et e e e e e et e et e 4
EA:2020/10 (22) (CONFIDENTIAL) ..ottt et 4 9. EA 202012 (9) Moderate
Stanton Reg 5 & 17 ReVIEW ..o ettt e e et a e e e e e e 5 Office of the Auditor General — Financial Audit
N2 02 0T D ) T TSP PURUPTRTSRRPIN 5 10. EA 2020112 (14) Significant
EA:2020/12 (9) (CONFIDENTIAL) ....oueiieieee e ettt e e e et 5
2120 B I OSSP 6
Office of the Auditor General — Financial Audit...............oooviii e 6
EA:2020/12 (14) (CONFIDENTIAL) .. oo e e e e 6
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B A 2021708 (1) ittt e e e 1o et e e e 7
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AUDIT LOG

Audit Details Action Approved Status Proposed
Completion Date Completion Date

Office of the Auditor General Information

Systems Audit

EA:2020/10 (1) (a) and (b) (CONFIDENTIAL)

Office of the Auditor General Information Systems Audit

See Confidential log

Risk Rating (prior to controls)
High

Management Response
Responsible Officer:
Executive Manager Information and Communication Technology

EA:2020/10 (3) (CONFIDENTIAL) See Confidential log

Office of the Auditor General Information Systems Audit

Risk Rating (prior to controls)
Moderate

Management Response
Responsible Officer:
Executive Manager Information and Communication Technology

EA:2020/10 (9) (CONFIDENTIAL)

Office of the Auditor General Information Systems Audit

See Confidential log

Risk Rating (prior to controls)
Moderate

Management Response
Responsible Officer:
Executive Manager Information and Communication Technology

EA:2020/10 (10) (CONFIDENTIAL)

Office of the Auditor General Information Systems Audit

See Confidential log

Risk Rating (prior to controls)
Moderate

Management Response
Responsible Officer:
Executive Manager Information and Communication Technology

EA:2020/10 (11) (CONFIDENTIAL)

Office of the Auditor General Information Systems Audit

See Confidential log

Risk Rating (prior to controls)
Moderate

Management Response
Responsible Officer:
Executive Manager Information and Communication Technology

SC2566 - D19/147633 Page 2
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12 OCTOBER 2021

AUDIT LOG

Audit Details

EA:2020/10 (12) (CONFIDENTIAL)

Office of the Auditor General Information Systems Audit

Risk Rating (prior to controls)
Moderate

Management Response
Responsible Officer:
Executive Manager Information and Communication Technology

EA:2020/10 (14) (CONFIDENTIAL)

Office of the Auditor General Information Systems Audit

Risk Rating (prior to controls)
Moderate

Management Response
Responsible Officer:
Executive Manager Information and Communication Technology

EA:2020/10 (19)

Office of the Auditor General Information Systems Audit —
Disaster Recovery Plan

Finding
We found that the City does not have an ICT disaster recovery plan
(DRP).

Implication

Without an adequate DRP and appropriate testing, there is an
increased risk that key business functions and processes may not
be restored in a timely manner after a disruption, affecting the
operations of the City.

Recommendation

The City should develop and test its DRP to confirm that systems
can be recovered in accordance with business expectations and
key staff should be familiar with the plan and their specific roles and
responsibilities in a disaster situation. The results of testing should
be recorded, and the relevant actions taken to improve the plan
where necessary.

Risk Rating (prior to controls)
Moderate

Risk Rating (with current controls)
Moderate

Management Response
Responsible Officer:
Executive Manager Information and Communication Technology

SC2566 - D19/147633

Action

Administration will introduce managed backup and
infrastructure services that include disaster recovery
capability. Disaster recovery and information security
continuity processes will then be will be formalised per the
Information Security Program noted in OAG Finding 5. A
formal plan will then be prepared for publication to staff and
testing purposes.

Page 3

Approved
Completion Date

August 2021

Status Proposed

Completion Date

See Confidential log

See Confidential log

Disaster Recovery policy now in place. December 2021
Operational systems (backup and recovery)

now compliant for onsite backup. Bandwidth

upgrade procured to enable transit of backup

files for offsite storage.

Offsite backup/recovery service
commissioned and providing partial
coverage. Bandwidth upgrade scheduled for
April 2021 to enable full coverage.

Formal DR plan being documented,
including 6 monthly test schedule.

DR/BCP plan drafted. Business teams to
review Impact Assessments ahead of final
report to EMC.

Item 12.1- Attachment 2
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AUDIT LOG

Audit Details

EA:2020/10 (20)
Office of the Auditor General Information Systems Audit —
Business Continuity Plan — Testing

Finding

We found that appropriate tests of the business continuity plan
(BCP) have not been undertaken. Due to the lack of testing, the
effectiveness of the plans and the City’'s ability to execute them is
unknown

Implication

Without appropriate testing of the BCP there is an increased risk
that key business functions and processes may not operate as
expected during a major incident. In addition, the key business
functions may not be appropriately recover following a major
incident. This is likely to impact business operations and the
delivery of key services

Recommendation

The City should undertake appropriate tesls to verify the
effectiveness of the BCP. These tests should also verify that key
staff are familiar with the plans and their specific roles and
responsibilities in a disaster situation. The results of these tests
should be recorded and the relevant actions taken to improve the
plan where necessary

Risk Rating (prior to controls)
Moderate

Risk Rating (with current controls)
Moderate

Management Response
Responsible Officer:
Executive Manager Information and Communication Technology

EA:2020/10 (22) (CONFIDENTIAL)

Office of the Auditor General Information Systems Audit

Risk Rating (prior to controls)
Moderate

Management Response
Responsible Officer:
Executive Manager Information and Communication Technology

SC2566 - D19/147633

Action Approved
Completion Date
There has been 0% interruption to non-library/recreational August 2021

facility services throughout COVID-19 disruptions in Perth.
COVID-19 has been a major incident and required
significant change to how business functions operated.

City staff who continue to work remotely are effectively
testing part of the City’s business continuity systems on a
daily basis. Through improvements to data backup and
infrastructure recovery noted in OAG Finding 20,
Administration will expand business continuity testing to
include system and infrastructure incidents as part of a
managed services agreement.

Page 4

Status Proposed

Completion Date
On track per EA:2020/10 (19) above. December 2021
Completion date updated to align with

Disaster Recovery Plan activities.

Backup recovery being tested in offsite
environment for complete Admin building
disaster scenario.

DR/BCP plan drafted. Business teams fo

review Impact Assessments ahead of final
report to EMC.

See Confidential log

Item 12.1- Attachment 2
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AUDIT LOG

Audit Details

Stanton Reg 5 & 17 Review
EA:2020/12 (8)

Stanton Reg 5 & 17 Review — Manual Timesheet

Finding
The City uses manual timesheets, predominately for those
employees who work in the depot and recreational leisure centre.

Recommendation

The use of manual timesheets should be eliminated, it is worth
noting that the City has already noted this as a finding within their
own audit log.

Recommendation

Risk Rating (prior to controls)
Moderate

Risk Rating (with current controls)

Management Response

Responsible Officer:

Executive Manager Human Resources and Executive Manager
Information and Communication Technology

EA:2020/12 (9) (CONFIDENTIAL)
Stanton Reg 5 & 17 Review

Risk Rating (prior to controls)
Moderate

Management Response
Responsible Officer:
Executive Manager Information and Communication Technology

SC2566 - D19/147633

Action Approved

Completion Date

The City requires a robust online time-sheeting system December 2021
which is fit for purpose of a casual workforce (i.e. Beatty
Park) that is flexible, easy to use and aligned to the relevant

cost centres and employment.

Administration has determined that Civica’s online time-
sheeting module will be suitable for the City. The module
however can only be implemented once work orders are
activated as part of the Chart of Accounts project scheduled
for completion in July 2021. Online time-sheeting will have a
mobile option as well. The scoping of this project will be
requested to commence in March next year with
implementation in December 2021.

Page 5

Status Proposed

Completion Date

On track. Beatty Park workforce now trialling December 2021
mobile application rostering and time-

sheeting solution. Future rollout to other

casual staff (Depot) pending trial resulis.

Authority ERP electronic time-sheeting to be

reviewed post system upgrade in late 2021.

Further rollout subject to Beatty Park change
management resourcing.

See Confidential log

Item 12.1- Attachment 2
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AUDIT LOG o
Audit Details Action Approved Status Proposed
Completion Date Completion Date
. The City will review its record keeping system to ensure it is  August 2021 On track. Functionality of the system September 2021

EA:2020/12 (1 1 ) operating effectively. reviewed with external support provider: the

Stanton Reg 5 & 17 Review — Record Keeping use of folders will be introduced.

Finding A staff survey for system satisfaction as well

Poor retrievability of information 'term container used’ Record as improvement suggestions has

keeping of contract documentation is inefficient and leads to poor commenced.

retrievability. The record keeping system does not facilitate the use

of sub folders which results in all documented related to a Contract management system now

subject/topic being saved in a ‘container’. With regards to contracts, operational.

there are a large number of supporting documentations within these

‘containers’ thus it can take some time to retrieve the sought-after Carry-over to operations:

document Record-kKeeping survey results will be

collated and analysed in September 2021.
Recommendations
The City should review useability of their record keeping system
ensuring that it is operating effectively.
For process efficiency allow user to amend and delete own
purchase requisition.

Risk Rating (prior to controls)
Minor

Risk Rating (with current controls)

Management Response
Responsible Officer:
Executive Manager Information and Communication Technology

Office of the Auditor General — Financial Audit
EA:2020/12 (14) (CONFIDENTIAL)

Office of the Auditor General — Financial Audit

See Confidential log

Risk Rating (prior to controls)
Significant

Management Response
Responsible Officer:
Executive Manager Information and Communication Technology

SC2566 - D19/147633 Page 6
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AUDIT LOG

Audit Details Action Approved Status Proposed
Completion Date Completion Date
Office of the Auditor General Interim Audit for

2020/21

. The GRYV re-valuation received from Landgate triennially 31 July 2021 Completed Completed
EA_— 2021/08 (1 ) . i will be reviewed by Management and reconciled to the 31 July 2021
Office of the Auditor General Interim Audit for 2020/21 uploaded GRY data.

Review of Landgate triennial GRV update

Finding

We noted that the upload of Gross Rental Value (GRV) revaluation
provided by Landgate triennially and effective 1 July 2020 was not
reviewed or approved by an independent officer.

Rating: Significant

Implication

Without an independent review, there is a risk that errors may not
be detected and resolved promptly, resulting in incorrect rate
notices being issued.

Recommendation

Management should review the GRV upload as at 1 July 2020 and
ensure this was correctly reflected within Authority, any adjustments
required should be processed for the year ended 30 June 2021. In
addition, we recommend that the City ensure the triennial GRV
revaluation data uploaded into the Authority Rates Module is
reviewed by an appropriate independent officer, and evidence of
the review retained.

SC2566 - D19/147633 Page 7
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AUDIT LOG

Audit Details Action Approved Status Proposed
Completion Date Completion Date
. The City will offset the annual incentive payment of 31 July 2021 Completed Completed
EA_— 2021/08 (2) . ) $162,500 to the rental income and the advance payment on 31 July 2021
Office of the Auditor General Interim Audit for 2020/21 the incentive payment will be transferred to the payment

made in advance (debtor) account.
Accounting for lease incentives

Finding

The City has extended a lease agreement with the Department of
Finance — Minister for Works for a period of 10 years commencing
December 2020. As part of the lease agreement a lease incentive
of $3,044,200 was provided. $1,625,000 of this incentive is
provided by way of cash payments over three annual payments
beginning from 1 July 2020.

The City in the current year has accounted for the cash payment of
$558,333 as an operating expense.

The above accounting treatment is likely not consistent with the
requirements of AASB 16 [eases paragraph 81, this states “a
lessor shall recognise lease payments from operating leases as
income on either a straight-line basis or another systematic basis.
The lessor shall apply another systematic basis if that basis is more
representative of the pattern in which benefit from the use of the
underlying asset is diminished.”

AASB 16 defines lease payments as being net of lease incentives.

Rating: Moderate

Implication

Accounting for the lease incentive paid in the current year as an
operating expense likely overstates the City's expenses, revenues
and understates their assets. The accounting is also likely not
compliant with the requirements of AASB 16.

Recommendation

We recommend management review their accounting surrounding
the lease incentive provided to Department and ensure the
accounting aligns with the requirements of AASB 16. In addition, we
recommend the City review their lease portfolio and ensure any
lease incentives provided by the City are accounted for in
accordance with AASB 16.

SC2566 - D19/147633 Page 8

Item 12.1- Attachment 2 Page 52



ORDINARY COUNCIL MEETING 12 OCTOBER 2021

AUDIT LOG

Audit Details Action Approved Status Proposed
Completion Date Completion Date
. Per the original 2019-20 Management Comment, access 31 Qctober 2021 On track 31 October 2021
EA_— 2021/08 (3) . ) review and application of restrictions will complete as part of
Office of the Auditor General Interim Audit for 2020/21 the Civica 7.1 upgrade project. The upgrade project is

currently scheduled to go live in October 2021.

Access levels within Authority
2019-20 Management Comment

Finding The City accepts Finding 1. In response to this finding, the

We noted numerous users with access to modules within Authority ~ City has commissioned a p_ro,rerca‘ with Civica (vendor for

which appear to not be required to undertake their role within the Authority software) to provide ‘Authority User Access and

City, identified as: Security Restructure’. The overall objectives of the project

- Accounts payable (supplier masterfile, invoice entry and credit are to provide: _ _

note entry) + Astructured, consistent and more easily understood
Accounts receivable (debtor masterfile, invoice entry and credit Authority security model o

note entry) + Better visibility of user access and permissions

+  Simpler administrative management control of users
and permissions
The project has been estimated to run for 8 — 10 weeks.
The City is reviewing scheduling with Civica given several
other Authority changes already in mation, in particular the
software upgrade from version 6.11 to 7. 1. If Civica is not
able to commit additional resources to this project in early
2021, completion will be aligned to 7.1 go live in August
2021.

- Rates module (debtor masterfile, invoice entry and credit note
entry)

In some instances, the City does have mitigating controls in place,
however these controls are generally of a manual and detective
nature.

We understand the project the City has commissioned with their IT
vender to resolve this issue Is expected to be completed in August
2021

A similar finding was raised in the 2019-20 financial year and
the following management comment was received:

Responsible Person: Executive Manager ICT
Completion Date: August 2020

Rating: Significant

Implication

Excessive user access to the accounting package may allow staff to
use the system inappropriately. For example, this access could be
used to undermine the effectiveness of system controls (such as
segregation of duties) and diminish accountability.

Additionally, this weakness in financial controls is considered a
matter of material non-compliance and impacts on the audit opinion
for the current year. The following will be included under our report
on other legal and regulatory compliance:

“Access controls over a key system of the City were inadequate to
enforce adequate segregation of duties. This could lead to
inappropriate use of the system, however our audit testing did not
identify any inappropriate use.”

Recommendation

Management should continue the project with their IT vendor to
conduct a thorough user access review in consultation with its IT
support with a view to restricting user access to the required and
appropriate level of authority or delegation.

SC2566 - D19/147633 Page 9
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AUDIT LOG

Audit Details

EA: 2021/08 (5)
Office of the Auditor General Interim Audit for 2020/21

Timing of monthly reconciliations

Finding

During our audit, we identified the following key reconciliations were
prepared prior to close of the sub modules which led to variances
between the reconciled balances within the end of month trial
balance:

- Accounts payable

- Accounts receivable

- Rates receivable

In some instances a manual reconciliation was prepared to bridge
the gap between the module close off and the end of month trial
balance, however reconciling items were not appropriately adjusted
for.

In addition, we identified the reconciliation of the fixed assels
register, as at 30 April 2021, was not completed in a timely manner.
Although the reconciliation report was dated as prepared on 30
April 2021, it was confirmed the system generates this preparation
date to coincide with the month end. The actual date of preparation
and review of the reconciliation is 3 June 2021.

A similar finding was raised in the 2019-20 financial year and the
following management comment was received:

Responsible Person: Coordinator Financial Services
Rating: Moderate

Implication

Reconciliations are a key control for ensuring financial data is
completely and accurately reflected in the general ledger from
which financial statements are derived. The absence of a robust
process by the City of Vincent over the reconciliations on period
end balances can result in errors or omissions remaining
undetected, leading to misstatements in the financial statements.

Recommendation

We recommend management review their current processes for
monthly reconciliations and ensure balances reconciled are those
reported and reconciling items are appropriate and where required
adjustments are made as part of the monthly reconciliation process.
Additionally, the City should ensure monthly reconciliations are
reviewed in a timely manner.

SC2566 - D19/147633

Action Approved

Completion Date
The City will ensure all sub ledger reconciliation are 30 August 2021
balanced to the monthly Trial Balance prior to finalising the
reconciliation. The timeliness of reconciliation will be

reviewed via the implementation of timetable.

2019-20 Management Comment

All monthly reconciliations are undertaken as part of
preparing the month end financial statements. However,
due to a timing variance the reconciliation process will be
reviewed and updated

Page 11

Status

Completed

Proposed

Completion Date
Completed
30 August 2021
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